Here's some informal comments & feedback from IBM, taking the more salient points as per our discussions on iDA's paper on Building Trust and Confidence in EC.

1. Secure PKI

· need for PKI (non-repudiation) is a balance between risk & consumer convenience. Depends on risk model of the customer organisation. E.g. simple 128bit SSL encryption might be acceptable for small value transactions, but a more secure 3kp PKI infrastructure is needed for larger value transactions ?

· practical experience shows some preference by consumers for convenience and hence some acceptance issues for client-side SW & certs (proxy/toolkits that are needed to handle the client/browser side digital signatures).

· portabililty & mobility issues with current PKI systems needs to be addressed.. e.g. client side SW & digital certs.  Also, cross-border/international acceptance of the specific PKI implementation.

· understanding both the business and technical implications of deploying PKI successfully is crucial in PKI adoption. Business issues relating to full deployment of PKI technology are often overlooked by the client's technical staff and the technical issues are usually presented to business and IT execs at a level they have neither the time nor interest in learning.

· PKI is the technology offering non-repudiation, a fundamental vehicle for trust. Awareness/understanding, capital cost and secure mobility seems to be the reasons for its slow adoption. However security experts are predicting that ... "PKI will continue to steadily but not explosively evolve and improve. It will not (must not) die. Throughout 2001 on passwords/PINs for online authentication ." (Allan Paller, a prominent researcher from SANS Institute)

2. Escow services

· could be handled either by banks or the logistics (e.g. freight forwarder) companies.

· supplement these with appropriate return goods policy on merchant end for damaged goods (versus lost goods).

3. Credit bureau

· good idea, but need a extensive global service/ratings.

4. Trust marks

· helps in some way for consumer confidence, but more awareness is needed of what each different trust marks signify.  E.g. provide guidance in terms of what best practices (e.g. privacy, security, etc.) that these trust marks stand for. Some accreditation at the global level might be preferred.

· IBM participates in this indirectly via our "IBM e-mark" program for customers using our IBM hardware & software solutions.

5. Insurance and Underwriters

· insurers stand to gain a lot from this initiative. Access to new markets and new products top the list. But there is also the element of public prestige. Insurers entering this market will be identified as leaders in their industry, standard bearers for the others. And they will be seen by an appreciative business community as helping to make the Internet a safe and profitable arena in which to do business. They will be helping to make their name synonomous with secure Internet commerce. 

· at a worldwide level Insurers have been known to wanting an understanding of these new exposures and develop new insurance coverages that could protect their clients. Common products include: Computer Crime and Computer Software to cover first party losses resulting from intentional harmful acts and unintentional human errors. Insurance products need to be based on proven and recognised security standards to provide consistent, repeatable and comprehensive services.

· various kinds of policies are should be explored and developed, such as: product liability; carriers' and providers' policies; and even policies for "officers and directors," who could also be held liable for an organization's misdeeds or mistakes in cyberspace.

· IBM worldwide has participated in helping underwriters with these new policies and assisting in the claims process in the event a client suffers a covered loss via education, assessment services and product/application development.

· it may be worthwhile noting Upside Magazine June 13, 2000 "While a number of businesses have started subscribing to these special Internet policies, a recent decision by a federal court in Arizona has held that certain cyber-risks can be covered by traditional insurance policies. Companies also may take a closer look before deciding whether to spend additional premium dollars for new Internet insurance policies. However, because it takes many years to iron out coverage rules when new risks emerge, companies still would be smart to consider fully insuring their cyber-risks."

Thanks.
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