A PROPOSED FRAMEWORK ON BUILDING TRUST AND CONFIDENCE IN ELECTRONIC COMMERCE

This paper is prepared in response to the consultation paper that was put up by Infocomm Authority of Singapore (IDA) on the 26th of September 2000.

ID.Safe Pte Ltd is a Certification Authority that was setup on August 1999. It is a joint venture between CISCO (Commercial and Industrial Security Corporation) and Singapore Post. Ever since we launch our services on the 1st of February 2000, we have been trying to deploy PKI services to the market, be it the financial, trading, manufacturing, logistics or the government sector. Along the way, we have managed to gather feedback from the market on the why, what, when and how of PKI. We are pleased to enclose our comments and views on one of the initiative in Section 3 – Establishing a Secure E-commerce Environment 

Adopting a Secure Public Key Infrastructure

(i) In your view, do you think PKI is essential for secure transactions? If no, please explain your reasons and state your alternative solutions?

I definitely believed that PKI is essential for secure transactions esp, through the internet. As internet is faceless, the basic fundamental of PKI – authentication, confidentiality, integrity and non-repudiation helps to protect the sender and the receiver in an electronic transactions. 

· Authentication – ability to identify the user who is sending or receiving the message

· Confidentiality – ensures that the content of the message is not made known to unauthorised users.

· Integrity – ensures that the content of the message has not been tampered with

· Non-repudiation – ensures that a person cannot deny that he/she did not make the transaction.

Digital signature allows the signing of documents or application forms online, replacing the traditional method of paper and ink. This would help to reduce the amount of paperwork that needs to be done, resulting in a huge cost saving.

By using PKI, we are able to transact with users through the internet safely and securely, As internet offers no boundary, businesses who adopt PKI would be able to provide or expand their services or product offerings through the internet with ease of mind.

(ii) Have you considered implementing a PKI setup for your online business? If yes, what are your considerations in deciding on PKI? If no, what are the factors/obstacles?

We have spoken to various businesses about the usage of PKI for their online business, and we realized that they are hampered by doubts and uncertainty about PKI. The list of questions could be as follows:

· How does PKI benefit us? How does it improve my existing workflow?

· Who would be liable? Merchant, end-user or the Certification Authority in cases of fraud?

· How much does it cost? Do I need to insource or outsource my PKI services?

· How to deploy certificates to the customers? Smart card or diskette?

· How does the ETA recognize digital signature in Singapore? 

· How do I integrate my existing application with PKI? 

· How does a certificate issued from one CA communicate to another certificate issued from a different CA?

· How do I develop a PKI enabled application? What are the components that I need to look-out for? What standards?

· Is there a need for PKI? Customers have been using user-id and password or SSL, and they are comfortable with it. 

· Whose certificates should we use? Verisign, Baltimore, ID.Safe, Netrust????

· How do you renew the certificate of  the user with minimum inconvenience?

The concept today is that business would have to come first before security. If the level of risk is acceptable and the customers are happy using it, then they will stick to the current implementation.

That’s why until today, banks or financial institutions are still using user-id and password as a form of authentication.

(iii) In your view, what are the key impediments to PKI adoption? Can you provide the reason and nature of these impediments? How could we overcome them?

We feel that the key impediments to PKI adoption are

a. Deployment and transparent use of certificates

For the past 2-3 years in Singapore, we have been facing the issue of deploying certificates to the end-user. The common medium used is either smart card or diskette/hardisk.

The issue that arises with the use of diskette/hardisk to store digital certificates is security and portability. The user would need to carry the diskette around if I intend to use the digital certificate from different computers. So, at the end of the day, the user would end up having multiple instances of my certificates on different computer. Is it secure to store certificates on hardisk? The certificates are provided by only a password, and there always lies a possibility that a brute-force attack could be used to break the password.


The problem with smart card is that an additional component needs to be installed prior to the usage of the smart card – that is the smart card reader. The market in Singapore has been scalded by the use of this method. Helpdesk has to be setup just to support the smart card reader. Thus, the interoperability of the smart card reader is causing more headaches than the use of the digital certificates itself. What is the standard to be used then for the smart card and smart card reader? Two years back, every smart card and smart card readers vendors are using their own proprietary drivers. Thus, an application that is developed with a particular vendor smart card or readers cant work on another smart card. Another concern is also portability. Everywhere the user travels, he will need to carry a smart card reader along.


There is no absolute solution to all the issues as different businesses have different requirements according to their business needs. We need to follow closely to the standards body such as IETF working group or PKCS working group to solve all the interoperability issue. For example, cryptographic smart card should be used in PKI, as the private key never leaves the smart card. All smart card and smart card reader must support PKCS#11 and PC/SC drivers respectively. In this way, PKI applications could then be developed with these drivers in mind. We should always look out for new ways to store certificates for example in USB token (Rainbow Technologies), or using Arcot system, or maybe in mobile phones.

b. Liability and legal issues

Not much education is being done on the liability issue with regards to digital certificates. Who should be liable when there is a transaction fault? Although amendments to the ETA were made in 1998 to legally recognize digital signature, very few businesses are aware of it. Very few people understand legally how to incorporate PKI into application so that it is recognized under the Singapore law.

As internet is borderless, transactions could be done across different countries. Now, the question is that if there is a transaction flaw, which country’s digital signature act (DSA) do we need to implement. If the country that we are transacting with does not have a DSA, then is the transaction that had been digitally signed a valid transaction.

Digital Signature Act is still new in this era. Thus education has to be given to the end-user on the legal aspect of digital signature, and how it can be used as a court evidence. It should be brought to the end-user attention how the digital signature could be used to protect both the sender and the receiver.

Every country is coming up with its own DSA. What Singapore could do is to harmonize the legal issues in terms of digital signature between the countries to facilitate cross-border transactions. There has been some initiative in the market in coming up with a legal framework for using digital signature in e-commerce transactions. One of the organization that we could look at is Identrus.

One of the suggestion that we could do at the present moment is try to harmonise the various digital signature act at various countries.

c. Cost

The cost of running a PKI system could amount to about a minimum of half a million US dollars to 2-3 million US dollars. It might not be justifiable to run a system if they are only looking at about 1000 – 2000 users within the next two years. The ROI is just not worth it.

An incentive could be given to companies who wish to adopt PKI to encourage e-commerce transactions. The other value proposition is to tap on the PKI architecture of TTP eg. ID.Safe, for digital certificates. In this way, there is little investments that needs to put in to setup a PKI system. 

d. Applications

One of the major reasons why PKI did not take off is the lack of applications. But it is a chicken and egg thing, because the market is waiting for PKI enabled applications, and application developer is waiting for the demand from the market.

Legislation could be set such that certain application must use PKI when doing financial transactions for the internet. For example, for financial applications that amount to $5000 dollars and above, PKI should be used as a form of authentication as well as digital signing of documents.

(iv) What are the key potential sectors and projects for PKI adoption? Are there any impediments to these? If so, what are these impediments and how should they be addressed? What roles should the Government play in PKI adoption and promotion?

We feel that the key sectors that PKI should be widely adopted are the financial, trading, and health sector. Most of the transactions in these two sectors involve parties who are not known to each other.

In order to reach out to a wider range of customers, more and more financial applications such as bill presentment, transferring of funds are introduced through the internet. Strong authentication is required to identify the user when performing such transactions. With PKI, authentication of user and non-repudiation of transactions would be a thing from the past. A lot of administration work could then be reduced. One of the reasons why banks today are still using user-id and password for web-based authentication is because of the following :-

· The risk is still manageable for common transaction such as viewing of statements, making low-valued online purchases.

· No alternative for deployment of PKI besides using smart card and diskette.

· Hard to change the consumer mindset from user-id and password to other authentication means.

A lot of education needs to be given to the public on the security of using user-id and password. Potential security breaches such as Trojan horse attack, password capture could make online transactions unsafe. Products like Arcot could be used to ease the deployment of PKI and ensure the transparent and convenience use of PKI to the end-user.

Trading occurs every other day with people we know, and even with people whom we don’t. As internet is borderless, we are at times faced with the fear that we would be trading with a stranger. With PKI, the fears could be resolved if both parties are issued certificates by a Certification Authority. TDB could step in to provide some incentives for traders to build PKI applications, as well as educate the trading community the benefits of using PKI.

Medical records are confidential and private to an individual. At present, medical records are stored as documents in steel cabinet in hospitals or clinics. When a patient is transferred from one hospital to another, the physical documents have to be searched for and passed along. With PKI, medical records could be accessed through the internet with confidentiality, integrity and authenticity. Doctors or nurses would be able to access the patient’s medical information from their desktop with ease, and patients, too, from the comfort of their home. Medical records could be digitally signed, and doctors, nurses or even patients would not be able to deny a mistake they made, as non-repudiation of documents is assured. MOH plays a big role in this, as regulations could be put in place for PKI to be used as a mandatory form of authentication for medical transactions that would be placed in the internet. One good example is the HIPAA law that is implemented in the US for health sector.

(v) Do you think that a Trust Association for Certification Authorities (TACA) will help promote the adoption of PKI in Singapore? If yes, what else can be the charter of TACA? If no, please explain why and suggest alternative measures.

TACA could be setup to help proliferate the usage of PKI in the market. The mission for the TACA could be :

· Assist in the education of PKI to both the public and the commercial market. Organise talks or seminars and engage speakers from the industry to share their experiences with PKI. Case studies are very crucial in encouraging industry to adopt PKI.

· Assist and advise the government in some of the regulations with regards to PKI, for example how PKI could help in the financial or health sector.

· Assist in the harmonizing of the legal issues in PKI between the local CAs or with CAs in other countries in order to encourage cross-border transactions.

· Identify potential PKI applications and assist in the development of these applications.
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