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Initiative: Adopting a Secure Public Key Infrastructure

I. In your view, do you think PKI is essential for secure transactions?  If no, please explain your reasons and state your alternative solutions.

A. I personally do not think that PKI is the only solution for secure transactions. I understand that since most countries have adopted some form of a public key infrastructure mechanism, as such, our adoption of PKI would be in harmony with the position taken by most countries.  My reason for doubting PKI as essential for secure transactions is as follows:-

1. PKI secures online transaction by the encryption of online messages. In my view, encryption alone is not secure because encryption schemes are always being attacked and eventually broken time and again by hackers.  Further, public-key cryptography is vulnerable to what is commonly called the “man-in-the-middle” attack.  As such, I would suggest that steganographic technology be adopted as an additional layer of security over and above PKI to safeguard the transmission of confidential data.  Steganographic technology uses innocuous bitmaps as a false front for confidential data, in its raw or encrypted form. 

II. Have you considered implementing a PKI setup for your online business?  If yes, what are your considerations in deciding on PKI? If no, what are the factors/obstacles?

A. I have no current setup for any online business.  However, if I were to set up an online business, I would consider implementing a PKI setup, together with steganographic technology, as an added security. 

III. In your view, what are the key impediments to PKI adoption?  Can you provide the reason and nature of these impediments?  How could we overcome them?

A. In my opinion, the key impediments to PKI adoption are:-

1. Lack of standards for public-key cryptographic systems;

2. Public-key cryptographic systems are expensive and not easy to set up; 

3. Public-key cryptographic systems are not easy for the consumer to use; and

4. Public-key cryptographic systems can be slow.

IV. What are the key potential sectors and projects for PKI adoption?  Are there any impediments to these?  If so, what are these impediments and how should they be addressed?  What roles should the Government play in PKI adoption and promotion.

A. In my opinion, the key potential sector and project for PKI adoption are those involving governmental and statutory bodies and the users of the services provided by these governmental and statutory bodies. 

B. In my view, the key impediment to PKI adoption is getting sufficient numbers of these users to transact with these governmental and statutory bodies over the Internet.  I feel that if the current websites of these governmental and statutory bodies were to include content in Chinese, Malay and Tamil, there might just be more people using these websites.  Further, the setting up of  Internet access kiosks in public areas may also help.  Last but not least, the  Government should create some “pull” factor to attract these users to transact with the governmental and statutory bodies over the Internet, for example, open and available 24 hours a day, no need to queue for services, and faster and cheaper than if you were to deal with these governmental and statutory bodies in person.  

V. Do you think that a Trust Association for Certification Authorities (TACA) will help promote the adoption of PKI in Singapore?  If yes, what else can be the charter of TACA?  If no, please explain why and suggest alternative measures.

A. I do not think that a formation of a Trust Association for Certification Authorities (“TACA”) would help promote the adoption of PKI in Singapore at the moment.  I think that in the initial stage, there should only be one centralised governmental body, perhaps the Singapore Immigration & Registration, designated as the Certification Authority. This is to ensure that users of PKI only have one body to deal with for all matters relating to the issuance and revocation of digital certificates.  Subsequently, when Singaporeans are more comfortable with the use of PKI, the Government could then consider allowing private sector bodies to be certification authorities, followed by the formation of a TACA.

Initiative: Risk Assessment and Profiling

VI. Do you agree that risk assessment and profiling will help to lower e-business risk associated with the acceptance of online credit cards?  If yes, are you using/intending to use such services and how does it help you address your e-business risks?  If no, please provide reasons why and suggest alternative or other complementary solutions.

A. Whilst I agree that risk assessment and profiling would help to some extent to lower e-business risk associated with the acceptance of online credit cards, I believe that disadvantages associated with risk assessment and profiling outweigh its benefits, and as such, should not be adopted. The disadvantages of risk assessment and profiling are as follows:- 

1. Credit information may not be accurate or up-to-date; and

2. Credit information may be used for purposes other than what was originally intended when given by the owner of the information, eg. mass e-mail marketing schemes.

B. An alternative solution, I humbly submit, would the use of escrow services providers (“ESPs”) (please see description in paragraph XII below).

VII. How could the Government introduce risk assessment and profiling to the industry, especially the SMEs?

A. Please see answers to question VI above. 

VIII. The Government is currently evaluating the set up of an E-Commerce Advisory Council on Trust, with the aim to spearhead the development of trust in online businesses and to help both businesses and consumers understand and lower online risks.  Do you think such a Council is useful?  If yes, what other areas should be addressed by the Council?  If no, please explain why and suggest other alternative mechanisms/measures

A. Please see answers to question VI above.

Initiative: Introducing EC Insurance and Underwriters

IX. Are you already/intending to insure your online business?  If yes, please indicate how such EC policies are meeting your needs.  If no, please explain the reasons why.

A. Not in a position to respond as I have no online business at the moment.  

X. What roles can and should the Government play in helping e-merchants towards insuring their online businesses?

A. The Government could help e-merchants towards insuring their online business by setting certain guidelines, with the assistance of the insurance industry, as to the kinds of online risks that should be insured against and the types and scopes of permissible exclusions for the online risks insured against. 

XI. What are the suitable parties to offer such EC insurance policies?

A. All existing insurance companies dealing with general insurance would be suitable parties to offer such EC insurance policies.  

Initiative: Escrow Services

XII. What are your views on escrow services?  Do you think they can help address the issue on trust and confidence in EC?

A. I see escrow services as able to play a big part in the adoption of EC not only in Singapore but also worldwide, with escrow services providers (ESPs), acting as trusted and impartial third parties, being able to provide the following services:-

1. A stakeholder for the disbursement of money;

2. A stakeholder for the delivery/collection of physical goods ordered online; and

3. A repository for online contracts made between buyers and sellers in EC transactions.

B. With the formation of ESPs, there might not be any need to implement risk assessment and profiling, credit bureau services and trust marks to promote trust and confidence in EC transactions. From the viewpoint of a buyer of goods, if the seller does not deliver the goods to the ESP, the ESP will not disburse the buyer’s payment for the goods to the seller.  The buyer does not need to know the risk profile or creditworthiness of the seller.  From the viewpoint of a seller of goods, the seller knows that if he delivers the goods to the ESP, his payment for the goods is assured because the ESP will not release the goods to the buyer without payment.  The seller does not need to know the risk profile or creditworthiness of the buyer.

XIII. What are the parties that should provide escrow services in Singapore?

A. Private sector entities.  

XIV. Apart from escrow services, can you suggest alternative ways, by which such trust and assurances in payments can be addressed?

A. No. 

Initiative: Introducing Credit Bureau Services

XV. Are you currently using or intending to use such credit bureau services?  If no, please provide reasons why and suggest alternative solutions.

A. Not currently using credit bureau services. No need to use them in my current line of work. 

XVI. What do you think are the possible impediments or considerations in engaging the services of a commercial credit bureau? (For example, cost of service subscription, information integrity, etc.)

A. Cost of service subscription;

B. Information integrity; 

C. Up-to-date information; and

D. Right of legal recourse in the event that the information provided by the commercial credit bureau turns out to be erroneous due to the negligence of the commercial credit bureau.

XVII. What are your views about the set up of a credit bureau in Singapore?  What do you think should be the role(s) of the Government in this credit bureau?

A. I am against the setting up a credit bureau in Singapore.  The reasons against them are set out in my answer A to question VI above. 

Initiative: Alternative Dispute Resolution Mechanisms

XVIII. The Government is currently driving the alternative dispute resolution mechanisms.  Do you think the industry should play a role here?  If yes, what would be the role of the industry and suggest how this could be done?  If no, please explain the reasons.

A. Yes, I think the industry should play a role in promoting alternative dispute resolution mechanisms for e-commerce by providing experts, in addition to lawyers. 

XIX. What other alternative dispute resolution mechanisms should be put in place in Singapore.

A. I believe that the use of ESPs should prevent most of the problems arising from the non-payment and non-delivery of goods in EC transactions.  Further, I feel that the Government should look into passing a new Act of Parliament dealing specifically with the sale and supply of goods and services via the Internet as our current Sale of Goods Act was not drafted to deal with EC transactions. 

Initiative: Trust Marks

XX. What is your view on accrediting e-merchants through the use of trust marks?  Do you think this will help to instil consumer confidence in EC transactions?  If no, please explain why and suggest alternative solutions?

A. Although I think that trust marks would come in useful in identifying trustworthy e-merchants, I feel that there are some problems with their implementation, for example, revocation of trust marks in the event that a previously trustworthy e-merchant becomes untrustworthy. My alternative solution to trust marks are the escrow services providers (please see my answer A to question XII above).

XXI. What are some initiatives that the Government and the industry can develop to help instil greater consumer confidence in order to spur demand for online transactions?

A. EC transactions are essentially competing with paper-based commercial transactions.  It is, therefore, crucial that the Government and the industry develop initiatives that show users that the benefits that they get from using EC are not found in paper-based commercial transactions. For example, smartcards – cashless payment. 

Initiative: Privacy

XXII. In your view, do you think our businesses are doing enough to protect consumer privacy?  If not, is this impeding the adoption of business-to-consumer e-commerce?

A. No.  Yes.

XXIII. What are the key privacy principles that businesses should adhere to in order to safeguard consumer privacy?  Should compliance with these rules be on a voluntary or mandatory basis, and why?

A. I would respectfully adopt the privacy principles adopted by the European Community and embodied in the United Kingdom Data Protection Act 1984.   

B. I feel that compliance with these rules should be on a mandatory basis, so as to harmonise with the data protection rules adopted the European Community.  This will make it easier for us to engage in EC transactions with European Community nationals in the long run.

XXIV. In your view, what framework can be developed to foster the development of effective privacy protection whilst still allowing e-commerce to thrive?

A. A framework which will allow customers and e-merchants to decide on the level of privacy versus disclosure suitable for them for a particular EC sale and purchase transaction with the overriding right of the Government to  compel e-merchants to insist on a higher level of disclosure for certain transactions, for example:-

1. Where a customer decides to buy condoms online from an e-merchant, the customer would probably not want to disclose his/her identity to the e-merchant and the e-merchant would probably not bother about the customer’s identity, so long as he gets paid for the condoms.  In such a situation, the level of privacy would prevail over the need for disclosure, and the adoption of smartcard payments or other similar payment methods would be ideal.

2. Where a customer decides to buy a car online from an e-merchant, the e-merchant would probably want the customer to disclose his/her identity and to be assured that the customer has sufficient funds to pay for the car when the e-merchant delivers the car to the customer.  In such a situation, the need for disclosure would prevail over the need for privacy.

XXV. What roles should the government and industry play in the implementation of a privacy regime in Singapore?

A. The role(s) of the government:-

1. To promulgate legislation on the nature and the scope of privacy;

2. To provide enforcement mechanisms in the event of any breach of the privacy guidelines;

3. To promote the privacy guidelines and push for it to be embodied in international conventions or treaties;

4. To work with other governments and international organisations to harmonise the local privacy guidelines with other privacy guidelines so as to ensure that the users domiciled in Singapore can engage in EC transactions with other foreign nationals without any impediments as to privacy;

5. To educate the general public on the privacy guidelines.

B. The roles of the industry:-

1. To implement the privacy guidelines in their practices;

2. To provide constant feedback to the government on the practical considerations encountered in the implementation, operation of the privacy guidelines.

EDUCATING AND INCREASING AWARENESS OF THE BENEFITS OF E-COMMERCE

XXVI. Can you suggest how the above programs can be further expanded?

A. Please see answer A to question XXVII below.

XXVII. What are other programs that can be adopted to further raise the level of EC adoption among users and businesses?

A. To encourage and allow users to engage in EC transactions by opening up more channels of Internet access through (a) the television, (b) telephone (land line and cellular) and (c) game stations, for example, Sony Playstation, etc. 

B. To encourage and promote research and development in user-interfaces to make EC transactions easier to the extent that it is as easy as using a mobile telephone; 

C. To encourage the development of multilingual websites so as to promote multilingual EC transactions; 
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