











Date:	18 Oct 2000





Serene Ho (Ms)


Assistant Director, EC Infrastructure


Online Development


Infocomm Development Authority of Singapore


8 Temasek Boulevard, #14-00, Suntec Tower 3


Singapore 038988








Dear Serene,





FEEDBACK ON “A PROPOSED FRAMEWORK ON BUILDING TRUST AND CONFIDENCE IN ELECTRONIC COMMERCE”





1.	The feedback on the consultation paper titled “A Proposed Framework on Building Trust and Confidence in Electronic Commerce” is attached.





2.	Please contact the undersigned at telephone: (65) 212 1367 or email: kongnee.yeo@netrust.net for any clarification.





3.	Best regards.








Yours sincerely,














** By E-Mail **


Yeo Kong Nee


Deputy GM, Business Development
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FEEDBACK ON “A PROPOSED FRAMEWORK ON BUILDING TRUST AND CONFIDENCE IN ELECTRONIC COMMERCE”





1.	Establishing A Secure E-Commerce Environment





1.1	Adopting a Secure Public Key Infrastructure





(i)	Yes, PKI is essential for secure transactions.  The need for authentication and confidentiality increases as the value of electronic transaction increase.





(ii)	A PKI set-up is necessary to conduct secure online business.  





(iii)	The key impediments to PKI adoption are (a) the cost of implementation, (b) the perceived difficulties in using digital certificates and (c) the lack of widely accepted standards.  To overcome these impediments, IDA can promote the adoption of PKI through educational and awareness programmes, as well as to sponsor PKI training for IT personnel.  In addition, some form of grant could be extended to enterprises adopting PKI.  The adoption of standards is already under the purview of the ePayment Technical Committee.





(iv)	The key potential are in sectors relating to finance, b2b marketplace, and Government-to-Business and Government-to-People transactions.  The main impediments are as per (iii).  The Government can consider the following to spearhead the adoption of PKI in these industries:





Moving critical G2B and G2P applications online using PKI.  These can include filing of company tax return, CPF return, etc.


Granting service providers some form of IT grants to adopt PKI.


Providing Certification Authorities subsidies to be passed on to subscribers of digital certificates.





(v)	TACA will serve to promote the awareness of PKI, proliferate the adoption of such infrastructure amongst members and also for the members to raise market concerns/moot new ideas about PKI applications.  It serves as an excellent forum to engage the service providers and the user communities.





1.2	Risk Assessment and Profiling





(i)	Yes, risk assessment and profiling will help to lower e-business risk.  However, the cost of risk assessment and profiling has to be taken into account that may increase the cost of each transaction.  





(ii)	The Government can introduce risk assessment and profiling through the use of ready database (such as Duns & Bradstreet) or create a new database based on company returns.  This information must be made available online so that checks can be made prior to the acceptance of transactions.





(iii)	The Council will be useful.  The Council can, in addition to the roles already defined, (a) set minimum standards required for secure online transactions, (b) endorse security solution providers, and (c) showcase success stories.





2.	Building Confidence in E-Business





2.1	Introducing EC Insurance and Underwriters





(i)	Insurance is essential as companies face a lot of risk doing business online.  High insurance premiums pose as a hindrance especially for smaller companies.  The introduction of more insurers and underwriters offering such products will help to make pricing competitive.





(ii)	The Government should leave the risk management to the e-merchants while promoting and legalising online transactions through the use of PKI.





(iii)	Any entity can offer EC insurance as long as they abide by the relevant government guidelines of offering insurance in Singapore. 





2.2	Escrow Services





(i)	Escrow services will help to increase the trust level for online transactions.  However, the escrow service provider must be a trusted party whereby both sellers and buyers can identify.  Besides escrow services, the parties involved must be authenticated and non-repudiation must be provided in the transactions.  Escrow services are more relevant to B2C and lower value B2B transactions.  However, the cost of providing such escrow services may increase transaction charges.





(ii)	Escrow service providers must be a trusted third party.  Certification Authorities and banks are suitable candidates to provide such services.





(iii)	Providing for non-repudiation through digital signatures in online transactions can reduce the fraud level. 





2.3	Introducing Credit Bureau Services





(i)	The use of credit bureau services will allow checks to be conducted on companies quickly.  Such information increases the comfort level when dealing with an unknown entity.  However, such services are not readily available across borders.





(ii)	The key considerations are the accuracy of information and the credibility of such a credit bureau.





(iii)	The main concern about fraud is with cross-border transactions, since in-country fraud level is low and the banks have stringent requirements for the issuance of credit cards.  As such, the set-up of such a facility must provide credit information about entities (businesses and individuals) in other countries as well. The provision of credit information on individuals may introduce privacy concerns.





2.4	Alternative Dispute Resolution Mechanisms





(i)	The industry can provide feedback on these mechanisms to keep them updated.





(ii)	The dispute mechanisms are in place.  A clear set of legal guidelines on e-transactions should reduce the incidence of e-disputes.





3.	Building User Confidence in EC Transactions





3.1	Trust Marks





(i)	The incidence of fraudulent transactions in Singapore seems to be low.  As such, consumers are not quite particular about the need for trust marks.  However, the use of trust marks to accredit e-merchants will enhance the trustworthiness and creditability of the e-merchants.  The trust marks should be akin to an ISO certification whereby e-merchants undergo rigorous certifications.  The Government would need to promote these trust marks to the general public to create understanding and awareness.  CaseTrust is a case in point whereby more publicity is required to promote its use.





(ii)	The main thrust is to promote awareness of the trust and security existing in online transactions, e.g. using PKI.  If the users are educated appropriately, confidence would be instilled.





3.2	Privacy





(i)	There exist no regulations on privacy for e-merchants.  As such, consumer information is often passed on to other users.  However, this is not an impediment to the adoption of B2C e-commerce.





(ii)	Non-disclosure of consumer information should be the key principle adopted by businesses, and compliance should be mandatory.  However, consumer information can be disclosed with prior agreement with the consumers.





(iii)	A minimum standard but adhering to international best practice should be used to develop the framework.





(iv)	The Government could develop the privacy framework in consultation with the industry.  The consumers should also be educated about privacy and the consumers’ rights.  Businesses adhering to this framework will be accredited with a privacy mark.





4.	Educating and Increasing Awareness of the Benefits of E-Commerce





4.1	(i)	The Government has been promoting these programmes sufficiently.  The public should be allowed time to adopt the e-way of life.





(ii)	Singapore should keep in pace with international EC adoption.
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