Response By Singapore Exhibition Services to the Consultation Paper on A Proposed Framework on Building Trust and Confidence in Electronic Commerce

Adopting a Secure Public Key Infrastructure

(i) We feel that while a technology such as PKI is important to secure trust in the expanded use of e-commerce, the present model will not need our needs. We are open to using existing systems, such as SSL, on a limited basis, and will consider increased implementation should these technologies demonstrate increased security features in the future.

(ii) We are at this moment not considering implementing a PKI setup for our business. Key factors include: a) Cost of implementation and higher bank charges; b) infrequent payment by our customers (on an average, our customers will only require to use the payment gateway once a year); c) lack of potential support on a global scale (65% of our customers are non-Singapore companies).

(iii) The key impediments include: a) Lack of consensus and support by financial institutions; b) Difficulty in convincing our global customers to adopt the system; c) Comparative difficulty in using the system vs. payment through traditional means (such as telegraphic transfer), especially with the infrequency of  use.

(iv) Potential sectors are industries with a defined and stable customer base which makes frequent orders. Impediments would then be lack of education, cost of adoption, and lack of consensus and adoption by financial institutions. The Government would have to assist in addressing these three key issues. 

(v) TACA may help to some extent in promoting PKI. However, it will not be enough in and of itself to ensure PKI adoption. The effectiveness of TACA itself will depend on its effective global recognition, which would be insufficient based on the countries listed in the consultation paper.

Risk Assessment and Profiling

(i) Risk is an issue that will differ greatly in a B2B context vs. a B2C context. Risk profiling would be more important in a B2C scenario. As our company deals primarily in a B2B context, we do not intend at this time to use such assessment services. 

(ii) The introduction of risk assessment would have to be set almost as a default (ie. as part of the PKI programme) for best acceptance by SMEs. 

(iii) The Advisory Council on Trust would potentially be a useful tool to spearhead key ideas for implementation. Other areas would also be addressing cooperation between financial bodies, and the cost and education elements of implementation.

EC Insurance and Underwriters

(i) Our company has no intention to insure our online business. This is primarily because of the nature of the exhibition business, which has a much lower fraud risk.

(ii) A key role would be to help in defining and setting acceptable standards of insurance premiums for e-businesses to prevent excessive charges.

(iii) No comment.

Escrow Services

(i) An escrow service may add an additional layer, making the entire process of e-commerce more cumbersome, thus voiding much of the benefits of e-commerce. It would also add an additional layer of cost to either the seller and/or the buyer, thus also detracting from the benefits of e-commerce. 

(ii) No comment

(iii) An alternative way might be to certify reliable e-business companies, who are committed to follow certain standards and guidelines. This could be accomplished through the Initiative on introducing Trust Marks.

Credit Bureau Services

(i) Based on the nature of the exhibition business, which is essentially provision of a service and where there is lower preponderance for fraud, we will not the consider using a credit bureau’s services. 

(ii) No comment

(iii) No comment

Alternative Dispute Resolution Mechanisms

(i) The government should continue to drive the alternative dispute resolutions mechanism. 

(ii) No comment

Trust Marks
(i) In a B2C context, the use of trust marks would help improve consumer confidence in EC transactions.

(ii) Consumers must have a clear idea of their path of recourse from the Government should they encounter any difficulties with the transaction, as well as be educated as to what the trust marks themselves are and cover.

Privacy

(i) The protection of consumer privacy can still be improved considerably by businesses, and the concern is impeding B2C commerce.

(ii) A disclosure clause should be clearly indicated and opted in by the consumer. 

(iii) Same as (ii)

(iv) There should be a standard opt-in disclosure clause for all transactions required by the government. The clause should prevent the seller to disclose the consumer’s information unless given specific agreement by the buyer.

Educating and Increasing Awareness

(i) No other comment on expansion of programmes.

(ii) EC adoption is not only due to the awareness and education factor, but also on the ease and cost of implementation, which is presently difficult, especially for SMEs. Companies are experiencing resistance from banks, and incurring much higher costs than savings in adopting e-commerce at the moment.  These issues will have to be resolved as well to ensure widespread adoption of e-commerce. 

---End of Response---

