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3. ESTABLISHING A SECURE E-COMMERCE ENVIRONMENT

Adopting a secure Public Key Infrastructure

i. Do you think PKI is essential for secure transactions?
I believe that depending on the type of transactions being conducted, different technologies should be applied.  With every technology, complexity of implementation related to system integration, maintenance, adminstration, education of users etc. varies.  PKI can be very secure, but only if adminstered with complete discipline and this is not a trivial task.  In the end, if an alternative system does not offer all the technical features of PKI but is adminstratively more elegant, the final outcome may actually end up working better than a badly adminstered PKI system i.e. “A chain is only as strong as its weakest line”
Systems@Work is presently pursuing a separate technology solution which integrates some of the features of PKI but is adminstratively more elegant.
ii. Have you considered implementing a PKI setup for your online business?
No, because I believe that in today’s iteration of PKI, implementation and market roll-out issues would make the final system impractical for mass consumer acceptance.

iii. What are the key impediments to PKI adoption?
* Storage and access to the user’s private key – requires introduction of new infrastructure and behaviour by the consumer
* Issuance, maintenance and retirement of keys by the CA is too cumbersome if these activities are to reflect the same level of security as PKI itself

iv. What are the key potential areas for PKI adoption?
Based on today’s iteration of PKI, it will be restricted to B2B type applications or corporate applications where the system adminstrator/implementor is able to dictate that such business users are mandated, without choice, to follow the rules of the system.
These implementations also typically have higher value transactions or have a higher security requirement in order to justify the high cost of implementation.

v. Do you think a TACA will help promote PKI in Singapore?
Only if such an organization can tackle some of the issues described above.  In any case, it is our opinion that PKI will function best if it is not apparent to users that they are participating in a PKI system i.e. it is made transparent at the user level.

Risk Assessment and Profiling

i. Do you agree that risk assessment and profiling will help lower e-business risk?
Yes.  E-business as in conventional business is associated with the ability of the operator or business in evaluating various business risks.  More specifically, every business needs to evaluate the risk associated with the ability of its business partners in fulfilling their commitments i.e. merchants and customers’ ability in fulfilling their respective obligations under the transaction contract.
Presently, in the absence of such a commercial or government service facility, such evaluation will have to be conducted ourselves, perhaps with some information sharing with our business partners.

ii. How could the government introduce risk assessment and profiling to the industry?
The availability of such bureaus or organizations in other countries is not new.  Singapore, as with the region, would benefit from the setup of such organizations which tend to promote better information and transparency in general.  I believe however, that such an organization needs to be commercially driven and not seen as a government-linked-agency.  The government can promote or induce such a setup but should do it in such a way that the setup ends up being industry driven.

iii. Setup of E-commerce advisory on Trust
In principal yes, this would be a useful initiative.  Its effectiveness however, will depend on its charter and specific areas or objectives that are to be achieved by such a council.

4. BUILDING CONFIDENCE IN E-BUSINESS

Introducing EC Insurance and Under-writing

i. Are you intending to insure your online business?
Yes.  Admittedly however, the challenge will be in locating an underwriter who is able to profile the risk associated with our business and consequently provide us with a policty to cover this risk given that the nature of the e-commerce industry is new and continually evolving.

ii. What roles can the government play?
Thus far, the government has been quite successful in stimulating specific sectors of the industry and encouraging commercial participation through a series of publicity, incentives etc.  An example of this is the success of the government’s initiative in attracting venture capital to Singapore.
In a similar manner, I believe that the government can be the catalyst in encouraging more new economy underwriters in coming to Singapore or in developing such specific skills within the local underwriting community.

iii. What are the suitable parties to offer such EC insurance policies?
The same parties that offer insurance policies in the physical world i.e. the insurance companies.

Escrow Services

i. What are your views on escrow services?
Drawing back again to the analogy to the physical world, escrow services have a role to play in specific industries and circumstances but will not be a panacea to fix everything for everyone.  Within e-commerce, requirements and needs vary by industry and according to circumstance (e.g. if a transaction is international or domestic etc.).  Escrow services will successfully address some of these needs and so will alternative solutions.

ii. What are the parties that should provide escrow services in Singapore?
In order for an escrow service to be successful, the mediating 3rd party must already be ‘trusted’ by both transacting parties.  Typically, banks have played this role and they will continue to be the incumbent to play the role in e-commerce.  However, as with most business models on the Internet, the incumbent is not necessarily the only choice – all that is needed is another innovative concept and the market will be thrown open.

iii. Alternative ways to escrow services?
Escrow services actually perform 2 functions, only 1 of which is payment fulfillment by the buyer.  The 2nd function is related to fulfillment delivery by the seller.
Not all e-commerce transactions will require both functions above.  Typically, if the seller or merchant is well known and generally trusted by consumers, fulfillment delivery is expected and not in question.  In such a situation, only payment fulfillment assurance is required by the seller of the buyer.  In such an instance, all that is needed is a secure payment system.

Introducing Credit Bureau Services

i. Are you currently intending to use credit bureau services?
We would like to if we can find one for domestic Singapore and Asia regional consumers and businesses.  However, it is my belief that such services are rare, if at all available.

ii. What do you think are the possible impediments to in engaging the services of such a bureau?
The present scarcity or unavailability of such a service for domestic and regional context.

iii. What are your views on the setup of such a bureau in Singapore?
I believe that this is a useful initiative that would then hand the police-ing of the industry back to the industry.  Again, the role of the government should be as a catalyst to the setup of such a bureau and not in running the bureau itself.

Alternative Dispute Resolution Mechanisms

i. Do you think the industry should play a role in the government’s drive towards an alternative dispute resolution mechanism?
Industry can provide feedback to the government on the nature of disputes that typically require 3rd party intervention and the expectations in terms of what it would take to resolve such a dispute.

ii. What other alternative dispute resolution mechanisms should be put in place?
This is an ever-evolving question but perhaps if we focus on what such mechanisms should do, we can derive some ideas, in particular:
* provide expedient resolution
* provide a resolution channel for which the cost of dispute resolution is in line with the value associated with the dispute
* utilize technology where possible to provide processing efficiencies

5. BUILDING USER CONFIDENCE IN EC TRANSACTIONS

TrustMarks

i. What is your view on accrediting e-merchants through the user of trust marks?
Again, different things appeal to different people and the same principal applies here.  Some consumers will find such markings useful and beneficial in providing them with the trading confidence, while some will totally ignore such marks.
The bottom line is that if such a system is able to provide a benefit to a signficant number of consumers, it will help in bringing this group of consumers on board to participate in e-commerce and as such should be implemented.

ii. What initiatives can the government and industry do to instill greater consumer confidence?
In general better awareness and better education of exactly what goes on in an on-line transaction.  For example, industries should be encouraged to provide more information on their products, systems etc.  A cautionary note here is for the government or some industry watchdog that protects the public against inaccurate or misleading advertisements which will hamper consumer confidence.

Privacy

i. Do you think our businesses are doing enough to protect consumer privacy?
Thus far, I do not believe that this is has been too serious an issue, perhaps due to the low volume of B2C e-commerce today.  However, as the volume increases, the significance of this question will come up again and in order for consumer confidence to remain.

ii. What are the key privacy principles?
Consumers must be assured that information provided by them to a site is used only for the specific purpose for which he/she had intended.  Anything else should be explicitly cleared with the consumer before this information is shared with a 3rd party.
Compliance to such rules should be voluntary unless and until such time that voluntary policing is seen to be ineffective.

iii. What framework can be developed?
Again, better education of what “Good practice for e-commerce sites” should be.  This should cover both privacy practices and other practices that e-commerce sites should be aware of.  If such a framework or good-practice list is published an made available to the industry, I believe most sites would, on their own accord, want to ensure the quality of their sites by following these recommendations.

iv. What role should the government and industry play in the implementation of such a privacy regime?
In the best case, the industry watch-dogs itself through peer pressure or professional associations.  However, in the absence of the effectiveness of such organizations and only if the existing situation deteriorates, the government may need to step in.

6. EDUCATING AND INCREASING AWARENESS OF THE BENEFITS OF E-COMMERCE

i. Can you suggest how the program can be expanded?
Apart from highlighting e-commerce in general, highlight successful implementations of e-commerce by companies that actually derive significant transactions and volume through e-commerce.  I believe there continue to exists some skepticism that while many businesses are trading on-line, none are making money.  All the negative publicity in recent months need to be balanced with real, positive examples.
On the consumer side, perhaps consumers need to understand better why they should participate in e-commerce vs. just factual ‘what is happening’ type publicity.  Consumers should be probed into thinking about ‘what can be’ to stimulate their participation.

ii. What are other programs that can be further adopted?
Possibly by introducing consumers or the public to e-commerce engagement through participation in government related activities e.g. renewing road-tax on-line or paying government bills on-line etc.  Once a person has tried such services they will probably be more willing to try it out elsewhere.
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