TRANSPARITY’S FEEDBACK ON IDA’S CONSULTATION PAPER
“A Proposed Framework on Building Trust and Confidence in Electronic Commerce”

Secure EC Environment

We strongly agree that PKI is the key technology for securing transaction on the Internet. Specifically, the SSL technology – a PKI based solution, has been the foundation to securing the majority of Internet transactions today. Without the security protection of SSL and server digital certificate, e-commerce activities would have been greatly curtailed. Therefore, a wide spread implementation and usage of PKI will further improve the trust and confidence in e-commerce, and more importantly, facilitates e-commerce growth.

As exemplified by the SSL example, adoption of PKI solution is not a problem as long as it does not inconvenient or introduce obvious cost to the Internet users. Due to these two impediments, we are now faced with a situation in which digital certificates are commonly deployed on e-commerce servers while participants of the e-commerce activities have to transact without the protection of personal digital certificates. Not having confident that only legitimate users can access their services has caused many businesses and enterprises to delay going on-line.

There are two steps in which the Singapore government can take to effectively promote PKI usage. One is the free issuance of digital certificates to all residents – very much like every resident gets a physical Identity Card (IC). This will address the most significant cost component (personal digital certificates) for wide spread PKI adoption. The other step is to help create “killer applications” in which most on-line users are compelled to use digital certificate in order to perform important on-line transactions. Specifically, the government could spearhead significant on-line services that require digital certificates to provide digital signature and encryption capabilities. 

Secure Payment

Another major delaying factor to EC offerings is the issue of secure payment. The consultation paper has outlined various initiatives to reduce the risk of payment fraud. We agree that risk assessment, insurance, escrow service, and credit rating are all useful to improve trust and confidence, and could encourage many more merchants to go on-line. However, most of these services for on-line businesses are still relatively immature and all of them introduce additional costs. Balancing the benefit over the cost will ultimately determine whether these services can deliver.

User Confidence

From the consumers end, we see a great parallel between e-businesses and the businesses in the physical world. Other than the security of the technology, consumers generally follow the same principles that they use in the real world to trust and feel more confident about an e-merchant. Specifically, an on-line user is more inclined to transact with an e-merchant with well know brand, recommended by friends or others, or simply because they are offering unique products and services that are of values to that specific user.

Therefore, we believe that trust mark, while important in creating a more trusted environment for e-commerce, its impact in increasing B2C e-commerce activities may be limited – especially if this cannot be adopted uniformly throughout the world.

Education and Awareness

We see educating and increasing awareness of the benefits of e-commerce a key factor in facilitating EC growth. Again, by moving important government services on-line (e-government) and educating on-line users about them will definitely help.

Conclusion

The premise for the need for Trust and Confidence in EC as indicated in the consultation paper is to facilitate EC growth. The resources that are being allocated to various initiatives should ultimately be measured by their respective impact on increasing EC activities and how they could position Singapore ahead in the global EC competitiveness. We strongly support the various initiatives put forward by the authority and believe that a more aggressive push on the PKI adoption will help Singapore to exploit the vast opportunities that EC offers.

