
 

ANNEX 

 
Key Cybersecurity Requirements by IMDA 

 
 

 Randomised and unique login credentials for each RG device 

 Minimum password strength 

 Disabling of system services and interfaces that are assessed to be vulnerable 

 Automatic download of firmware updates for security patches by default 

 Access to RG’s management interface to be securely authenticated   

 Data inputs to the RG device shall be validated to protect against remote hacking  

 
 
 
 
 
 
 
 
 
 
 
 


