 
Note: Introduction
This document is a template set of clauses to establish a system of rules and restrictions for an example of a data-sharing network where parties can share and access data. 

The template clauses in this document should be adapted to suit the parties’ particular circumstances and be supplemented with additional terms, to give effect to parties’ commercial intent and needs.

This terms in this document should by no means be construed as terms espoused by the Info-Communications Media Development Authority (“IMDA”) in respect of any data-sharing arrangement.


________________________________________________________________


DATA SHARING AGREEMENT

________________________________________________________________




[bookmark: bookmark=id.30j0zll]





THIS DATA SHARING AGREEMENT is made on [day-month-year] (the "Agreement").

1. _______________________________, a [company incorporated] in Singapore bearing UEN number ___________________ and having its [registered office] at ________________________________;
1. _______________________________, a [company incorporated] in Singapore bearing UEN number ___________________ and having its [registered office] at ________________________________;]
1. [_______________________________, a [company incorporated] in Singapore bearing UEN number ___________________ and having its [registered office] at ________________________________;]
1. [_______________________________, a [company incorporated] in Singapore bearing UEN number ___________________ and having its [registered office] at ________________________________; and]
(4) […]
(each a “Party”, two or more of which “the Parties”, and all of which “all Parties”)
BACKGROUND:
Note: 
Background information about all Parties, the context and purpose of the Agreement and an introduction to the Agreement itself (e.g., proposed roles of all Parties) can be set out here. This serves as an interpretive guide to the remainder of the agreement and is a good place to set out any unusual features of the arrangement. 

This Agreement does not cater for the sharing of Personal Data. If the Parties intend to share Personal Data, this Agreement will have to be adapted accordingly.  As a reference, you may wish to refer to the latest versions of Guide to Data Sharing and Sample Clause for Data Transfers to APEC CBPR and PRP Certified Organisations published by the Personal Data Protection Commission of Singapore. For cross-border transfer of personal data in ASEAN, you may wish to refer to the latest version of the ASEAN Model Contractual Clauses for Cross Border Data Flows.
[bookmark: _heading=h.3dy6vkm]PARTICIPATION KEY TERMS

	Commencement Date and Term
	Commencing on XXX ("Commencement Date") and ending on XXX (the "Term").

	Fees 

	       [Parties to insert details of fees/charges herein]



	Use-Case(s)
	The Participant will join the following Use-Case(s) upon the Commencement Date (select one or more):

☐ 	(Use-Case 1) ___________________________________ 

☐ 	(Use-Case 2) ___________________________________

[The Parties may join more Use Cases where intended.]


	Appendix and Schedules

	
Appendix 1: Data Sharing Terms (“Appendix 1”)

Schedules under Appendix 1:

· Schedule 1 – Data Sharing Model (“Schedule 1”)
· Schedule 2 – Minimum Technical Requirements (“Schedule 2”)
· Schedule 3 – Security and Service Level Agreement (“Schedule 3”) (if applicable)
· Schedule 4 – Use-Case Terms (“Schedule 4”) (if applicable)

Appendix 2: Adherence Agreement (“Appendix 2”)
Appendix 3: Data Governance Committee (“Appendix 3”) (if applicable)





This Agreement has been entered into on the date stated at the beginning of it.

DEFINITION AND INTERPRETATION

1.1. In this Agreement, except where otherwise specified in the appendixes or schedules thereunder, the following words and expressions have the following meanings:

“Adherence Agreement” means an agreement substantially in the form set out in Appendix 2, which shall evidence a prospective party’s intention to become a Party and be bound by this Agreement.

"Agreement" means this Data Sharing Agreement, entered into between and amongst the Parties with an existing and valid Agreement as may be entered into inter se from time to time, which includes:

(i) this Participation Key Terms;
(ii) Appendix 1, including all the schedules under Appendix 1;
(iii) Appendix 2;
(iv) Appendix 3; and
(v) any other appendices, schedules, documents, policies, terms and conditions which are expressly referenced in and incorporated by this Agreement.

"Business Day" means a day, other than a Saturday, Sunday or public holiday in Singapore, when banks in Singapore are open for business.

"Confidential Information" means:

1. any Shared Data;
1. any information relating to the business, operations, financials, affairs, customers, clients or suppliers of a Party;
1. any information which is designated by the disclosing party as confidential, or should reasonably be understood to be confidential given the nature of the information and circumstances surrounding its disclosure; or
1. such other information as may be specified as “Confidential Information” in any applicable Schedule 4.

Confidential Information shall not include any information which:

1. is in the public domain other than as a result of disclosure in breach of this Agreement;
1. is independently developed by the receiving party without reference to the disclosing party's Confidential Information;
1. prior to its disclosure by the disclosing party, was lawfully available to or in the possession of the receiving party without any breach of any confidentiality restrictions;
1. information which the disclosing party agrees in writing is free from confidentiality restrictions; or
1. information that is specified as not being confidential under the applicable Schedule 4.

"Data-Role" means the role of Data Contributor or Data Consumer as set out in Schedule 1.

“Data Governance Committee” means [the committee appointed by the Parties on the terms set out in Appendix 3].

"Data Sharing" means the contribution, receipt, processing and/or use of Shared Data by Parties pursuant to this Agreement.

"Derivative Data Material" means any material which is created, assembled, compiled or derived from, using, or based on Shared Data (in each case, whether wholly or in part), including but not limited to analyses, reports, derived data or datasets, statistical and machine-learning models.

"External Rights" means additional rights of all Parties beyond their existing rights under any contract external from the Agreement, or under general law.

"Fees" means any fees payable amongst Parties, as set out in the Participation Key Terms.

"Intellectual Property Rights" means all intellectual property rights, whether registered or not, including pending applications for registration of such rights and the right to apply for registration or extension of such rights including patents, petty patents, utility models, design patents, designs, copyright (including moral rights and neighbouring rights), database rights, rights in integrated circuits and other sui generis rights, trade marks, trading names, company names, service marks, logos, the get-up of products and packaging, geographical indications and appellations and other signs used in trade, internet domain names, social media user names, rights in know-how and any rights of the same or similar effect or nature as any of the foregoing anywhere in the world.

"Lead” means [names of party / parties], subject to any change pursuant to Clause 6 (New Parties), Clause 7 (Termination) and Clause 12 (Successors and Assignment). [To avoid doubt, in the event that the Lead comprise any Party which is also a Participant, any references in this Agreement to the Lead refers to such Party in its capacity as Lead];

Note:
The Parties are to agree on the party (or parties) to be the Lead and indicate the name(s) of the Lead in [•].

Should the Lead comprise more than one party, the parties that form the Lead should separately consider the rights and obligations amongst themselves, which could be the subject of a separate agreement.
"Minimum Technical Requirements" means the minimum technical standards which must be possessed by persons who wish to be a Party as set out in Schedule 2.

“Network" means any network offered by the Lead to a Participant, which may include at the Lead’s sole discretion a cloud-based platform provided or managed by the Lead, [or any other channel through which the Parties otherwise agree in writing to transmit and receive Shared Data, for the purposes of Data Sharing under the Agreement].

Note: 
Such other channels referred to in the “Network” includes exchange of emails, or electronic device such as a thumbdrive.

"Participant" means a Party to this Agreement which has or intends to have any Data-Role.

“Personal Data” means data, whether true or not, about an individual who can be identified from that data or from that data and other information to which a Party has or is likely to have access.

"Shared Data" means any data or information which is submitted by or otherwise made available to a Participant, to be subsequently received, used, disclosed, and/or processed by one or more Participants (as the case may be) solely for the Use-Cases in accordance with the Agreement.

"Use-Case" means the specific purpose or scenario for which the Participant participate in Data Sharing. 

"Use-Case Terms" means additional terms which are applicable between the Parties based on a Participant's Use-Case(s), as set out in Schedule 4.

1.2. A reference to "Clause" in these Participation Key Terms refers to a clause under these Participation Key Terms, unless otherwise expressly provided.

1.3. Clause and paragraph headings shall not affect the interpretation of these Participation Key Terms.

1.4. Unless the context otherwise requires, words in the singular shall include the plural and in the plural shall include the singular.

1.5. A reference to writing or written includes letters, fax and e-mail.

1.6. Any words following the terms including, include, in particular, for example, or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms.

1.7. Unless the context otherwise requires, a reference to one gender shall include a reference to the other genders.

1.8. If there is any conflict or ambiguity between the various constituents of the Agreement, the following descending order of precedence applies: 

(a) Participation Key Terms.

(b) Appendix 2.

(c) Appendix 1.

(d) Appendix 3 (if applicable).

COMMENCEMENT

This Agreement commences on the Commencement Date and shall remain in effect until terminated in accordance with Clause 6.

APPENDIX 1: DATA SHARING TERMS

1.9. All Parties agree unconditionally for the terms in Appendix 1 to take effect from the Commencement Date.

1.10. All Parties agree that Appendix 1 may be amended from time to time in accordance with Clause 9.

1.11. [bookmark: _Ref91806152]This Agreement shall be effective for the Term, and save for the surviving clauses set out at Clause 7.3, shall expire upon the earlier of: (a) the end of the Term; or (b) the termination of the Agreement under Clause 6. 


FEES
Note: 
All Parties are to carefully consider and insert details of payment of fees herein. Such details include:

• When such fees are due;
• To whom such fees are due;
• What happens when there is a dispute on fees;
• How are such fees are invoiced;
• Whether any interest is payable should fees remain outstanding after the due date; and
• Whether fees include applicable taxes.

The details set out above are non-exhaustive and serve as an illustration only. Parties are advised to seek legal advice where necessary.

[bookmark: _Ref91807638]SUSPENSION AND COMPLIANCE

1.12. The Lead may suspend the Participant’s rights or any part thereof under this Agreement in accordance with provisions in Appendix 1.

1.13. Each Party shall be entitled to enforce the terms of this Agreement against any other Party.

[bookmark: _Ref91805563]NEW PARTIES

1.14. [bookmark: _Ref93716040]After the date of this Agreement, any entity that is not a Party shall be entitled to enter into this Agreement by duly executing an Adherence Agreement upon agreement with the Lead. Immediately upon full execution of said Adherence Agreement by the said entity, the Parties and the new party agree to mutually benefit from, and be bound by, the terms of this agreement.

1.15. The Parties hereby designate the Lead as their agent solely for the purposes of adding parties to this Agreement under Clause 6.1 and for receiving specific notices referred to in this Agreement. The Lead shall from time to time inform all Parties of entries of Parties and reasonable information pertaining to such changes. This information shall include details on the Data-Roles of the Parties concerned.

1.16. Each Party acknowledges and agrees that other persons may become a party of the Agreement from time to time without requiring any consent or other approval from existing Parties. 

1.17. The Minimum Technical Requirements which may be required of persons who wish to be a Party are set out in Schedule 2. By joining and remaining as a Party, each Party represents and warrants on a continuing basis that it meets such Minimum Technical Requirements, and agrees that any failure to meet such Minimum Technical Requirements will entitle the Lead to take, or require the Party to take, such remedial action within such specified timeframes (each as may be subsequently determined by the Lead).

TERMINATION

1.18. The Parties hereby designate the Lead as their agent solely for the purposes of representing them in this Agreement under Clause 7. The Lead shall from time to time inform all Parties of exits of any Party and reasonable information pertaining to such changes. 

1.19. Each Party acknowledges and agrees that any other Party may cease to become a party of the Agreement from time to time without requiring its consent or other approval provided that Clause 7.3 is complied with. 

1.20. This Agreement may be terminated between a Party (“Terminating Party”) and the rest of all Parties in the event of any of the following:

(a) expiry of the Agreement as set out in Clause 3.3;

(b) by mutual agreement between the Terminating Party and the Lead;

(c) by the Terminating Party giving not less than [•] days' written notice;

(d) where the Terminating Party has given a notice of assignment pursuant to Clause 12.2(b), by the Lead giving not less than [•] days' written notice prior to the expiry of the notice period of such assignment;
 
(e) where the Lead has given a notice of amendment pursuant to Clause 9, by the Party giving not less than [•] days’ written notice prior to the expiry of the notice period of such amendment;

(f) by the Lead, immediately without any period of notice if the Party is suspended pursuant to Clause 5 for a continuous period of more than three (3) months; or

(g) by any Party, immediately without notice, if: 

(i) any other Party commits a material breach of any term of this Agreement, applicable technical or other specifications required by the Lead, where such breach is irremediable or (if such breach is remediable) fails to remedy that breach within a period of fourteen (14) days after being notified in writing to do so, or repeatedly breaches any term of this Agreement in such a manner as to reasonably justify the opinion that its conduct is inconsistent with it having the intention or ability to give effect to the aforementioned terms;

(ii) any other Party suspends or ceases, or threatens to suspend or cease, carrying on all or a substantial part of its business that directly involves the use of the Shared Data;

(iii) this Agreement or the transactions contemplated hereunder is found to be in violation of applicable laws which cannot be reasonably remedied in a timely manner without incurring liability to the Party.

1.21. [bookmark: _Ref91808701]Consequences of termination: In the event of termination of this Agreement of a Terminating Party:

(a) the Terminating Party will cease to have access to and use of the Shared Data.

(b) the Terminating Party and the rest of all Parties will cease to have any rights and obligations inter se under this Agreement, provided that: 

(i) such cessation shall not affect any rights, remedies, obligations, or liabilities of between the rest of all Parties and the Terminating Party which existed at or before the date of cessation (subject to paragraph (c)); and 

(ii) the surviving clauses listed under Clause 7.3 shall continue to apply;
 
(c) save as otherwise provided under the applicable Use-Case, Schedule 4, or External Rights, the Terminating Party shall destroy or return any other Party's Confidential Information, Shared Data, and Derivative Data Materials which is in its possession, control or custody (and shall upon the Lead's request provide a written certification from its officer or director confirming its compliance with this paragraph (c));
 
(d) save as otherwise provided under the applicable Use-Case, Schedule 4, or External Rights, the Lead shall destroy or return the Terminating Party's Confidential Information, Shared Data, and Derivative Data Materials which is in its possession, control or custody (and shall upon the Terminating Party's request provide a written certification from its officer or director confirming its compliance with this paragraph (d));

(e) the Terminating Party agrees that, at the Lead’s request, the Parties shall discuss and negotiate in good faith as to the grant of any licence or sub-licence of the Terminating Party’s Intellectual Property Rights or other rights to the Lead on commercial terms to be mutually agreed.

1.22. [bookmark: _Ref91805151]Surviving clauses: In the event of termination of this Agreement, the following clauses shall continue to apply:

(a) Clause 7.2 (Consequences of Termination) in these Participation Key Terms; and
 
(b) Clause 7 (Confidentiality) in Appendix 1. 

ANNOUNCEMENTS

1.23. Subject to Clause 8.2, the Parties agree that no Party shall make or publish any announcement, statement or other public disclosure relating to this Agreement unless required by applicable law. 
 	
1.24. [bookmark: _Ref91808727]The Lead may disclose a Party’s participation in a public manner and/or to other Party, including but not limited to naming the Party (or including the Participant’s logo or other mark associated with the Participant’s identity) on the Lead's website, or any press release or publication, provided that:

(a) any such disclosure by the Lead shall comply with clauses 6 (Confidentiality) and 7 (Data and Intellectual Property Rights) of Appendix 1; and
 
(b) where the Party is a regulated entity (including but not limited to a bank regulated under the Banking Act, Chapter 19 of Singapore), the Lead shall obtain the prior written consent of the Participant prior to such disclosure.

[bookmark: _Ref91805040]AMENDMENT AND VARIATION

This Agreement, and any part thereof, may be amended by the Lead from time to time, provided that the Lead gives the Party not less than [•] days’ written notice of the details of such proposed amendment. By continuing to access or use the Shared Data, the Party shall be deemed to have agreed to be legally bound by the terms of such amended Agreement.

RELEASE

Any obligation or liability of a Party under this Agreement, or any part thereof, may in whole or in part be released, compounded or compromised, or time or indulgence given, by the other Party to which such obligation or liability is owed in its absolute discretion without in any way prejudicing or affecting its other rights against the first-mentioned Party.

WAIVER

No failure to exercise, nor any delay in exercising, on the part of any Party, any right or remedy under this Agreement, or any part thereof, shall operate as a waiver thereof, nor shall any single or partial exercise of any right or remedy prevent any further or other exercise thereof or the exercise of any other right or remedy.

SUCCESSORS AND ASSIGNMENT

1.25. This Agreement shall be binding on and shall inure for the benefit of all the Parties and their respective successors and permitted assigns.

1.26. [bookmark: _Ref91806232]Any Party may transfer, assign or otherwise dispose of any of its rights, benefits and obligations under this Agreement, or any part thereof, to any person, provided that:

(a) the proposed assignee is not the subject of any trade restrictions, sanctions or other legal restrictions enacted by any country, international organization or jurisdiction; and

(b) [bookmark: _Ref91807423]the proposing assignor provides to the Lead at least thirty (30) days’ written notice of such transfer, assignment or disposal.


THIRD PARTY CONTRACT RIGHTS

Save as expressly provided herein, a person who is not a party to this Agreement has no rights under the Contracts (Rights of Third Parties) Act, Chapter 53B of Singapore to enforce any provision of this Agreement.

NOTICES

1.27. All notices, demands or other communications required or permitted to be given or made under this Agreement shall be in writing and in the English language and shall be sent to the recipient at its registered office address or electronic mail address set out below or as otherwise advised by the recipient:

	[Name of Party]

	

	Address:
	


	Tel:
	


	E-mail address:
	


	Attention:
	


	

[Name of Party]

	

	Address:
	


	Tel:
	


	E-mail address:
	


	Attention:
	


	
	



1.28. Any such notice, demand or communication shall be deemed to have been duly served immediately if hand delivered or one (1) Business Day after sending by local courier and in proving the same it shall be sufficient to show the receipt from the local courier showing that package was duly addressed and the date on which it was sent or (if given or made by electronic mail) immediately and in proving the same it shall be sufficient to show the electronic mail has been sent in full to the recipient’s e-mail address.
 
COSTS

Save as expressly provided in this Agreement, each Party shall bear its own costs incurred in connection with the negotiation, preparation, and execution of this Agreement and any other documents executed in connection with this Agreement.

SEVERABILITY

If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed modified to the minimum extent necessary to make it valid, legal and enforceable. If such modification is not possible, the relevant provision or part-provision shall be deemed deleted. Any modification to or deletion of a provision or part-provision under this Clause shall not affect the validity and enforceability of the rest of this Agreement.

ENTIRE AGREEMENT

This Agreement contains the entire agreement of all the Parties with respect to the subject matter herein and supersede all prior agreements, arrangements, understanding, promises, covenants, representations and communications between the Parties, whether written or oral, with respect to the subject matter herein.

COUNTERPARTS

This Agreement may be executed in any number of counterparts, and all the counterparts shall together constitute one and the same agreement.

[bookmark: _DISPUTE_RESOLUTION][bookmark: _Ref64305842][bookmark: _Ref91809588]DISPUTE RESOLUTION

1.29. In the event of any dispute arising out of or in connection with the Agreement, including any questions regarding its existence, validity or termination, and where such a dispute does not involve the Lead, the Parties involved (“Disputing Parties”) shall notify the Lead’s authorised representative as soon as practicable. 

1.30. The Disputing Parties shall first attempt in good faith to resolve the dispute between themselves. If the Disputing Parties are unable to resolve the dispute, they may jointly request the Data Governance Committee to provide assistance. Such request shall be submitted to the Data Governance Committee by the Disputing Parties jointly, accompanied by (a) a statement describing the disputed issues and the respective positions of each Disputing Party in respect thereof; and (b) reasonable evidence that the Disputing Parties have attempted, in good faith, to resolve the dispute between themselves. 

1.31. In the event that the Disputing Parties submit a request for assistance and such dispute falls within the scope of this Agreement, the Data Governance Committee may, at its discretion, elect to investigate the dispute and provide assistance to the Disputing Parties to resolve the Data-Related Dispute by conciliation, and will notify the Disputing Parties of its intention to do so within fourteen (14) days from the date on which the Data Governance Committee’s assistance is requested by the Disputing Parties.

(a) The Data Governance Committee’s role will be limited to assisting the Disputing Parties to reach a mutually acceptable solution that is consistent with the Agreement. For the avoidance of doubt, the Data Governance Committee will not advocate any specific position or impose any binding judgment or decision on the Disputing Parties. 

(b) All legal costs and expenses incurred by the Data Governance Committee during such conciliation shall be borne by the Disputing Parties equally.


1.32. Where the Data Governance Committee has declined to assist, or has agreed to assist but no mutually acceptable solution is reached within mutually acceptable timeframes, the Disputing Parties may by mutual agreement elect to refer the dispute to mediation at the Singapore Mediation Centre in accordance with Singapore Mediation Centre’s Mediation Procedure in force for the time being, before commencing any proceedings in accordance with Clause 20. Unless otherwise agreed between the Disputing Parties to the dispute, the costs and expenses of such mediation shall be borne by the Disputing Parties equally.

1.33. Where the dispute is in respect of a claim by a Participant for a breach of Appendix 1 by another Participant, the Participants shall not: 

(a) make any claim against the Lead;
 
(b) make an application for, or otherwise require, the Lead to be joined as an additional party to any dispute resolution proceedings,
 
in respect of such dispute.

1.34. For the purposes of Clause 19, where the Disputing Parties comprise any member of the Data Governance Committee, that member shall abstain from any role as part of the Data Governance Committee under Clause 19 and shall not be regarded as part of the Data Governance Committee.

1.35. The Disputing Parties shall not:

(a) make a claim against any member of the Data Governance Committee; and

(b) make an application for, or otherwise require, any member of the Data Governance Committee to be joined as an additional party to any dispute resolution proceedings,

in respect of the assistance of the Data Governance Committee under Clause 19.3.

1.36. In the event of any dispute involving the Lead arising out of or in connection with this Agreement, including any questions regarding its existence, validity or termination, the Parties shall first attempt in good faith to resolve the dispute between themselves. If the Parties are unable to resolve the dispute, the Parties may by agreement elect to refer the dispute to mediation at the Singapore Mediation Centre in accordance with Singapore Mediation Centre’s Mediation Procedure in force for the time being, before commencing any proceedings in accordance with Clause 20. Unless otherwise agreed between the Parties to the dispute, the costs and expenses of such mediation shall be borne by the Parties equally.

1.37. [Where the Lead comprises any Party which is a Participant under the Agreement, such Party and] the Lead shall take appropriate steps to ensure that it is not placed in a position where there is or may be any actual or potential conflict between its interests as Participant (if applicable) and as Lead under the Agreement. [The Lead / Such Party] shall disclose any such conflict of interest which may arise to [all Parties] by notice in accordance with Clause 14 and recuse itself from all decisions relating to this Agreement in which such conflict may arise, including without limitation, in the event of any dispute involving the Lead arising out of or in connection with this Agreement or involving [such Party] as a Participant.]  


[bookmark: _GOVERNING_LAW_AND][bookmark: _Ref91809364]GOVERNING LAW AND JURISDICTION

1.38. This Agreement shall be governed by and construed in accordance with the laws of Singapore.

STRICTLY PRIVATE AND CONFIDENTIAL




1.39. Subject to Clause 19, in the event of any dispute arising out of or in connection with this Agreement, each Party agrees to submit to the exclusive jurisdiction of the Singapore courts.







By or for and on behalf of the [LEAD]

__________________________________________	


Signature: 	____________________________	 
Name: 		____________________________	
Title: 		____________________________	

Signature: 	____________________________	 
Name: 		____________________________	
Title: 		____________________________	





By or for and on behalf of the PARTICIPANT

__________________________________________	


Signature: 	____________________________	 
Name: 		____________________________	 
Title: 		____________________________


By or for and on behalf of the PARTICIPANT

__________________________________________	


Signature: 	____________________________	 
Name: 		____________________________	 
Title: 		____________________________



[bookmark: bookmark=id.2et92p0][bookmark: bookmark=id.tyjcwt][bookmark: bookmark=id.3dy6vkm][bookmark: bookmark=id.1t3h5sf][bookmark: bookmark=id.4d34og8][bookmark: bookmark=id.17dp8vu][bookmark: bookmark=id.3rdcrjn]APPENDIX 1: DATA SHARING TERMS


Version: [1.0]
Last updated: []


STRICTLY PRIVATE AND CONFIDENTIAL

2

1. AGREEMENT FRAMEWORK

2.1. Appendix 1 sets out the terms which govern each Participant's contribution, access and use of the Shared Data. 

2.2. [bookmark: _Ref64291320]Appendix 1 include and incorporate:

(a) Data Sharing Terms in Appendix 1 set out herein;

(b) Schedule 1;

(c) Schedule 2;

(d) Schedule 3; and

(e) Schedule 4;


Each of the above may be introduced, updated, amended and supplemented from time to time in accordance with Clause 9 of the Participation Key Terms.

TERM AND DURATION
 
In respect of each Participant, Appendix 1 shall apply with effect from the Commencement Date and shall continue until terminated in accordance with Clause 6 of the Participation Key Terms in respect of the Terminating Participant.

DEFINITIONS AND INTERPRETATION

2.3. In Appendix 1, except where otherwise specified below, words and expressions have the meanings set out in the Participation Key Terms.

"Affiliate" means, with respect to a Party, any entity that directly or indirectly controls, is controlled by or is under common control with such party. For the purposes of this definition, "control" (including its correlative meanings, "controlled by", "controls" and "under common control with") shall mean, in the case of a corporation, the right to exercise, directly or indirectly, more than 50 per cent. of the voting rights attributable to the shares of the controlled corporation and, with respect to any person other than a corporation, the possession, directly or indirectly, of the power to direct or cause the direction of the management or policies of such person.

"Background Lead IP" means all Intellectual Property Rights that are owned by or licensed to the Lead and which are or have been developed: 

(a) independently of the Agreement; or 

(b) prior to the date of the Agreement, 

including all documentation, programs, codes, algorithms relating thereto.

"Background Participant IP" means all Intellectual Property Rights that are owned by or licensed to the Participant and which are or have been developed:

(a) independently of the Agreement; or 

(b) prior to the date of the Agreement.

“Foreground IP” means any Intellectual Property Rights which result from, or are developed or created by the Lead in the course of, pursuant to, and/or for the purposes fulfilling its obligations under the Agreement, including but not limited to any Intellectual Property Rights developed or created using Background Participant IP.

"Malicious Material" means (a) any material containing software viruses, worms, trojan horses or other harmful computer code, files, scripts, agents or programs; or (b) any automated program or script, including, but not limited to, web spiders, web crawlers, web robots, web ants, web indexers, bots, viruses or worms, or any program which unduly burdens or hinders Data Sharing.

"PDPA" means the Personal Data Protection Act 2012 of Singapore.

"Personal Data Protection Laws" means any and all applicable laws, regulations and guidelines relating to the protection of Personal Data, such as (without limitation) the PDPA.

2.4. A reference to "Clause" or “Schedule” in these Data Sharing Terms refers to a clause or schedule under these Data Sharing Terms in Appendix 1, unless otherwise expressly provided.   

2.5. Clause, schedule and paragraph headings shall not affect the interpretation of Appendix 1.
 
2.6. Unless the context otherwise requires, words in the singular shall include the plural and in the plural shall include the singular.
 
2.7. Any words following the terms including, include, in particular, for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms.
Note:

Parties should review the restrictions below on the use of the Network and adapt accordingly based on the nature of the Network. 


USE OF NETWORK

2.8. The Parties acknowledge and agree that in using the Network for Data Sharing: 

(a) [The Network functions as a [data directory and routing service and the Lead will not store or access any Shared Data. Shared Data shall be stored outside of the Network in accordance with Clause 5.2.] The Network will enable authorised Participants to access Shared Data from other Participants to enable Data Sharing in accordance with the Agreement. 

(b) Without accessing the Shared Data, the Lead shall have monitoring rights over each Participant's participation in the Network for the purposes of auditing Network activities relating to Data Sharing between Participants.]

(c) [bookmark: _Hlk96531760]Participants shall only use the Network for Data Sharing. 

(d) Without limiting the operation of Clause 5.1(e), any usage of Shared Data for any other purposes not contemplated in these Data Sharing Terms shall be subject to the prior approval of the Lead and the respective Participant(s) whose data is used.

2.9. The Lead must provide the security and service levels in respect of the Network, set out in Schedule 3.

2.10. Each Participant must:

(a) ensure at all times that its access and use of the Network and its Data Sharing complies with: (i) the Agreement; and (ii) all applicable laws; and (iii) all Minimum Technical Requirements; and
 
(b) where within its authority to do so and arising in connection with the Participant’s use of the Network or the Shared Data, prevent any unauthorised access to or use of the Network or the Shared Data in its possession, and shall notify the Lead and/or other Participants as soon as practicable, and in any event within [•] hours of becoming aware of any such unauthorised access or use if such unauthorised access or use results, or is likely to result in significant harm to the Lead and/or other Participants. 

2.11. No Participant shall:

(a) sell, resell, license, distribute, sublicense, lease or otherwise make available to any person access to the Network or Shared Data, except as expressly permitted by the Agreement;
 
(b) use the Network to store, transmit or make available any unlawful material, or to store, transmit or make available any material (including Shared Data) in violation of any third-party rights;

(c) incorporate, introduce or store any Malicious Material on the Network or use the Network to spread or transmit any Malicious Material;

(d) interfere with or disrupt the integrity or performance of the Network or Shared Data; or
 
(e) modify, copy or create derivative works of the Network (or any part, feature, function or user interface thereof), or disassemble, reverse engineer, or decompile the Network. For the avoidance of doubt, this paragraph (e) shall not restrict any permitted use or access of Shared Data contemplated under any Use-Case. 

DATA SHARING
   Note: A “Use Case” has been defined as the specific purpose for which the Participants participate in Data Sharing. A participant can join in one or more use-cases to share data for the respective different purposes which the participant is interested in.



2.12. [bookmark: _Ref65575331]Data-Roles and Use-Cases: 

(a) To participate in Data Sharing, a Participant must join a Use-Case and take on one or more Data-Roles within such Use-Case.

A Participant may join more than one Use-Case and may join further Use-Cases [when agreed by the Parties [OR] when agreed by the Lead and the respective Participant(s) whose data is used in such Use-Case].

(b) When a Participant joins a Use-Case, the Participant acknowledges and agrees that:

(i) any Data Sharing within the Use-Case shall be in accordance with Schedule 1; and 

(ii) each Use-Case joined constitutes a stand-alone contract between the Participant and all other Participants who are part of the same Use-Case for any part of the duration when the Participant is part of the Use-Case.

(c) Further details on joining a Use-Case and participating in Data Sharing are described and illustrated in Schedule 1.

(d) The Lead may from time to time introduce new Use-Cases, or update the scope of existing Use-Cases. 

(e) [bookmark: _Ref66800736]Subject to the Lead's approval:

(i) the scope of an existing Use-Case may be updated pursuant to a proposal submitted by a majority of Participants within the Use-Case; and
 
(ii) any Participant may make an application to the Lead to create a new Use-Case.

2.13. [bookmark: _Ref65578910]Storage of Shared Data: Save as otherwise required or expressly permitted in Schedule 4 under the applicable Use-Case, a Participant who is in possession of any Shared Data shall ensure that such Shared Data is stored, maintained, and processed on, and solely with any storage system which meets the Minimum Technical Requirements, and shall not store, process or transfer any Shared Data on or to any portable storage medium.

2.14. Data protection by Parties: While Shared Data is in the possession of a Party, such Party shall ensure that reasonable safeguards and controls are implemented and maintained to protect the Shared Data from inadvertent or unauthorised access, use, disclosure or modification. Such safeguards and controls may be:

(a) 	physical; 

(b) 	administrative; and/or 

(c) 	technical in accordance with the Minimum Technical Requirements,

and shall include: 

(i) data security and protection controls including the following: asset security; access management; network security; data security; security monitoring and management; and
 
(ii) data privacy controls including but not limited to the following: document retention; data usage; authorisation; and accuracy.

2.15. Access to Shared Data by third parties: The Participant undertakes not to provide any unauthorised third party with access to and/or use of any other Participant’s Shared Data via the Network or otherwise.

2.16. Personal Data:

(a) All Personal Data (excluding any subcategories of Personal Data which are excluded from the scope of applicable Personal Data Protection Laws) must be removed (or where such removal is not reasonably practicable, anonymised, de-identified or masked such that it cannot be referred back to any individual) from any Shared Data before the Shared Data is submitted or otherwise made available to the Network. Each Participant is responsible for ensuring that it complies, at its own expense, with all applicable Personal Data Protection Laws.

(b) No Participant shall attempt to identify any natural person from any anonymised, de-identified or masked Personal Data included in any Shared Data.
 
[bookmark: _Ref64368924]CONFIDENTIALITY

2.17. Each Party who receives or obtains any Confidential Information ("receiving party") from another Party or Participant ("disclosing party") shall: 

(a) keep such Confidential Information strictly confidential (including taking reasonable measures to prevent any unauthorised or inadvertent access or disclosure), and shall immediately notify the disclosing party in the event of any such unauthorised or inadvertent access or disclosure; 
 
(b) not disclose such Confidential Information to any person except as permitted by this Clause 6; and

(c) not use or permit or assist any person to use, such Confidential Information for any purpose save as expressly provided or contemplated under these Data Sharing Terms.

2.18. Permitted disclosure: A receiving party may disclose a disclosing party's Confidential Information if and to the extent that the disclosure:

(a) is made with the consent of the disclosing party (including where the disclosing party has agreed to the proposed disclosure by the receiving party as part of an applicable Use-Case);

(b) is made on a strict "need to know" basis to the receiving party's Affiliates or representatives who need to receive such Confidential Information for the purposes of the receiving party performing its obligations under the Agreement, provided that: (i) the receiving party shall ensure that its Affiliates and representatives are subject to confidentiality obligations which are no less protective than this Clause 6; and (ii) the receiving party shall be responsible for any breach of confidentiality by its Affiliates or representatives in respect of such Confidential Information disclosed;

(c) is made to the receiving party's legal or professional advisors in connection with the Agreement; 

(d) is required by applicable law (including pursuant to any request, notice or order from any governmental or regulatory body or court of competent jurisdiction), provided that the receiving party shall:

(i) restrict disclosure to the information expressly required to be disclosed; and

(ii) where legally permissible, notify the disclosing party as soon as practicable in writing of such request(s) or obligations so as to enable the disclosing party to have reasonable opportunity to contest such disclosure.

2.19. In the event that a disclosing party’s Agreement is terminated, the receiving party shall as soon as practicable destroy or return all Confidential Information to the disclosing party, provided that the receiving party may securely retain Confidential Information to the extent and for such duration as: (a) required under applicable law, regulatory requirements, or the receiving party’s internal documentation retention policies; or (b) specified in Schedule 4 as required for the Use-Case. For the avoidance of doubt, the relevant provisions of the Agreement (including but not limited to this Clause 6) shall continue to apply to such retained Confidential Information. 

2.20. Each Party acknowledges and agrees that the Lead may use Participants’ Confidential Information solely for the purposes of Participant onboarding and the general operation and maintenance of the Network.

[bookmark: _Ref71383127]DATA AND INTELLECTUAL PROPERTY RIGHTS

Participants

2.21. [bookmark: _Ref71385942]The Parties acknowledge and agree that each Participant shall retain at all times all rights, titles and interests (including Intellectual Property Rights) in and to:

(a) [bookmark: _Hlk71385646]any Shared Data which it submits or otherwise makes available pursuant to the Agreement (excluding any Shared Data the rights of which are vested in another Participant or third party); and
 
(b) its own Background Participant IP,

[bookmark: _Ref64294697]and nothing in the Agreement shall operate to transfer any such right, title or interest from one Party to another. 

2.22. [bookmark: _Ref66288763]A Participant may create Derivative Data Material using another Participant's Shared Data only where permitted as part of the Use-Case. 

(a)	Subject to Clause 7.1 and the provisions of any applicable Schedule 4, all rights, titles and interests (including Intellectual Property Rights) in and to any Derivative Data Material shall vest in the Participant who created, or procured the creation of, such Derivative Data Material.

2.23. Each Participant licenses all such rights referred to at Clause 7.1 on a fully paid up, royalty free, non-exclusive, non-sub-licensable and non-transferable basis to the Lead to the extent necessary for the Lead to operate the Network and/or to perform its obligations under the Agreement. Such license granted by a Participant shall only be revoked upon the termination of the Agreement between such Participant and the Lead.

2.24. Where a Participant participates in Data Sharing within a Use-Case, such Participant licenses to all other relevant Participants involved in such Data Sharing all such data and Intellectual Property Rights necessary for the Use-Cases.

The Lead

2.25. [bookmark: _Ref91821073]The Parties acknowledge and agree that the Lead (and/or its respective licensors) shall own and retain at all times all rights, titles and interests (including Intellectual Property Rights) in and to:

(a) the Network 
(b) the Background Lead IP; and
(c) all Foreground IP,

and nothing in the Agreement shall operate to transfer any such right, title or interest from the Lead to any Party.

2.26. The Lead licenses all such rights referred to at Clause 7.5 to each Participant on a non-exclusive, revocable (whether due to suspension pursuant to Clause 10 or otherwise), limited-term, and worldwide basis to such extent as is necessary to enable the Participant to make reasonable use of the Network and perform its obligations under the Agreement.

[bookmark: _Ref64385715]GENERAL REPRESENTATIONS AND WARRANTIES

Each Party represents, warrants and undertakes that:

(a) it has full power, authority and capacity to enter into the Agreement and to perform its obligations under the Agreement;

(b) the execution and performance of the Agreement will not result in: (i) any breach or violation of any contract, agreement or constitutional document to which it is a party or subject; or (ii) infringe any third-party rights;
 
(c) it shall obtain and maintain all approvals, consents, licenses, authorisations, declarations, exemptions, waivers, filings and/or registrations as are necessary for its execution and performance of the Agreement; and

(d) it shall comply with all applicable laws in its performance of the Agreement.


[bookmark: _Ref64384929]DISCLAIMERS AND LIMITATION OF LIABILITYNote: The Lead shall develop the liability framework for the Data Sharing and provide details herein on the limit of liability of Parties.

2.27. [bookmark: _Ref66434198][bookmark: _Hlk64630366] The Parties acknowledge and agree that, to the maximum extent permitted by applicable law:

(a) A Participant’s liability towards another Participant (including in respect of Data Sharing) shall be subject to the limitations (if any) set out in Clause 4.2 in Schedule 1.

(b) Save as to the standards set out in Schedule 3, the Network is not being made available to meet any Participant’s individual requirements.

(c) The Lead is not responsible for the availability, content or security of any third party services or external websites belonging to such service providers or other third parties, save to the extent that such availability of third party services is directly contingent upon the availability of the Network, in which case the Lead's responsibility is subject and limited to the express obligations of the Lead set out in Schedule 1 [and Schedule 3]. The Lead undertakes no liability (whether in contract, tort or otherwise) for the acts or omissions of service providers or other third parties.

(d) The Lead shall not be liable to any Participant or any other person for Loss suffered by a Participant or any other person as a result of:

(i) any errors, interruptions or other occurrence whatsoever arising out of any form of communications or other facilities not provided by the Lead;

(ii) any use, misuse, or reliance on any Shared Data, or other data or other information provided by the Lead;

(iii) any event or occurrence not due to the Lead's default of its obligations under this Agreement; or

(iv) any unauthorised access to any Shared Data or other data or information,

unless the incident described in paragraphs (ii) or (iv) above arises from a breach of the express obligations of the Lead set out in the Agreement.

(e) In no event shall any Party be liable for any loss of business, profit, goodwill or any type of special, indirect or consequential loss caused by the performance or non-performance of the services to be provided by the Lead under the Agreement.

(f) Each Participant accepts and agrees that, subject to the Lead’s express obligations under Schedule 1:

(i) the Lead cannot ensure that Shared Data is used only for Use-Cases, and shall not be liable to any Participant in the event of any non-permitted use, disclosure or access of Shared Data in respect of matters within the Lead’s control;

(ii) it shall not hold the Lead liable for any damages incurred as a result of any misuse of its Shared Data by another Participant or through disclosure through a Third-Party Data Platform, provided that such misuse does not arise from a breach of the express obligations of the Lead set out in the Agreement; and

(iii) the responsibility for ensuring that Shared Data is factually accurate is as set out in Schedule 1, and accordingly no Participant shall hold the Lead liable by reason that any Shared Data is inaccurate or outdated.

(g) The Lead shall not be responsible for any dealings, and any loss, damage, cost or expense arising from or in connection with such dealings, between a Participant and: (i) another Participant; or (ii) any third party, in each case whether or not such dealings are facilitated through the use of the Network. 

(h) The Participant shall not bring any claims, actions or proceedings whatsoever against the Lead in respect of any damages, loss, cost and expense arising from the use or reliance on any Shared Data, or any data, information, content or matter provided by the Lead via the Network, save where such damages, loss, cost or expense is a result of any breach of the Lead’s obligations set out in the Agreement.

(i) [bookmark: _Ref66434149][bookmark: _Ref91823045]Either Party shall have no liability to any other Party for any failure to perform or fulfil its commitments under the Agreement if such failure is due to any force majeure event, such as any circumstances outside its control, including but not limited to any act of God, act of government, fire, war, civil unrest, act of terror, sabotage, strike or other labour problem, failure or delay on the part of the internet service provider, denial of service attack, or any online attacks on the Network.

(j) Save as otherwise expressly provided in the Agreement, the Lead makes no representation or warranty of any kind (whether express, implied, statutory or otherwise) in relation to any Shared Data or the Network.

[bookmark: _Ref64381115]SUSPENSION

2.28. The Lead may suspend a Participant's rights under the Agreement (including such Participant's continued participation in one or more Use-Cases, or access and use of the Network without any liability on the part of the Lead, if:

(a) the Participant breaches any material term of the Agreement;

(b) the Lead discovers that Personal Data is included in any Shared Data; or

(c) the Lead reasonably determines in its sole discretion that the continued use and access of the Shared Data by the Participant: 

(i) adversely affects or threatens, the security, availability, or integrity of the Shared Data;

(ii) is in violation of applicable laws or third-party rights; or

(iii) causes any loss or damage to the Lead or any of the Participants,

and any such suspension shall continue until the Lead determines otherwise in its sole discretion.

2.29. Prior to suspending a Participant: 

(a) the Lead shall notify the Participant of the grounds of such suspension; and 

(b) where the Lead is of the reasonable view that: 

(i) such grounds are remediable; and

(ii) immediate suspension is not necessary to prevent or mitigate any potential loss or harm to the Lead, the Shared Data, or any other Participant, or a breach or violation of applicable laws or third-party rights;

the Lead shall engage with the Participant and allow the Participant to avoid suspension by either providing such justification and evidence (to the Lead’s satisfaction) as to why it should not be suspended, or taking such remedial action within a specified time frame determined by the Lead.
 
2.30. In the event of suspension, no further Shared Data from the suspended Participant will be accessible by other Participants during such period of suspension, save that any Shared Data which has already been shared with other Participants shall remain accessible. The Lead shall not be liable for any loss or harm suffered by a Participant as a result of the suspension of any Participant in accordance with this Clause 10.







SCHEDULE 1: DATA SHARING MODEL

Version: [1.0]
Last updated: []

1. Introduction

1.1. [bookmark: _Hlk89877832]Schedule 1 is part of Appendix 1 and describes the Data Sharing between the Parties through a consent and permission model which enables the secure sharing of data to authorised parties.

1.2. Schedule 1 sets out:

(a) the process by which a Participant joins a Use-Case;
(b) the process by which a Participant participates in Data Sharing within a Use-Case; and
(c) the roles and responsibilities of a Participant in respect of Data Sharing.
 
1.3. Schedule 1 may be updated from time to time as part of any update to the Appendix 1 under the Agreement. Participants are required to continue to meet their respective responsibilities and obligations in compliance with the latest version of Schedule 1.
 
1.4. In Schedule 1, except where otherwise specified below, capitalised terms not defined herein shall have the meaning set out in the Participation Key Terms or the Data Sharing Terms in Appendix 

"Data Consumer" means any Participant which requests access to Shared Data for the purposes of an applicable Use-Case (such as allowing the Data Consumer to perform reporting, analytics and reports for publications or submission to relevant stakeholders based on the Shared Data provided).

"Data Contributor" means any Participant which controls full rights to the Shared Data (in terms of, without limitation, definition, quality, access, usage, disclosure, and transfer)[, and also owns [and operates] the [source system] which stores the Shared Data,] to legally and validly allow the Shared Data to be shared with other Participants via the Network,  in accordance with the Agreement for one or more applicable Use-Cases. [A Data Contributor includes, without limitation, any Participant which as a result of its role and responsibility in its day-to-day operations, created the data and/or is accountable for the data.]

1.5. A reference to "Clause" in this schedule refers to a clause under Schedule 1, unless otherwise expressly provided.

 
2. [bookmark: _Ref72516566]General principles
 
2.1. The following general principles apply in respect of all Data Sharing:

(a) Data Sharing shall only occur between Participants within a Use-Case, in accordance with the specified objective and purpose of the Use-Case. Shared Data accessed or received by a Data Consumer in connection with the Agreement can only be used for the Use-Case. 

(b) The Appendix 1, this Schedule 1 and Schedule 2 shall apply in respect of each Use-Case. However, certain Use-Cases may have Schedule 4 which vary or override certain provisions of the Appendix 1, Schedule 1. 

(c) [bookmark: _Ref72516567]Within a Use-Case, the prior consent of the relevant Data Contributor will be required. The relevant Participants shall agree on the applicable data standards, data quality rules, and other relevant requirements (collectively, "Data Requirements") which may include, among other things, the following:

(i) data format and required data field;
 
(ii) applicable industry standards (for example, ISO);
 
(iii) due diligence or other verification requirements relating to the data source; 

(iv) degree of factual accuracy (i.e. does not contain any false, incorrect or erroneous data) and acceptable margins of error; and

(v) timing and frequency.

(d) Data obtained by a Participant (as a Data Consumer) under a Use-Case may not be shared by such Participant in another Use-Case, unless the relevant consent has been obtained from the relevant Data Contributor for such other Use-Case. 

(e) The liability framework (as set out in Clause 4.4 below) for failing to meet the applicable Data Requirements will distinguish between
(i) inadvertent or honest errors or mistakes not amounting to negligence; 
(ii) intentional, wilful or reckless actions or conduct; and 
(iii) negligent actions and conduct, or other default which does not fall within (i) and (ii).

(f) [bookmark: _Ref77152034]Subject to paragraph (e) above, the liability framework is not intended to enable Participants to secure External Rights. 


3. Joining a Use-Case
Note: The Lead is to provide details how the participant can join a Use-Case. This may include admission criteria and the Use Case Terms). 


3.1. Data-Roles: 

3.1.1. When joining a Use-Case, a Participant must take on and perform the Data-Role(s) according to the Participant’s objective and purpose in joining such a Use-Case. A Participant may have different Data-Roles in respect of Shared Data within a Use-Case. 

3.1.2. [bookmark: _Ref72516449]In respect of Shared Data, the responsibilities of each Data-Role are:

(a) Data Contributor:
 
(i) Ensures and confirms that it has all relevant consents, approvals, and rights in order for the Shared Data to be transferred, transmitted, disclosed, accessed or used through the Network for the purposes of each applicable Use-Case;
 
(ii) Transfers or makes accessible the Shared Data to the intended Data Consumer through the Network to the intended Data Consumer as specified for the Use-Case;
 
(iii) Ensures and confirms that the Shared Data meets the applicable Data Requirements in respect of such Shared Data, the Data Contributor is required to ensure that the Shared Data contributed by the Data Contributor is factually accurate;

(iv) Ensures that any changes to data sources, data definition or data usage are communicated to all Participants within each applicable Use-Case;

(v) Undertakes to provide data deemed mandatory and/or critical to proving the value of the Use-Case;

(vi) Is responsible for ensuring compliance with all applicable laws and regulations, and shall promptly notify the relevant Data Consumers if it becomes aware of any circumstances which prevent or may prevent the provision of the Shared Data contemplated under the Agreement;

(vii) Defines access provisions, including but not limited to modifications, redistributions and deletions, for Shared Data that is transmitted to the Data Consumer before the transfer is initiated;

(viii) Documents and adheres to the frequency in which the Shared Data is provided to the Data Consumer (e.g. provided on an ongoing or routine basis, or as and when required in response to a particular event.);

(ix) [maintains an updated taxonomy of definitions of its Shared Data, and to provide such [definitions] to [the Lead / other Participants] upon request.];

(x) Properly identifies the relevant Shared Data according to applicable business and technical requirements before sharing it through the Network;

(xi) Promptly notifies the relevant Data Consumers within such Use-Case when the Data Contributor becomes aware of any circumstances which prevent or may prevent the provision of the Shared Data as envisaged for an applicable Use-Case.

(xii) Informs the relevant Data Consumer of any [anticipated or] imminent impairment [or restriction] of (i) the licence granted under paragraph 5 below; or (ii) other rights granted to the Data Consumer under the Agreement, in each case immediately when the Data Contributor becomes or ought to have become aware of it.

(b) Data Consumer:

(i) Protects and keep secure the Shared Data which it obtains or accesses via the Network.

(ii) Complies with paragraph 4.5 where it is aware, or reasonably ought to be aware, that it is not the intended recipient of the Shared Data.

(iii) Be responsible for compliance with all applicable laws and regulations, and without limiting the foregoing undertakes that its access, processing, use and/or exploitation of the Shared Data shall be strictly in accordance with the Use-Case and corresponding Schedule 4.

(iv) Promptly notifies the Data Contributor if any issues arise which preclude such contemplated access, use, processing and/or exploitation of the Shared Data;


3.1.3. Each Participant shall exercise reasonable care in performing the roles and responsibilities of its applicable Data-Role(s).
Note: The Lead may describe how data sharing is performed within a Use-Case. 


4. Data Sharing within a Use-Case
4.1. In establishing how data sharing is performed for a data element, the following arrangement must be specified and agreed between the relevant Data Contributor and Data Consumer as illustrated below:

(a) Name / identity of Data Contributor and Data Consumer.

(b) Data element to be shared and the applicable Data Requirements.

(c) Use-Case.


	Data Contributor
	Data element and Data Requirements
	Data Consumer
	Use-Case

	
	
	
	

	
	
	
	



4.2. For each Use-Case, mandatory, optional, critical and/or non-critical data and their corresponding logical groupings of data based on data types or other criteria ("data identification") [need to be identified / will be identified] in order to satisfy the business requirements and objectives identified in the Use-Case. Data Contributors must identify the relevant Shared Data according to the applicable business classification before sharing it through the Network.]

4.3. Prior to each data element being shared within a Use-Case, the [the relevant Data Contributor, and Data Consumer must agree in writing as to] how data should be organised by certain categories so as to achieve the appropriate data management expectations, Data Requirements, privacy treatment, info-security treatment, and other objectives. The minimum set of expectations for data classification shall be applied by each Data Contributor in respect of its Shared Data. 
Note: The Lead may develop the liability framework for the Data Sharing if applicable.  


4.4. [bookmark: _Ref71649859]Liability framework: [In the event of non-conformance, Data Contributors may be subject to the following: 

4.4.1. a limited number of warnings as specified by the Use-Case, followed by a remediation period as specified by the Use-Case to resolve non-conformance issues; and

4.4.2. if conformance is not attained within the specified remediation period, escalation through the appropriate Data Governance Committee and/or the dispute resolution mechanisms under the Agreement.]

4.5. [bookmark: _Ref77152446]Erroneous transfer or access to Shared Data
 
4.5.1. In the event that a Data Contributor transfers or makes accessible any data element via the Network to a Data Consumer which is not the intended recipient of such data element, the Data Contributor agrees that:

(a) it shall immediately inform the Data Consumer of such error;

(b) to the extent possible, it shall immediately terminate the Data Consumer's access to the data element.

4.5.2. In the event that a Data Consumer receives any data through the Network and is aware, or reasonably ought to be aware, that it is not the intended recipient of such data element, the Data Consumer agrees to destroy or return all such data element to the Data Contributor as soon as practicable.

4.6. Exit of Participant

4.6.1. In the event that a Participant exits a Use-Case (a "Leaving Participant"), any arrangement in which Data Sharing occurred where such Leaving Participant was a Data Contributor or Data Consumer shall be terminated and no further Data Sharing shall occur between them. Any Shared Data previously obtained by a Leaving Participant pursuant to a terminated arrangement shall only be used, transferred and/or handled by such Leaving Participant to the extent permitted under the terms of the terminated arrangement, applicable Schedule 4, or External Rights.

5. Grant of Licence in Respect of Shared Data

5.1. When a Data Contributor's Shared Data is transmitted or made available through the Network, the Data Contributor grants to the relevant Data Consumers in each applicable Use-Case a [fully paid up, royalty-free, non-exclusive, non-sublicensable, non-transferable, revocable, worldwide] licence to do one or more of the following to the extent permitted under the applicable Use-Case: 

(a) access, receive and view the Shared Data;

(b) store the Shared Data;

(c) reproduce the Shared Data;

(d) transfer the Shared Data to another Participant [or third party];

(e) use the Shared Data for the Use-Case, including the creation of Derivative Data Material, which may include [public, governmental or] commercial purposes (subject to any requirement under Schedule 4 to obtain consent from the Data Contributor).


6. THIRD PARTY DATA SERVICES PROVIDERS

Save as otherwise provided under any applicable Schedule 4, a Data Contributor may engage Third Party Data Services providers to perform or carry out any of the roles, responsibilities or obligations of the Data Contributor under the Agreement, provided always that the Data Contributor shall be responsible for any act, omission or course of conduct of such Third Party Data Services provider.]











SCHEDULE 2: MINIMUM TECHNICAL REQUIREMENTS

[]



SCHEDULE 3: SECURITY AND SERVICE LEVEL AGREEMENT


Note: 

Only applicable where a Network is used for Data Sharing. The Lead may prescribe the extent of its obligations and responsibilities here, in particular where a Network is used for Data Sharing. These may include security, support and service levels, including downtime. 

[]


SCHEDULE 4: USE-CASE TERMS

[]




APPENDIX 2: ADHERENCE AGREEMENT

ADHERENCE AGREEMENT
THIS ADHERENCE AGREEMENT is made on [date] by [•] of [address] (the "New Party")
SUPPLEMENTAL to the Data Sharing Agreement dated [•] and made between [•] and [•] (the "Agreement").
Unless the context otherwise requires, terms defined in the Agreement shall have the same meanings so defined when used in this Adherence Agreement.

In consideration of the benefits and burdens set out in the Agreement the Parties agree to the terms of the Agreement contained therein.  For avoidance of doubt, the Parties shall not owe any other Party any fees concerning any other Party's actions pursuant to the Agreement unless otherwise agreed.   The New Party covenants as follows: 

1. The New Party confirms that it has been supplied with and has read a copy of the Agreement and covenants with each of the Parties to that Agreement to observe, perform and be bound by all the terms of the Agreement which are capable of applying to the New Party at the date of this Adherence Agreement, to the intent and effect that the New Party shall be deemed with effect from the date of this Adherence Agreement to be a party to the Agreement as if named as a Party to that Agreement.
2. The New Party represents and warrants on a continuing basis that it meets the Minimum Technical Requirements set out in Schedule 2 of the Agreement, and agrees that any failure to meet such Minimum Technical Requirements will entitle the Lead to take, or require the Participant to take, such remedial action within such specified timeframes (each as may be subsequently determined by the Lead).
3. This Adherence Agreement shall be governed by and construed in accordance with the laws of Singapore.

AGREED by the parties through their authorised signatories:

	For and on behalf of the Lead   

………………………………………………
Name of director
	)
)
)
)
	



………………………………………………
Signature 

	
	
	



	For and on behalf of  [INSERT NEW PARTY]:
acting by a director, 

………………………………………………
Name of director
	)
)
)
)
	


………………………………………………
Signature of director









APPENDIX 3: DATA GOVERNANCE COMMITTEE (IF APPLICABLE)

Note: The Lead shall set out in reasonable detail the terms of reference for the Data Governance Committee.  

1. Definitions

1.1. Capitalised terms which are used in this Schedule but not defined herein are defined in the Agreement.

2. Function

2.1. The function of the Data Governance Committee shall be as follows: 

2.1.1. Review and address any significant data-related issues and initiatives escalated, through providing mandate, directing ownership, setting deliverables and requesting risk closure; resolve escalations and issues raised;

2.1.2. Review, endorse, recommend or approve any updates to or newly developed related documents, including but not limited to a Data Governance Framework, Policy, Procedures and other data sub-policies – Data Quality, Data Sharing, Data Security etc;

2.1.3. Review and approve deviations/dispensations of relevant data documentations; 

2.1.4. Ensure the established Data Governance Structure can support a high level of assurance that would facilitate data mining, analysis and reporting for regulatory compliance and business/risk management purposes;

2.1.5. Monitor the management of data quality overall, which include review, endorsement, recommendation or approval of data quality thresholds for purposes of data quality monitoring, rectification and escalation;

2.1.6. Where necessary, address the feedback of and liaise with regulatory/industry bodies on data-related topics;

2.1.7. Review and provide direction in respect of updates to the Data Sharing Terms and the Schedules thereunder;

2.1.8. Provide support, guidance (via decision-making) and overall oversight to the Lead;

2.1.9. Define and monitor data standards and assist to resolve data-related issues;

2.1.10. To provide assistance in the resolution of disputes referred to at Clause 19 of the Participation Key Terms; and

2.1.11. Take guidance from consult or collaborate with external parties such as regulatory bodies, in the performance of their function.
 
3. Composition

3.1. The Lead may from time to time invite certain Participants to form and maintain the Data Governance Committee.

3.2. The proposed membership of this Data Governance Committee should include a mix of Participants who represent a functional expertise as part of their role.

3.3. The Lead shall in its sole discretion determine the minimum number of Participants in the Data Governance Committee and the quorum for meetings involving the Data Governance Committee discharging its functions referred to in Clause 2.1.


IMPORTANT DISCLAIMER

By using this document, you agree that the use of this document does not mean that you will be in compliance with any laws or regulations. The Info-Communications Media Development Authority (“IMDA”) gives no warranty and accepts no responsibility or liability for the accuracy or the completeness of this document. 

Without prejudice to the generality of the foregoing, parties should ensure that the template clauses are adapted and incorporated into a complete and legally effective contract under the relevant choice of jurisdiction, and which accurately captures the parties’ intent.   

Under no circumstances will IMDA be held responsible or liable in any way for any claims, damages, losses, expenses, costs or liabilities whatsoever (including, without limitation, any direct or indirect damages for loss of profits, business interruption or loss of information) resulting or arising directly or indirectly from your use of or inability to use this document, or from your reliance on the information and material on this document, even if IMDA has been advised of the possibility of such damages in advance.

This document does not constitute legal advice, and is not intended to be a substitute for legal advice and should not be relied upon as such. You should seek legal advice or other professional advice in relation to any particular matters you may have in connection with this document.


