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IoT Definition 

** A collection of “things” 

Presenter
Presentation Notes
By his own account, Kevin Ashton coined the term “Internet of Things” in a presentation to Proctor & Gamble in 1999.��Read more: http://www.digitaltrends.com/cool-tech/the-internet-of-things-needs-to-empower-people-not-machines/#ixzz2E3oYSvoR �Follow us: @digitaltrends on Twitter | digitaltrendsftw on Facebook
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IoE/IoT/M2M Relationship to IPv6 (Russian Dolls) 

Presenter
Presentation Notes
How do the terms IoE, IoT and M2M relate to each other?

Consider the Russian doll model on this slide.  The IoT would sit within the IoE and M2M would sit within IoT.

IoE is a Cisco definition that covers more than just “things”. The IoE make connections between people, data and things through the process of analytics to make connections between seemingly unrelated pieces of information. For example, if sensors in a city fabric detect that the pollen count is high, then expect X number of people at hospital Y (maybe even suggest names of people). IoE makes connections between the huge amounts of data collected by devices in the IoT
Within the IoE is the IoT. This is where the actual devices, things (sensors, robots, etc..) are connected by wired/wireless networks with standardized protocols. It is where the rubber hits the road. Real protocols, real things collecting real data from the world around us. From the Cisco viewpoint these devices are transported using IP.
Lastly M2M can be considered as part of the IoT and some would view it the same as IoT. M2M was a phrase coined by the Mobile Operators to describe devices in their networks that were not handsets (vending machines, parking meters). They would almost certainly be equipped with a SIM card and would not necessarily use IP to communicate (maybe use SMS). The 3GPP standardized M2M as MTC (Machine Type Comms)
Also a fundamental difference between the IoE and the other two is that we include people in the IoE as well as things or machines.
From an IPv6 perspective, IPv6 has a great role to play in the world of things & M2M connecting objects.
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Things Connected 

Things NOT 
Connected 

How much is CON 
Over 70% of 

humans are NOT 
connected 

IPv6: Connecting the Unconnected 

Presenter
Presentation Notes
The world is constantly changing and adapting networking is no exception. We are seeing the transitions to virtualisation, software defined networking, openx etc.

We are also seeing more and more unfamiliar things being  IP enabled and forming networks. Everyday objects from street lights to rat traps are becoming connected and more intelligent.

“A network for everything and everything its  network”

This presentation is takes pragmatic look at once aspect of the IoT – that is what sort of technologies and protocols do you actually need to solve the problems of connecting billions of devices? 
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IoT Rapid Growth  

Source: Cisco IBSG projections, UN Economic & Social Affairs http://www.un.org/esa/population/publications/longrange2/WorldPop2300final.pdf 

6.307 

6.721 6.894 7.347 7.83 

0

10

20

30

40

50

2003 2008 2010 2015 2020

B
ill

io
ns

 o
f D

ev
ic

es
 

World Population 

50 
Billion 

SmartObjects Rapid adoption rate of digital infrastructure 
5 x faster than electricity & telephony 

“~6 things online” per person 

Inflection Point 

Presenter
Presentation Notes
Projections are on track to show we will have around 50 billion devices connected by 2020. It is estimated up to 16B will be online at any given moment. 
This is equivalent to 6 devices for every person on earth.
The number of devices connected exceed the human population back in 2008, so one could say the IoT is well and truly upon us
The adoption rate of digital infrastructure is like nothing seen in human history and outstrips telephony and electricity by a factor of 5
The amount of information generated by these devices is absolutely huge and for some real time scenarios (connected vehicles for example) cannot be possibly be processed efficiently and in a timely manner in the cloud
This is more than a scalability problem
Dominant end points are transitioning from Phones, Laptops, tablets to Holistic Intelligent Solutions
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Shift In Dominant End Points 

Analytics and 
Modelling 

Improve 
Productivity 

Healthcare  

Precision 
Agriculture 

Energy Saving 
Smart Grid 

Safety & Security 

Smart Home 
S+CC 

Transport and 
Connected Vehicles 

Intelligent 
Buildings 

Predictive 
Maintenance 

Tablets, Laptops, Phones 
Human Interactions  

Sensors, Smart Objects, Device Clustered Systems 
Machine to machine interactions 

Presenter
Presentation Notes
There is a shift from predominantly consumer devices to Industrial devices at the edge
Industrial devices that have greater requirements on latency and processing
Fog Computing addresses this shift in the edge to operational technologies by providing compute, storage and comms close to the edge
More critical devices such as medical equipment compared to home automation hardware require processing from a Fog Layer
Moving from individual devices to clusters. For example, a connected vehicle has many sensors and actuators but they are seen form the outside as a single unit (vehicle) which communicates with other vehicles
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Technology and Architecture 
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IoT Technology Drivers 
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From To 

IoT Architectural Philosophy 

Standardized Networks 
(IP Based/ISO Stack) 

Distributed Intelligence 
(e.g. Fog Computing) 

Standardized Interfaces 
(Wireless/Wired) 

Protocol Gateways 
(Inherently complex, 

inefficient and fragmented 
networks) 

Closed Systems 
(Little external interaction) 

Proprietary Networks 
(Usually layer 2 based) 

Various Protocols 
(Modbus, SCADA, BACnet, 

LON, HART) 

Presenter
Presentation Notes
Many legacy networks use closed and proprietary protocols
Each with different implementations at each layer (Physical, Link, Network)
Many non-interoperable “solutions” addressing specific problems 
Resulting in different architectures and protocols
Interoperability partially addressed (poorly) by protocol gateways
Inherently complex to design, deploy and manage
Results in inefficient and fragmented networks, QOS, convergence
Similar situation to computer networks in the 1980s
Islands of systems communicating using SNA, IPX, Appletalk, DECnet, VINES
Interconnected using multiprotocol gateways

Moving to more open protocols based on IP
Following classic architecture, separate Layer 2 from Layer 3
Allows the introduction of aggregation or Fog processing
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Data Centre/Cloud 

Smart Objects/Endpoints 

IoT Architecture 
Data Points, Variety & Velocity, Security, Resiliency, Latency 

Fog Ne twork 

Core  Ne twork 

Te ns  o f Millio ns  to  Billio ns  
Embedded Systems & Sensors  

Low power, low bandwidth 

Tens of  Thousands to Millions 
Multi- Service Edge 

3G/3G/LTE/WiFi/RF Mesh/PLC 

Thousands 
Backhaul 

IP/MPLS, Security, QoS, Multicast 

Hundreds 
Data Centre/Cloud 

Hosting IoT Analytics 

Sensing 

Control 

Correlation 
Millsecond /seconds response 

Transactional response times 

KB-GB 

GB-TB 

TB-PB 

Infinite 

Presenter
Presentation Notes
The IoT requires the introduction of an aggregation layer for computing and storage services we call Fog Computing
The Fog Computing layer is context/location aware, close to the edge and can react to  events in the IoT nework in sub-seconds
The Fog layer provides a control loop capability, where devices can be monitored, controlled and analysed in real time (this is quite critical for SmartGrid components for example)
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Fog Computing – Field Area Networks 

Presenter
Presentation Notes
This is a graphical example of how a Fog device could be represented
In this neighbourhood (or Field Area Network) we have many sensors, smart meters, smart traffic lights all generating data
At the end of the street there is a Fog enabled network device in a street side cabinet (the Fog function could also reside on the pole top router)
This device could monitor sensors, react to any critical events, sends control command to actuate something on a sensors (turn on, move left etc…)
It could collect statistics and provide analytics in real time on a GUI. It could batch information into transactions for processing by the Cloud at a later time
The device may even have enough compute and storage capability to act as a “Data Centre in a Box” where dwellings could obtain their compute services from a street side cabinet instead of Amazon Web Services for example. (The Fog box could reside in the basement of a high rise and perform the same function)
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City Infrastructure 

Synchronize Signals for 
Emergency Vehicles 

Improve Congestion Management 

Better Profitability 

Presenter
Presentation Notes
A connected smart city can ensure timely response to a crisis. Cameras detecting emergency vehicle lights can trigger traffic signals and move congestion out of the way and allow the ambulance or fire truck to safely and quickly reach its destination. Connected street lights and parking meters also offer a way for cities to improve energy consumption and collect fines from parking violators; this will reduce costs to power the city and bring in more revenue.



Cisco Confidential 13 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

 Various protocols applied to IoT networks 

 Relevant Protocols for different layers   
 Link Layer (eg., 802.15.4, PLC) 
 Adaption Layer (6LowPAN) 
 Routing (eg., RPL) 
 Messaging (eg., CoAP) 
 Security: (D)TLS, 802.1AR, 802.1X 

Protocols for IoT Networks 

Smart Grid Protocol Stack Example 

Designed 
for IPv6 

Presenter
Presentation Notes
There have been plenty of developments in protocols to support IoT devices (aka Smart Objects) from the link layer all the way to the messaging layer. This presentation will cover a few shown in the slide.
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IoT Device Characteristics 

Presenter
Presentation Notes
IoT devices are usually small devices with a little computing power, a sensor and optional actuator and the ability to communicate wirelessly or wired. These device are built in such a way to conserve power in everything they do. The chances are the will be battery powered and will have to run for years embedded in the roadway or up on a telegraph pole.
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IoT Threats 
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IPv6 Protocol Is Subject To The Usual Attack Suspects 
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IoT: Where The Internet Meets The Physical World 

Informat ion 

Actuat ion 

Internet of 
Yesterday 

Internet of 
Things 

IoT Extends the attack surface 

Modbus 
SCADA 

CIP 
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TCP 

SCADA 
TCP/IP 
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From  
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systems 

To 
IP based 
systems 
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Some IoT Threats 
Too many to mention, here are a few… 

Co m m o n wo rm s  jum p ing  fro m  ICT to  Io T   
Generally limited to things running consumer O/S: Windows, Linux, iOS, Android 

Script  Kiddies* or other target ing at  resident ial IoT 
Unprotected webcams 
Stealing content 
Breaking into home control systems 

Source: Eric Vynke, Cisco Systems 

*Unskilled individuals who use scripts or programs developed by others to assemble attacks 

Organised Crime 
Access to intellectual property 
Sabotage and espionage 

Cyber Terrorism 
Nuclear plants (Stuxnet virus) 
Traffic monitoring 
Railways 
Critical infrastructure 
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Shodan: The Google for hackers 

Vulne ra b ilit ie s  g o  we ll b e yo nd  jus t  IP  p ro to c o ls  
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IoT Security Framework 
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Device Classification 

Standards for actuator & Sensors 

Auto enrollment & Provisioning 

Stateful application visibility 

Connectivity Standards 

Authenticated Encryption 

Network Enforcement/Segmentation 

Distributed Analytics & Management 

Dynamic distributed intelligence 

Presenter
Presentation Notes
The IoT requires the introduction of an aggregation layer for computing and storage services we call Fog Computing
The Fog Computing layer is context/location aware, close to the edge and can react to  events in the IoT nework in sub-seconds
The Fog layer provides a control loop capability, where devices can be monitored, controlled and analysed in real time (this is quite critical for SmartGrid components for example)
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 IoE industry is still evolving, large potential for zero-day attacks  
 Opportunity to drive the security at the appropriate layer 

 Embedded Endpoint layer comprises highly constrained devices 
 So far has limited the growth of malware to this layer 

 Growth of IP based sensors corresponds to attack surface growth 
 New security protocols and identification techniques required 
 Corresponding to the capabilities of the device endpoint 

 IoT presents new challenges to network & security architects 

 Learning machines will play a big part in this area 
 Managed threat detection, anomaly detection, predictive analysis 

What Next? The problem is more than IPv6 
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Some Food For Thought… 
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Near Enough IS Good Enough IoT 
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Near Enough Is Good Enough IoT 



Thank you. 
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