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1. Our Company and Business Profile
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solution
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Innovative IP Architecture Center < ¥ ¥ Lommunications ingapore

R&D Department

Other overseas subsidiaries

Headquarter: Tokyo, Japan
Establishment:  founded 1952 and privatized in 1985
established NTT Communications Corporations on 1 July 1999

Business: Telecommunications
(fixed line, mobile, IP Solutions, systems integration, data centers)
Revenue: USS120.315 Billion (as reported by Fortune Global 500, July 2011)

Ranked 31stin Fortune Global 500 (July 2011)
Recent Initiative: IPv6, new DCs, Low Latency solution, new regional cable
R&D: >USS1 Billion
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Arcstar (Global closed Network)

International Network Services ntt.net (Global IP Network)
for business

® International Leased circuit
® International IP-VPN

® International Layer-2 VLAN

® International IP backbone

NTT
Singapore

System Integration

System
Integration

Data Center
Data Center for network equipments,
servers, PC, etc.

® consulting

® Designing and
Implementation

® Operation/Maintenance

® Colocation
® System operation outsourcing
® Hosting

NTT i-net
ClearCall 1517

® Low-rate IDD calls from office/home
phones and mobiles

Local ISP services
® Internet connectivity
(NGNBN/Leased circuit/ADSL)
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NTT Com Global IP Backbone  “Carrcmmunictions

H The only Asia-based Global Tier 1 IP Backbone
B Fully redundant network backed by industry leading SLA’s

B Global IPv6/IPv4 dual stack network
www.ntt.net "

Japan -US 490G -> 520G
" US-Europe 90G -> 100G
Asia & Oceania 407G -> 421G

" lorm irdut

The IP backbone between Singapore and
Europe upgraded to 10G in August 2011

‘Gobal IF Hetwork FOP
WIT e alion Data Devier |

— Fariner BIF .
Ll TE m— iz Peering Fuirt Y

as af July 2011
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NTT Com Global MPLS Network “nTTcommunictions

Global MPLS Network Service PoPs
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NTT Communications Data Centres worldwide - MTTcommunications

NTT-COM has expanded its data center services over 31 Cities in 20 countries/regions outside

of Japan
*Total server space : Approx. 37,000sqm -
2 :?_“ T ";" \ f; 3 s.
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NTT Com — Solution as a Service provider < NTTcommunications

cirquent sz~
/ an NTT DATA Company ItEIIIgEnCE

FEDNTLINEdimenSion A

data AA
S\ INTEGRALI Global

an NTT Communications Company | LAl B Ter b e T

Security _________________________________________________________________________________
BizCITY Y .
Provider
Biz Security Global _
Biz Hosting Global ICT service

development
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2. Our IPv6 development, deployment, and commitment
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NTT's IPv6 developments, contributions, and strength «ZWTTcommunications

NTTCom has been the very first global leader of IPv6 development worldwide and

no other provider has longer history in IPv6 than NTTCom.

I I I I I I I I I I I I I |,
I I I I I I I I I I I I I [~

Platform Services

v6 enabled VPN [

voD on Ipvs
VPS server hosting (IPv4/IPvé Dual) (e

Connectivity Residential Native IPv6/v4 FTTH(domestic) [

Services  Softwire Tunnel (domestic) [
Dual Transit (domestic)

Dual Transit (global) [

Dual ADSL (domestic) [uuTrialu I

Transit Eur KOV
Configurecj_
Tunnel

Global Backbone
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The first IPv6/v4 dual stack global IP backbone \‘m TT Communications

NTTCom is the first telcom carrier/ISP in the world to deploy IPv6-enabled (IPv4/v6
dual stack) IP backbone worldwide.

NSPIXP6 JPNAP6 PAIX EQUI6IX EQUI6IX UK6X LINX AMS-IX
HK6IX Q ’

Korea
NTT Korea

% NT Eur s
,} U
0 A
Australia N
NTT Australia ‘
— tnct As2914 DE-CIX
° ESPANIX PARIX
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NTTCom is in the very centre of IPv6 network worldwide «ZaTTcommunications

IPv6 Graph from CAIDA

NTT Communications place in
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Our IPv6 connectivity services available worldwide CNTTCommunications

Some of leading Telcos/ISPs and enterprise customers are already using our IPv6
connectivity service in Singapore.

NTT Com NTT Com

IPv4 IPv6 IPv6/IPv4
==

IPv4 Router IPv6 Router IPv6/IPv4 Routep

%PV6/ IPv4 Route?

( IPv6/IPv4

\_ Customer ) _ Customer )

IPv6 Native J IPv6/IPv4 Dual
Service Service
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NTT Singapore new Serangoon Data Centre L NTTCommunications

* Image of Singapore Serangoon Data Centre

e Opening in mid January 2012

Fully IPv6-enabled Data Centre
- All networks, systems, servers are IPv6-ready

- IPv6 deployment showcase

e Awarded BCA Green Mark Platinum award, a
Singapore Building & Construction Authority
(BCA) program that assures the environmental
friendliness of buildings.

We are the 15t commercial building
N in Singapore to achieve BCA Green
e Mark Platinum Award *  Fully redundant UPS systems, ~generators,

cooling systems, etc

Building Specifications

* Purpose built data center

5-storey building

Server room area: more than 5000sgm
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Telecom Asia Awards 2011 T T communications

NTT Communications hamed “Best International Wholesale Carrier”
at Telecom Asia Awards 2011

NTT Com was singled out for its Global IP Network Service, Asia's only global Tier 1
Internet backbone and boasting the largest network capacity in the region. The
network features a completely redundant structure and operates under a single
Autonomous System guaranteeing seamless connection with optimal peering and

routing. NTT Com also was cited for services incorporating IPV6 and advanced
security technologies.
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3. Requirements and Motivation of moving onto IPv6
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N T T Communications
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Why is IPv6 needed now?
IPv4 address is exhausting. IANA and APNIC pool has been exhausted. So
we cannot get new IPv4 address space in Asian region. To keep our
business, we need IPv6 address now.

RIR IPv4 Address Run-Down Model

30 T T T T T T
AFRINIC ———
APNIC e
ARIN
RIPE NCC

¥ Nearsst Exhaustion [APNIC) ® LACNIC —— 1

0 | IPv4 address space in Asia

region was exhausted on
Apr 15th 2011

LACGHNIC
RIFE

RIR Address Pool(/8s)
o

Linitil ¥-dany (Mearest)
Todayexhausted?) . ‘
MNum of |FPv4 Address 2008 2009 2010
{exhausted )

PNetCore  wia IPvd

il | i i
20M3te 2012 2013 2014 2015
Projection of consumption of Remaining RIR Address Pools
http://www.potaroo.net/tools/ipv4/index.html

i

IANA Unallocated Address Pool Exhaustion: 03—Feb—2011

IPv4 Exhaustion Counter Projected RIR Address Pool Exhaustion Dates:

APNIC: 19-Apr—-2011

(IANA) RIPENCC: 28-Feb—2012

Windows, MacOS, iPhone AFRINIC: 01-Aug—-2013
http://inetcore.com/project/ipv4ec/index_en.html ARIN: 21-Nov-2013

LACNIC:

05—-May-2014
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Why is IPv6 needed now? T T Communications

JICANN : Organization of Internet Resource.

ICANN News Release IANA is run by ICANN.

,,é The Internet Corporation for Assigned Names and Numbers

- e NEWS RELEASE
ICANN

Brussels » Sydney « Washinglon + Los Angeles

FOR IMMEDIATE RELEASE
February 3, 2011

Available Pool of Unallocated IPv4 Internet
Addresses Now Completely Emptied

The Future Rests with IPv6

A crtical point in the history of the Internet was reached today with the allocation of the last remaining IPvd
(Internet Protocol version 4) Internet addresses from a central pool. It means the future expansion of the
Internet is now dependant on the successful global deployment of the next generation of Intermet protocol,
called IPvB.

The announcement was made by four international non-profit groups, which collaboratively work to coordinate
the world’s Internet addressing system and its technical standards.

At a news conference in Miami, Florida, the Internet Corporation for Assigned Names and Mumbers (ICANN)
joined the Mumber Resources Organization (NRO), the Internet Architecture Board (IAB) and the Internet
Society in announcing that the pool of first generation Internet addresses has now been completely emptied.
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CGN: Carrier Grade NAT (NAT444) arrcommnicaion

°Internet °Internet

1‘ *Global v4 address 1‘ *Global v4 address

*FTTH *FTTH
*ADSL *ADSL

*Global v4 address *Private v4 address

| *Private v4 address | *Private v4 address
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NAT issue: Limited number of connectionsamrrecommnitons

Port number is only 2byte (65,536) size.
So one global IP address can share 65,536 sessions.

There is a limitation of numbers of
sessions which can pass through a NAT

—

AT

Maximum # of sessions
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NAT issue: Max 30 Connections

N T T Communications
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NAT issue: Max 20 Connections «arrcommniaiors

) sfo - Google Maps - Mozilla Firefox
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NAT issue: Max 15 Connections «arrcommnictions
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NAT issue: Max 10 Connections «arrcommnictions

IrAIE) |EE) F= Tubw—5(8) Y-ILI) ~NLI(H) ;
@2 - € © @ [Grpimapsgoogecom/
Web Images Maps News Shopping Gmail more v Saved Locations | Sign in | Help

Google :

Search Results | | My Maps Print Send es Link to this page

)

Search the map | Find businesses  Get directions

broader look. Strest View H Trafic [ Map | satelite ‘ Terrain ]’

% San Francisco Intl Airport

=
Make this my default location Gw“‘lﬂ o)
a 3
\ Cer =

Unitad States.

o+ Coast Guard

Si
@
]
i San Francisco Intl Airport
Wi e <oy, but we don't H eamww| “an brancisco Intl Alrpol b it ot W e sty Bt e Gt
el B maps at this zoom :ﬁv heve maps ¢ | at this zoom have maps at this zoom
Jel for this regian. \ level for tf X this regian. level for this region.
‘%\ San Brunc Get directions: To here - From here
-coming cut for 3 2 = Try zoomin = e ——— ing cut for = Try zooming out for =
Ibroader look. e broade. Search nearb Save to My Maps der look. broader lock.

L2504 : @D
\2

e
Al s vark
%2
2
\ We ara sorry, but we dan't We are sorry, but we don't We sre sony, but we don't We are g
W have maps at this zoom have maps at this zaam have maps at this zoam have m
level for this region level for this region. tevel for this regian level
Try z0oming out for @ Tiy zooming out for @ Tiy zcoming cut for @ Ty 2o
broader look. broader ook broader lack. |
& b
r(‘%%
%
We are samy, but we don't We are sonry, but we don't Is Peninsula L We are sy, but we don't
have maps st this zoom have maps st this zcom Hospital 3 have maps at this zoom
|1 2000 &t Isvel for this region level for this region. 7 Rase level for this region @
|—|—| Park
500 Try zooming out for & G200 GaogiEndian data ©2008 NAVTEQ™

SN Pt B SN2

javascript:void(0)

NTT Communications Corporation and NTT Singapore Pte Ltd Confidential 25




NAT issue: Max 5 Connections

N T T Communications
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Recent applications need more sessions T T Communications

Examples of # of concurrent sessions

Webpage

No operation o~10
Yahoo top page 10~20
Google image search 30~60
Nico Nico Douga 50~80
OCN photo friend i ==200H
iTunes 230~270
IGoogle 80~100
Rakuten 20~60
Amazon 90
HMV 100
YouTube 90
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Adva ntages Of IPV6 ‘ATTCommunications

® Huge IP address space
-> No more headache for IP address assignment and control

® Efficient routing mechanism
® Automatic address-assigning mechanism

® [Psec is supported by default
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Major latest IT devices are IPv6-enabled CNTT Communications

f
!
Mac OS X Snow Leopard

iPhone/iPad(0S) [**

MacOS X
Apple

q IP Video Conference

q’ System
NTT East / NTT West

Windows Vista/7

Microsoft

-+--E

Anti Virus
Software

Trendmicro i
A,

-

IPv6 STB TV
(Hikari TV etc.)

IPv6 Camera
Panasonic

IPv6 communications among these devices
are coming soon!!
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4. Case study in IPv6 deployment
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Our consulting case example on IPv6 “arrcommunications

Customer Case

Global electronics  Global ICT infrastructure
maker

Business media ASP service (using translator)
company

University Portal site (dual-stacked)

ISP (OCN) customer CPE (customer premise equipment)

TV broadcasting Authentication system
company

Construction Energy monitoring service
company

Global mobile Technical support

carrier
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[Case 1] Issues and solutions  «aTrcommnications

* |Issues
— Expansion efforts take too long due to the complicated structure of the

network, and total cost of ownership (TCO) continues to rise
— Technical limitations of IPv4 impede internal communications

e Solutions
— Using NTT Com's IPv6 dual-stack service for dual-stacked WAN connection
— Reworking network architecture and routing protocols to reduce the
burden of introducing the IPv6 dual-stack service
— Close coordination with vendors helped to accelerate the introduction of

compatible devices

Glabal Data Centir
s o s
1Py PG
| 1P devicn Office A | Lo dual stack IPvE dual Stack davice
‘ [ TTTrS acoass hno Dioodss brn \.
LT g E E : i
| |IFws daics 1P davicn
Arcstar Global IP-VPN ; :
IFwd dlon IPyd 1Py 1P dilicn
s Office B s i Office C N
= &
B T | G . S, P
b . »
[Pl divicn 1P davica
Features

# Combings IPv4 and IPvi in IPvdIPvE dual stack service. |
® Enables smcoth transition from IPvd 1o [PvE, -
® Allows wide randge of ﬂptinﬂ.ﬁ.‘l Services, as before, & ®o0o
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[Case 1] Why NTT Com. ? LITT Communications

e The Company started looking at IPv6 in 2006 and then launched a
full-scale effort in 2008. One of the first steps was to choose a

telecommunications company that could:
— Respond to all technical specifications
— Reduce network TCO
— Introduce IPv6 on schedule
— Provide support for all corporate sites in Asia-Oceania.

* Inthe end, the Company determined that NTT Com was the only
company in Asia-Pacific that could fully meet all requirements in
terms of technology, cost, schedule and coverage

NTT Communications Corporation and NTT Singapore Pte Ltd Confidential 33



Our consulting case example on IPv6 «arrcmmnications

\

Customer Case

Global electronics  Global ICT infrastructure
maker

Business media ASP service (using translator)

company

University

ISP (OCN) customer CPE (customer premise equipment)

TV broadcasting Authentication system
company

Construction Energy monitoring service
company

Global mobile Technical support

carrier
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[Case 2] Issues and solutions  «arrcommnitions

* |Issues
— The company want to upgrade its web services to dual-stack

— But the company has many servers and web applications and the cost of
reworking all of them can be very high

e Solutions
— Using translator to translate users’ IPv6 requests to IPv4 for IPv4 only

services

— The cost can be drastically reduced while users can access all of the services
with IPv6 IPV6 user - A 2 IPv4 user
el V6 traffic =l

w4 traffic . NTT Com’s ‘
Translator#1 (Active) backbone

I_%?_@ The company’s .
| backbone Dual-stac

—_— y— L

I =

Translator#2 (Standby)

Server |IPv4 onl
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Our consulting case example on IPv6 «arrcmmnications

\

Customer Case

Global electronics  Global ICT infrastructure

maker
Business media ASP service (using translator)
company

NIVE POrta o (AuAal-stacked

ISP (OCN) customer CPE (customer premise equipment) Case 3

V broadcasting Authentication system
company
Construction Energy monitoring service
company
Global mobile Technical support
carrier
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[Case 2] Developing dual-stacked CPE «wrrcommnications

e NTT Com’s OCN (Open Computer Network)
— The largest ISP in Japan

— Over 800 million customers (including 210 thousand business user lines)
— Access line: NGN(FTTH), ADSL, Dial-up

 Developing dual-stacked CPE
— NGN started to support IPv6 over PPPoE in June, 2011
— To offer the advantage of IPv6 to the OCN customers, we developed dual-
stacked CPE and started to provide it

* Features
5 xgigabit Ethernet ports (WAN x1, LAN x4)
« WiFi (IEEE802.11b/g/n)
 Both IPv4 and IPv6 over PPPoE are supported
for dual-stack Internet connection

"o
LE J
LY
oo
LR
LY )
i
LY
LS )
i
Lo
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Motivating factors towards |IPv6 «arrcommniions

for Enterprises

* to have more scalable network for their
business expansion worldwide

for B2B, B2C businesses

* to be ready for possible access/request from
users via IPv6 into B2B/B2C platform

NTT Communications Corporation and NTT Singapore Pte Ltd Confidential 38



TO d a y , S A g e n d a ;ﬂTTCommunications

5. Moving towards IPv6
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What each player needs to do towards IPv6 « nrTcommunications

~

Network Service Providers/ISPs
® Need to get their network ready for IPv6

® Need to provide IPv6 addresses to customers

Manufactures/Vendors of network equipment, servers, etc.
® Need to get their machines ready for IPv6

Content providers/Web site holders
® Need to get their servers, DNSs, and applications ready for IPv6

and also

End users/Clients

® Need to get their PC's OS, mobile phones, and home appliances
ready for IPv6

Everybody/Everything needs to be ready for IPv6 }
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IPv6 readiness for Network equipments < mTTcommunications

 lLayer2~3 equipments are IPv6-enabled, but Layer4~7
equipments are starting to support IPv6 gradually.

Router/Switch

Cisco, Juniper, Alaxala...

Firewall
Checkpoint, Cisco, Juniper...

Load Balancer

F5. A10Networks ... Proxy
Bluecourt...
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World IPv6 Day — 8th June, 2011  “CATTcommunications

[lPVG trial use worldwide participated by major online providers }

Major Participants:
www.google.com
www.facebook.com
www.youtube.com
www.yahoo.com
www.yahoo.co.jp (#12)
www.bing.com (#21)

www.microsoft.com (#25)

L @ www.bbc.co.uk (#38)

www.cnn.com (#48)

www.aol.com (#55)
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2 possible approaches for Enterprise/ASP/DCnurrcommunictions

B (Approach-1) Building up another IPv6 network

Less impact on business operation, but higher cost
current NW(IPv4) P

L N new NW
Web DNS Mail (IPv6)

Server Server Server

T] ¥
nw| o° 7
Local Local current Web DNS Mail Fw

Server Server (I PV4) | Server || Server || Server |

LB

| Local Local R
Server Server N

B (Approach-2) Turning current network and equipments'into IPv6

Less cost, but more impact on business operation
current NW(IPv4) v current NW (IPv4/IPv6) v

Web DNS Mail

Server Server Server

oo % Cooa v I
Server Server Server Server N
Y
N
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Key points in transition MITT communications

—

e Balance of cost and risk
— Combination of the 2 ways shown on the previous page

— Taking (Approach-2) in v6-matured areas, where cost matter
has more priority

ex. WAN, router, L2-SW

— Taking (Approach-1) in vb-unmatured areas and application
areas

ex. Security, Web application

=

 What's the first step of transition
— Starting from WAN and WAN routers -> proven/matured areas

— Building IPv6 test-bed, where we can test equipments and own-
developed application

— Using translator to quickly enable IPv6 in vb-unmatured areas
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First step for Enterprise AT T Copmuaictions

 Network services: -> IPv4/IPv6 dual stack service
e Location-wise:starting at DC, then moving to other sites

 Equipment:turning WAN equipments into IPv6-enabled first,
and building “test-bed” or using translator

DC Er | Consumer end users
[pc ] [ Po
=== ——
Web DNS Mail | I PV6_
Server Server Server " testbed " Internet > -PC

LB

— —
Server Server

Smaller
branch

Branch
s
|Server||Printer|| PC || PC |
| PG | | PC | |Server| |Server||Server|
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First step for ASP/DC AT Gt

~

* Turning Internet access and Gateway router into dual stack
 Then, DNS server, and FW/Load Balancer

 And then, web sever for external users

* Followed by not-internet-related areas

e Building “test-bed” or using translator for v6-unmatured areas

Consumer end users

DC-DC
VPN

' [0 || Ap_| [ web | [5]

[ oB || AP | [ web |

\E|DB | AP||Web||£|

' [ o8 |[ AP | [ web |15

testbed

| oB || AP || web |

§|DB || AP | [ web |LLB
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Possible transition scenario for ISP T T Communications

Internet (v4 only)

Nationwide / International Back bone (v4 only)

Access
Concentrator One Global IPv4 address
CPE Router /w NAT | RFC1918 Based Private address

ADSL,FTTH,etc.

_LAN [ _— (typically 192.168.0.0/24)
|
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Dual Stack backbone AT T Communications

Internet (v4/v6)

Nationwide / International Back bone (v4/v6)

Access
Concentrator(v4) One Global IPv4 address
CPE Router /w NAT RFC1918 Based Private address

ADSL,FTTH,etc.

_LAN | _—(typically 192.168.0.0/24)
|
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Dual Stack backbone AT T Communications

Internet (v4/v6)

Nationwide / International Back bone (v4/v6)
Access
Concentrator(v4) One Global IPv4 address

ADSL,FTTH,etc.

CPE Router /w NAT | RFC1918 Based Private address

_LAN [ _—(typically 192.168.0.0/24)
|
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Introducing Carrier Grade NAT(CGN ) arrcommniaions

Internet (v4/v6)

|
Nationwide / International Back bone (v4/v6)

I
Carrier Grade NAT

!
Access _
Concentrator(v4) One Private IPv4 address

From New “Private” space

CPE Router /W NAT RFC1918 Based Private address

ADSL,FTTH,etc.

_LAN / (typically 192.168.0.0/24)
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Softwire termination on CPE router < wrrcmnication

Internet (v4/v6)

Nationwide / International Back bone (v4/v6)

I
Zarrier Grade NAT SOFTWIRE
I

Concentrator

Access _
Concentrator(v4) One Private IPv4 address

From New “Private” space

ADSL,FTTH,etc.

O CPE Router

SOFTWIRE Client NNy  RFC1918 Based Private address

~ (v6 over v4 L2TP)

LAN

Delegated IPv6 prefix
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Introducing Softwire (v6 over v4 L2TP)  <arreommunications

Internet (v4/v6)

1
Nationwide / International Back bone (v4/v6)
Carrier Grade NAT SOFTWIRE
I Concentrator
Access .
Concentrator v4) One (new) Private
IPv4 address

ADSL,FTTH,etc.

RFC1918 Based Private address
(typically 192.168.0.0/24)

If softwire client has v6 routing End Host SOFTWIRE Client
function, delegated IPv6 is here (v4/v6) O (v6 over v4 L2TP)
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Native IPv6 service but CPE router is not ready < wrTcommunications

Internet (v4/v6)

Nationwide / International Back bone (v4/v6)

IPv6 traffic is Carrier Grade NAT SOFTWIRE
Bypassed CGN I Concentrator

ll Access Concenirator |
(v4/v6) One Private IPv4 address

From New “Private” space

ADSL,FTTH,etc.

“RFC1918 Based Private address
(typically 192.168.0.0/24)

If softwire client has v6 routing End Host SOFTWIRE Client
function, delegated IPv6 is here (v4/v6) O (v6 over v4 L2TP)
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Replace CPE router to IPv6 compatible «wrrcmmmnictions

Internet (v4/v6)

|
Nationwide / International Back bone (v4/v6)

|
IPV6 traffic is Carrier Grade NAT

Bypassed CGN |
Access Concentrator
(v4/v6)

ADSL,FTTH,etc.

One Private IPv4 address
From New “Private” space
IPv6 address + Prefix delegation

"RFC1918 Based Private address

4 NA O z
(typically 192.168.0.0/24)

End Host
(v4/v6)
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Fin d I : Pure vb wo rl d \""TTCtJmmunications

|
Nationwide / International Back bone (v6)
AEEEE C(or;centrator IPv6 address + Prefix delegation
Y

..... [r——

Delegated IPv6 prefix End Host
1

ADSL,FTTH,etc.
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Summary: First step towards IPv6 <« Cwrrcommnicatons

for Enterprises, SMEs

» converting WAN network and WAN routers into
v4/v6 dual stack

for ASPs, Data Centres, and B2B/B2C businesses

» converting WAN network and WAN routers into
v4/v6 dual stack

» introducing NAT4->6 or translator
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What NTT can offer to our customers regarding IPv6? < mTTcommunications

-

[1. Network/ISP services J

» NTT Com global IP backbone can provide IPv6 connectivity now.
-> Some of our ISP, enterprise customers are already using IPv6.

» NTT Singapore local ISP (i-net) will be IPv6-ready soon.

[2. Network/System Integration }

» Needs for IPv6-enabled equipments and kind of IPv4/v6 translator
» Collaboration with NTT group companies and partners

[3. Consultancy }

» Possible needs for kind of consultancy for IPv6 migration based on
NTT's development and experience
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"~ NM'TT Communications
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o

-~ NTTC ommunications
\

Thank you for your attention
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