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Business and Consumer Concerns

Internet Pornography... | heard yOu Were arrasted
for hacking... how did
you pay for the bail?

By using Bill Gates'
credit card details!

THEM 'WHY VT YoU SEUESL oM oS THIS
FICTHY SVTE Too?
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Focus of today’s presentation

m The need for Trust and Confidence

m The Policy and Regulatory
Environment Today

m Industry Consultation
 The next steps
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Trust and Confidence
m Trust and Confidence is essential to EC

m Its intangible but is central to all e-Business success
whether B2C or B2B:

JFraud 12 times more online than offline - Gartner Interactive

(] Fear of Fraud is the #1 reason users decide against making
online purchases - WebAssured Survey

[164% of online consumers are likely to trust a web site even
with a privacy policy - Jupiter Communications

[125% of online orders not fulfilled properly

[1Online fraud could reach $60 billion by 2005 - Meridian
Research

Credit card fraud - it
was easy

E-commerce’s dirty little secret
surfaces after teen-ager

grabs and gives away thousands of
credit card numbers
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" Key Building Blocks of Trust

www.ida.gov.sg Confidential
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Policy & Regulatory

Framework
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~International Regulatory Approaches

Comprehensive

No Regulation Self-Regulation Legislation

Infocomm Regulatory Framework

www.ida.gov.sg Confidential
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Singapore’s Approach: _ _
Safeguarding Society vs Business Innovation

V/\//@@ Ith Econo oMy,
social Cohesiopn

Social Business
Safeguards Innovation
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A Combination of Self-Regulation, Education
& Legislation

P -

Ansnpuj

Singapore Legislation
e.g. ETA, CMA etc.

Internet Code of Practice
Industry Code of Practice

mmerce Code for the Protection of Personal Information

Parents Advisory Group for the Internet
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iDA Establishing a Conducive
Policy Environment

m Electronic Transactions Act Enacted
in July 1998

m Import/use/export controls on
cryptography were lifted

m Removed need for licensing of online
Auctioneers

m Areas of Review:

m Fine tune existing laws -- ETA, CMA, Eﬁgﬂgmy

Copyright Act, etc. .
PyTS drawing board

m Regulatory framework for converging
. viewisg wonling laws and  workd's wost sosmmesee
Infocomm industry e el s, he

m Review fraud and consumer issues ..
New Economy: policies,

laws to be changed
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Other Emerging Concerns
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| Singapore’s Approach:

Harmonising Singapore Laws on
Regional & Global Basis
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Industry Consultation
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Industry Consultation Launched

m Industry

Consultation was . .

- _ ive cents’
|ssu?d (26 Sep - 31 e erce
OCt OO) [ ¥OU hestinge do buy  a@led with onlise: raiess-
m Responses received

from atotal of 48

companies,industry i
associations and SEN AN
individuals " Heres vou chance o vice

CuRB-HEDR

SO M
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Summary of Comments Received

m Respondents were generally supportive of the list of
Initiatives identified;
m Some views from the Industry/Consumers:
[OLow awareness =»Low adoption
[1Recognises absence of some trust services
[Lack of concerted industry efforts/ knowledge& skills

m Suggestions Received.:

[I1Need to raise industry and user awareness on available
services & tools

[I1Need for government support to jumpstart efforts such
as PKI, Trust Marks

[INeed to build up knowledge, skills and expertise through
iIncreased training and international exchanges

[I1Need for clear frameworks/guidelines
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The Next Steps...




DA  Laying a Robust Secured RE R
Environment

[1Adopting a Secure PKI [ Introducing and Proliferating
Use of Risk Assessment and
Profiling Services

A Secured
A Secured Environment

Environment

Confidential
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iDA  Establishing Confidence for E- et
Business

Introducing:

m EC Insurance and
underwriters;

m credit bureau and
escrows providers

Trusted E-
m Alternative Dispute Business
Resolution Environment
SITRAC

Chor primarny abjocuyt - o proveke
i degiphnery eschangs of s
sl infiEmation in chey area of e
Fespdutrae 1y brkong the S rgsgues
Sobord mtc Cours” ciide 1o slber

T O g s e i o Fess il
i e Rpandut e
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Establishing Confidence for E-Business

m Online Escrow Services in Singapore

“There are no specific laws or statutory
regulations in Singapore governing or regulating
escrow activities on the Internet, at present.”




iDA  Building User Confidence —  crowmste tnm

[JAdoption of Trust Mark  []Addressing privacy
Programs CONCerns

Confidential
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EDUCATING AND RASING AWARENESS

m Educational &
Awareness Programmes

®
J_,Jt.

© Festival™
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Conclusions

m Singapore’s Policy Approach

1 Government strategies are targeted at
establishing a conducive regulatory environment
by removing barriers and clarifying marketplace
rules

] Regular reviews to keep our frameworks
updated and in line with international
developments

[1Works closely with the industry to complement
government efforts and directions.
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