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Internet Pornography...
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Focus of today’s presentation

!The need for Trust and Confidence

!The Policy and Regulatory
Environment Today

!Industry Consultation
• The next steps



The Need for Trust and
Confidence
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Trust and Confidence
!Trust and Confidence is essential to EC

!Its intangible but is central to all e-Business success
whether B2C or B2B:

➝ Fraud 12 times more online than offline - Gartner Interactive

➝ Fear of Fraud is the #1 reason users decide against making
online purchases -  WebAssured Survey

➝ 64% of online consumers are likely to trust a web site even
with  a privacy policy - Jupiter Communications

➝ 25% of online orders not fulfilled properly

➝ Online fraud could reach $60 billion by 2005 - Meridian
Research
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A SecuredA Secured
EnvironmentEnvironment

❖❖ Adopting PKIAdopting PKI
❖❖ Use of RiskUse of Risk

Assessment ToolsAssessment Tools
& Profiling& Profiling
ServicesServices

Key Building Blocks of Trust

➊ A Trusted E-A Trusted E-
BusinessBusiness
environmentenvironment

❖❖ EC insuranceEC insurance

❖❖ Credit bureauCredit bureau

❖❖ Escrow ServicesEscrow Services

❖❖ ADRADR

➋

Building UserBuilding User
ConfidenceConfidence

❖❖ Trust MarksTrust Marks

❖❖ PrivacyPrivacy

➌ Educating andEducating and
Raising UserRaising User
AwarenessAwareness

➍



Policy & Regulatory
Framework
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International Regulatory Approaches

  No Regulation Self-Regulation
Comprehensive
Legislation

Infocomm Regulatory Framework



Confidential
© IDA Singapore 2000

www.ida.gov.sg

Singapore’s Approach:
Safeguarding Society vs Business Innovation

Social
Safeguards

Business
Innovation
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Singapore’s Approach:
A Combination of Self-Regulation, Education
& Legislation
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Internet Code of Practice
Industry Code of Practice

Singapore Legislation
e.g. ETA, CMA etc.

E-commerce Code for the Protection of Personal Information

Parents Advisory Group for the Internet
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Establishing a Conducive
Policy Environment

!Electronic Transactions Act Enacted
in July 1998

!Import/use/export controls on
cryptography were lifted

!Removed need for licensing of online
Auctioneers

!Areas of Review:

!Fine tune existing laws -- ETA, CMA,
Copyright Act, etc.

!Regulatory framework for converging
Infocomm industry

!Review fraud and consumer issues
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IPR in the

Online World

Other Emerging Concerns

Universal AccessJurisdiction

Consumer Protection

Internet AddictionRegulation &

Competitio
n

Taxation

Internet Gaming
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Singapore’s Approach:
Harmonising Singapore Laws on
Regional & Global Basis



Industry Consultation
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Industry Consultation Launched

!Industry
Consultation was
issued (26 Sep - 31
Oct ‘00)

!Responses received
from a total of 48
companies,industry
associations and
individuals



Confidential
© IDA Singapore 2000

www.ida.gov.sg

Summary of Comments Received

!Respondents were generally supportive of the list of
initiatives identified;

!Some views from the Industry/Consumers:

❖ Low awareness !Low adoption

❖ Recognises absence of some trust services

❖ Lack of concerted industry efforts/ knowledge& skills

!Suggestions Received:
❖ Need to raise industry and user awareness on available

services & tools

❖ Need for government support to jumpstart efforts such
as PKI, Trust Marks

❖ Need to build up knowledge, skills and expertise through
increased training and international exchanges

❖ Need for clear frameworks/guidelines



The Next Steps…
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A Secured A Secured 
EnvironmentEnvironment

Laying a Robust Secured
Environment

➊ Adopting a Secure PKI

A SecuredA Secured
EnvironmentEnvironment

"" PKI ForumPKI Forum
Singapore willSingapore will
be formedbe formed

"" Conferences/seConferences/se
minars to raiseminars to raise
awarenessawareness

"" Identify & pilotIdentify & pilot
key projectskey projects

""    LowLow
awarenessawareness
"" Need for Inter- Need for Inter-
operabilityoperability
"" Lack of key Lack of key
applicationsapplications

"" Incorporate riskIncorporate risk
assessmentassessment
tools into e-tools into e-
paymentpayment
gatewaysgateways

"" Work withWork with
Industry onIndustry on
studiesstudies

""Lack ofLack of
IndustryIndustry
Awareness andAwareness and
adoptionadoption

➋   Introducing and Proliferating
Use of Risk Assessment and
Profiling Services
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Establishing Confidence for E-
Business

Introducing:

!EC Insurance and
underwriters;

!credit bureau and
escrows providers

!Alternative Dispute
Resolution

"" Absence of ECAbsence of EC
insurers, creditinsurers, credit
bureaus, escrowsbureaus, escrows
etcetc

"" lack of skills,lack of skills,
expertise/expertise/
knowledgeknowledge

"" Identify, facilitate andIdentify, facilitate and
attract such setups inattract such setups in
Singapore.Singapore.

"" Introduce training andIntroduce training and
facilitate internationalfacilitate international
exchanges to increaseexchanges to increase
industry awarenessindustry awareness

"" clarified position forclarified position for
escrowsescrows

Trusted E-
Business

Environment
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Establishing Confidence for E-Business

!Online Escrow Services in Singapore

“There are no specific laws or statutoryThere are no specific laws or statutory
regulations in Singapore governing or regulatingregulations in Singapore governing or regulating
escrow activities on the Internet, at present.”escrow activities on the Internet, at present.”
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Building User Confidence
➊ Adoption of Trust Mark

Programs

"" Lack of anLack of an
effective trusteffective trust
mark programmark program

"" Lack of int’lLack of int’l
cooperationcooperation

"" Low awarenessLow awareness
& adoption& adoption

"" Implement anImplement an
effective trusteffective trust
mark programmemark programme

"" Support theSupport the
industry toindustry to
develop anddevelop and
adopt bestadopt best
practices in thepractices in the
conduct of ECconduct of EC
activitiesactivities

Building UserBuilding User
ConfidenceConfidence

➋ Addressing privacy
concerns

"" InadequateInadequate
protectionprotection
given togiven to
protection ofprotection of
datadata

"" Study on howStudy on how
to addressto address
privacy issuesprivacy issues

"" Urges industryUrges industry
to upholdto uphold
consumer trustconsumer trust
by notby not
misusingmisusing
personalpersonal
information.information.

Building UserBuilding User
ConfidenceConfidence
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EDUCATING AND RASING AWARENESS
!Educational &

Awareness Programmes
"" Lack of userLack of user

knowledge andknowledge and
understandingunderstanding

"" Ease of use ofEase of use of
electronicelectronic
devices anddevices and
InternetInternet

■■   programs/ roadprograms/ road
shows to enableshows to enable
users to beusers to be
comfortable &comfortable &
adept at usingadept at using
technologytechnology
■■  draws the draws the
unconvertedunconverted
people &people &
businessesbusinesses

Raising UserRaising User
AwarenessAwareness
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Conclusions

!Singapore’s Policy Approach
➙ Government strategies are targeted at

establishing a conducive regulatory environment
by removing barriers and clarifying marketplace
rules

➙ Regular reviews to keep our frameworks
updated and in line with international
developments

➙ Works closely with the industry to complement
government efforts and directions.
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