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Shaik Umar
Senior Consultant
Trading & Exchanges, Online Development
Infocomm Development Authority of Singapore
Via Email

Re:  Proposed Framework

Dear Mr Umar:

Thank you for permitting bolero.net the opportunity to comment on the consultation document entitled “A Proposed Framework on Building Trust and Confidence in Electronic Commerce” (the ‘Framework Document’).  As you know, bolero.net is in the business of facilitating international trade through electronic means.  We have viewed the Framework Document mainly from that perspective, and therefore may not fully reflect retail or other viewpoints. 

The following italicised questions are drawn from the Framework Document.  Our response follows each.

1. First Set of Questions

(i) In your view, do you think PKI is essential for secure transactions?  If no, please explain your reasons and state your alternative solutions.

Although we remain open to technological alternatives, security experts have given us to understand that PKI is the best available means of ensuring the authenticity and integrity of electronic information.  We therefore advocate its use in transactions for which information security is important.

(ii) Have you considered implementing a PKI setup for your online business?  If yes, what are your considerations in deciding on a PKI?  If no, what are the factors/obstacles?

We have implemented PKI in the Bolero System.  Details and the rationale for our course are described in the Bolero System Operating Procedures, which have been posted online at http://www.boleroassociation.org/dow_docs.htm.

(iii) In your view, what are the key impediments to PKI adoption?  Can you provide the reason and nature of these impediments?  How could we overcome them?

PKI is technically complex and has significant legal implications.  Although much has been done internationally to resolve the legal issues involving electronic document authentication, some time has been necessary to consider the legal aspects.  A consensus regarding the legal issues has perhaps yet to emerge, since Europe, the United States, and much of Asia appear to have somewhat contrasting views.  Without legal clarity, certifiers have difficulty assessing their risks and understanding their obligations, and the real, legally enforceable benefits of PKI to relying parties and subscribers seem equally unclear.  Functionally, PKI clearly has promise, but fulfilling that promise in the real world will require legal infrastructure that took shape early in Singapore but has taken more time elsewhere.

With the actual business benefits somewhat unclear due to legal uncertainty, participants in e-commerce have hesitated to shoulder the burden of its technical complexity.  The technology has also improved markedly in recent years with the adoption of improved approaches to certificate validity checking (e.g. OCSP) and its proliferation onto the ordinary desktop via Microsoft Windows and related mainstream applications.  However, the complexity of implementing PKI in these applications remains, and can be difficult to justify without a clear, legally enforceable benefit.

In bolero.net, the benefit of PKI is ensured by the Bolero Rulebook and the requirements for accrediting certifiers, which ensure real, legally enforceable benefits to Bolero users.  We have found customers willing to deal with the technical complexity in return for the assurance that legally sound PKI provides in significant commercial transactions.

(iv) What are the potential sectors and projects for PKI adoption?  Are there any impediments to these?  If so, what are these impediments and how should they be addressed?  What roles should the Government play in PKI adoption and promotion?

Clearly, PKI has a role to play in enabling high-value commercial transactions to be conducted securely via the digital communication channels in common use today.  Where the cost/benefit ratio tips against PKI for lower-value transactions presents a difficult issue for users and policy makers to determine.  The Government of Singapore has already taken beneficial steps toward clarifying its laws in relation to PKI and in working toward an international consensus on the legal aspects of PKI, and we would encourage the Government to continue such efforts.

(v) Do you think that a Trust Association of Certification Authorities (TACA) will help promote the adoption of PKI in Singapore?  If yes, what else can be the charter of TACA?  If no, please explain why and suggest alternative measures.

As noted, we welcome international cooperation and consensus-building in relation to PKI and wish TACA every success to that end.

2. Second Set of Questions

(i) Do you agree that risk assessment and profiling will help to lower e-business risk associated with the acceptance of online credit cards?  If yes, are you using/intending to use such services and how does it help you address your e-business risks?  If no, please provide reasons why and suggest alternative or complementary solutions.

The Bolero System does not involve the use of credit cards online, and we therefore have no opinion on those issues.

(ii) How could the Government introduce risk assessment and profiling to the industry, especially the SMEs?

We are not certain what risks the Government takes and would therefore have an interest in assessing and profiling.  We also do not know whether or not a market demand exists for governmentally or privately provided risk assessment and profiling.

(iii) The Government is currently evaluating the setup of an E-Commerce Advisory Council on Trust, with the aim to spearhead development of trust in online businesses and to help both businesses and consumers understand and lower online risks.  Do you think such a Council is useful?  If yes, what other areas should be addressed by the Council?  If no, please explain why and suggest other alternative mechanisms/ measures.

bolero.net is not actually an online business in the sense of an enterprise offering goods or services online.  Rather, we offer a means of conducting international trade transactions online and in a secure manner.  We hope that the Government will keep bolero.net informed of the progress and outcomes of the Council, but bolero.net seems not to fit within the group that it is intended to serve.

3. Third Set of Questions (Insurance)

bolero.net is already insured, and is not the sort of business that you have in mind for these questions.  The questions therefore do not seem to relate to us.

4. Fourth Set of Questions (Credit Card Transaction Escrow)

bolero.net does not involve the use of credit cards and does not serve consumers, so we could not offer an answer to these questions from a suitable perspective.

5. Fifth Set of Questions (Credit Bureau)

(i) Are you currently using or intending to use such credit bureau services?  If no, please provide reasons why and suggest alternative solutions.

bolero.net currently does not use or intend to use credit bureaus.  Most of our customers are large, Fortune-500 companies in sound financial condition, and enhancement of the credit extended our customers is a relatively low priority.

(ii) What do you think are the possible impediments or considerations in engaging the services of a commercial credit bureau?  (For example, cost of service subscription, information integrity, etc.)

We see no great impediments, but simply are not very interested in the prospect due to lack of a perceived need.

(iii) What are your views about the setup of a credit bureau in Singapore?  What do you think should be the role(s) of the Government in this credit bureau.

We have no opinion on these issues.

6. Sixth Set of Questions (ADR)

(i) The Government is currently driving the alternative dispute resolution mechanisms.  Do you think the industry should play a role here?  If yes, what would be the role of the industry and suggest how this could be done.  If no, please explain the reasons.

bolero.net is interested in alternative dispute resolution, but currently have no plans to use it.  We hope that the Government will keep us informed of what becomes available.

(ii) What other alternative dispute resolution mechanisms should be put in place in Singapore?

We have no opinion on this issue.

7. Seventh Set of Questions (Trust Marks)

bolero.net is not a consumer and does not deal with consumers or online merchants.  We are sort of firm that your questions assume, and an answer would not be representative of the sort of information you are seeking.

8. Eighth Set of Questions (Privacy)

bolero.net also has no opinion about privacy in a business-to-consumer context, because we do not operate or have any experience in that context.

9. Ninth Set of Questions (Educational Programs)

bolero.net is not primarily active in the small-business or consumer areas of business, so we are not in a position to have an opinion about informative programs for those audiences.  However, we recognise and applaud such efforts and their effect in creating a competent and online-literate work force for industry.

As noted, in some instances we are not the respondent assumed by your questions, and perhaps we would risk skewing the results by answering from our very different perspective.  We nevertheless wish the Government well in its efforts to foster e-commerce for consumers and online merchants.






Very truly yours,






Alan Asay





Senior Counsel
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