Dear Sirs,

I attach below my responses to the IDA Proposed Framework on Building Trust & Confidence in E-Commerce (Consultation Paper 26 September 00). An excellent initiative, and I was grateful to be asked to provide some responses in this regard.

In serial, I reply to your Consultation Paper:

A.
Establishing a Secure E-Commerce Environment:

1. A Secure Public Key Infrastructure (PKI) or a private version, such as keys, tokens, or card reader style encryption devices are essential for the secure E-Commerce environment. These could be privately run, enabling government funds to be spent on other larger infrastructure areas or educating population on E-Commerce benefits. Often the private sector if supported and directed well, can produce much faster than the public sector, and with the public sector stamp of approval (or further certification) will be accepted by the market quickly and efficiently.

2. Yes, we have considered some type of encryption devices for our secure loan trading exchange platform, but felt that there was NOT a sufficiently robust or universal platform or device in which we should invest – thus stay with password encrypted 128 bit site, for our secure information-based transactions. If there were a universal standard, acceptable across the major trading nations such as USA, UK, Europe (EC), then we would have considered using – needs to be easily implementable, transportable, very low cost for users, and not cumbersome in technology interfaces or implementation

3. See 1. and 2. above. 

4. Key Potential sectors include: all B2C platforms, that require a type of payment for the goods or services sold or transferred; B2B platforms that also buy/sell goods and services; information sites, that seek to satisfy public demand for “quality” information providers; any relationship driven site where you need to know or qualify your counterparty before you conclude a ‘transaction’; even Bank to Bank style transactions such as credit information; loan trading; document transfers; payments. Impediments to these potential sectors include confidence, risk assessment, universal monitoring and certification, and mutually integrous recognition or acceptance – which can be resolved mostly, through the establishment of Trust Associations for Certification Authorities or TACA, as you have mentioned in 3.3 already. The government can be instrumental by providing the framework both regulatory and infrastructure, that enables private enterprise to participate and succeed, plus establish high level G2G information channels with other like minded countries to further push the development of similar standards associations in their countries. 


5.
Yes, a TACA will definitely help to assist, as long as it is seen as maintaining a neutral and professional viewpoint (i.e., has enough money to stay alive, and sufficient professionals to ensure high standards are established and maintained. If some external “audit” type agency could provide the international levelling and constituency of standards set and sought (similar to SGI style export certifications of goods and documents), then it will be successful. Government must NOT be seen as the driving force, but rather the facilitating and supporting style, with private sectors and public sectors working together to define the standards, and enforcement policies. Both TACA and PKI need to be developed together to ensure one complements the other, as well as fulfilled the needs of other international agencies or country requirements as well. That way in the broadest sense an international committee of standards should be established to ensure high quality standards set, and maintained consistently.

B.
Risk Assessment & Profiling

1. Yes, we think that profiling and risk assessment will definitely lower associated risks – however we do NOT use on line credit card transactions in our business.

2. Government could make a valuable database of own statistics to enhance the risk profile of the models and offer fact-based evidence of default or fraudulent transactions. For SMEs, particular profiles or ‘buckets’ can be used to simplify the models, giving SME opportunities to select those ‘buckets; they choose to deal with and to exclude those ‘buckets’ they feel are too risky for their business.


3.
For a council to be effective, it must be timely, accurate and forward-looking – if your council is that, then it will be helpful. Suggest their main role is to certify or confirm the risk assessments for SMEs or other users, based on industry criteria and accepted international findings (e.g., VISA has a setoff international criteria that it uses across multi jurisdictions and finds useful although certain modifications are always required in high end or low end communities – to be expected. Try not to overlap too much with the Trust Marks, and the Credit Bureau being developed as well, as confusion would occur. Perhaps define which is appropriate for which sized business, or from what platform each is better suited, e.g., trust marks for pure online transactions; credit bureau when on-off line transactions initiated from web, but settled using third party settlement or payment systems, and trust council on Singapore domestic users only (within jurisdiction of government).


C.
E-Insurance & Underwriters

1. While we are not intending to insure as we are not an E-commerce platform per say. However, as we run a 128 bit encrypted site, we will carry some general insurance for business risks, etc.

2. Government can help to make costs low through standards system allowing participants that qualify or complete certain standards, a reduced premium and better services features. 


3.
Top tier International firms, NOT local ones, unless aligned with international insurance or re-insurance firms. Risks too high on line, to have to rely on the local government to police the insurance industry, which in the past had had problems with payments and claims.


D.
Escrow Services:

1. For the common B2C or C2C portals, YES escrow is a very valuable service provided by the private sector not government. They add trust and confidence but also add costs. Thus for items less than $20 suggest not bothering with escrow, while those above $1,000 should definitely have them, IN between, is a commercial decisions, where risk might be acceptable by the buying party.


2.
Institutions beside third party providers could include banks, finance companies, government post offices, courier services, armoured car companies (CISCO) or others. In addition, pick up or drop off centres could be utilised to cover similar needs – i.e., drop off goods to community centre or post office, then seller puts cash or cheque in, or swipes credit card, and after payments are cleared, picks up goods –although inspection can be made prior to payment to ensure correct quality and colour and size, etc. Use the banking system, already an inbuilt trust system, effectively, prior to electronic payments.


E.
Credit Bureau Services

1. Yes, we use a rating service (specific to our customer base, either Moody’s, S&P’s, or other), and have a GREAT need for such service for users on our site. If a client is un-rated we have a double-blind email system that allows both Buyer (potential) and Seller to communicate and assure themselves that they can clear the transaction through acceptable counter-party means. If not, they need to agree on how, or cease the transaction. With a credit bureau, for individuals as well as companies, there will be at least a single measure of payment risk acceptability available for users.


2.
Impediments include the cost to measure everyone on your site, or worse requiring that each one must get certified. For the service, cost of subscription should be quite low for light users (almost free!) whereas the more frequent user should be willing to pay per view. High volume users should expect a subscription for unlimited usage (similar to broadband access). Giving away for free to infrequent users reinforces the benefit overall, and gets more users utilising the system, thus lowering the per unit cost -- No extra cost to provide (as revenue is built on subscription fees at various user levels).


3.
A credit bureau in Singapore is an excellent idea, however the government should work hard to ensure privacy of individual information, and use of the credit bureau reports – also each user should be able to access their own report to see what is listed there, and understand what they need to do to improve their credit rating. Governments can interact with banks or card companies (where most payment data originates) to ensure fact based and “accurate”. Private third party should update database frequently, so government can act as watchdog, or supervisor of info/data capture and use.


F.
Alternative Dispute Resolution

1. Alternative dispute resolution should be similar to the international letters of credit disputes (ICC standards) or similar arbitration boards, with little or no government interference, after establishing the framework and getting public input on style and use. Too many industry players have different agendas for them to provide useful input, unless you can set up sub sets that assist the credit card industry, or the B2C Internet space, or the procurement B2B areas, or the C2C space with all these auctions going on.


2.
Couldn’t the international arbitration board be used to assist as alternate dispute response boards?


G.
Trust Marks

1. Trust marks are excellent as long as not too costly to obtain and maintain. Remember the ISO 9000 etc. marks cost each company a lot to obtain, a lot to maintain and their value after receiving, is minimal. Trust marks are like a “good housekeeping seal of approval” which gives consumers confidence to use. In North America there are Consumer Standards Associations that cover voltage, household goods, appliances, etc. to ensure they pass a certain minimum safety and utility standard – think along similar lines for a website or product range, without getting too detailed in scope or criteria. 


2.
Increase public education about the standards and how these were developed, then prove their worth or benefits, by actions, seminars or public displays in cyber malls, or government sponsored events. Develop awards for best in breed, or highest success rate, or others that will both educate public and provide additional confidence for them to use the Internet more for even everyday transactions, without fear or loss of money or privacy.


H.
Privacy

1. That depends, as in some cases yes, too much is being done to “protect”  the consumer, which sometimes hampers commerce; whereas in other cases too loose protection causes significant losses in consumer protection or severe reduction. Again a consumer rights Board of Standards would be the best forum to discuss and reinforce. Similar to a Better Business Bureau (BBB) where consumers can complain and then sanctions levied or enforced, similar to your existing Tourism Board that approves shops, you could develop something similar for the Internet.

2. Suggest that user be allowed to toggle on or off from a menu of choices, based on your consumer rights advocates, global best practices, and business information concerns. That way the power of choice is in the hands of the consumer who is affected, not with a legislative body who may/may not know what is best for all.

5. Again, a consumer rights lobby or cross-populated team of government, private, business and consumer rights representatives should be able to thrash that out effectively, then give the consumer the final choice.


6.
Establish framework, initiate policy development, support inclusions as far reaching as possible, then step out of the way for private enterprise to execute on each site. Also provide a resolution or feedback route or loop so disgruntled consumers can also have their say, and improvements can be suggested over periods of time.


I.
Education

1. If you segregate too much, the overall impact of E-Commerce might be lost. Rather set one framework and demonstrate often during various public events and displays i.e., each time anything internet or E-commerce occurs have information kits supported by advertising launches and public event booths or info distribution. Insert in all government flyers or notices, banners on all government websites, better click through to pop up and advise when transaction business on non-secure sites of dangers, etc.


2.
Provide funding to enable greater participations, then support enforcement of regulations framework and publish results.

All in all, you have developed a very comprehensive program that is very appropriate at this time. I applaud the efforts and offer assistance if you need further private sector involvement or support to test your issues. Please email me with how I could assist further.

Best regards, 

Jamieson Bryan

Managing director

debtdomain pte. ltd.

jamieson@debtdomain.com
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