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ESTABLISHING A SECURE E-COMMERCE ENVIRONMENT

Initiative: Adopting a Secure Public Key Infrastructure

Questions:

(i) In your view, do you think PKI is essential for secure transactions? If no, please explain your reasons and state your alternative solutions.

Based on our knowledge in the development of e-commerce security, we do share the view that PKI is currently the most comprehensive solution available for ensuring a secure e-commerce transaction. However, whether it is essential will very much depend on the nature of the transaction and therefore, the corresponding level of security required. 

Most off-line transactions in the world have occurred in the absence of either one or two, if not all, of the key elements of security identified in the consultation paper (such as authentication, non-repudiation, confidentiality and integrity). Many retail transactions have occurred on cash term and instant delivery with both buyer and seller not knowing each other thus removing the need for authentication and there is no issue of non-repudiation. 

In the case of e-commerce, an online transaction can still be secured in the absence of PKI. A purchase of a book/report in portable document format (PDF) that can be delivered instantaneously online and a corresponding payment through credit card with SET plus payment gateway is sufficiently secured. As such, PKI is not “essential”. There could be alternatives utilizing combination of encryption technologies, payment gateways, credit card services, and other mechanisms. 

(ii) Have you considered implementing a PKI setup for your online business? If yes, what are your considerations in deciding on PKI? If no, what are the factors/obstacles?

Being a boutique corporate finance house focusing on the technology sector, we offer our clients corporate finance advisory services such as bringing companies to IPO, private and public equity funding, and merger and acquisitions advisory. Our services are not delivered online. 

Though we are not conducting any online business ourselves, we do have clients who are engaged in online businesses. Most of them have not considered PKI as part of their business development. We attribute this phenomenon primarily to the lack of promoters to this solution in Asia and thus a lack of understanding on the working of PKI.

Presently, we have not heard of any Certification Authorities presence in Asia. Neither have we come across any PKI solution providers that are marketing the service.

(iii) In your view, what are the key impediments to PKI adoption? Can you provide the reason and nature of these impediments? How could we overcome them?

The complexity of PKI system, involving various parties (Certification Authorities, hardware providers, software providers, etc), makes it difficult for potential users to even consider adopting PKI. The evolving nature of the Internet technologies has also made it difficult for potential users to adopt a solution that requires substantial initial investment. 

It is not only an issue of demand that is impeding the adoption of PKI, it is also an issue of supply. As mentioned earlier, we have not come across any serious promoter of PKI in Asia. The shortage of Internet security consultants, who can provide total security solution liaising with multiple vendors, has led to the question on the “availability” of PKI solution to the Asian online business. 

One possible action to overcome these impediments is to initiate the adoption of PKI through public services. The government can kick-start the adoption of PKI with the issuance of digital certificates to citizens as an online identification card, and thus instantly put in place the basic infrastructure for PKI solution. A government administered Certification Authority can be a start to promote the adoption of PKI.

(iv) What are the key potential sectors and projects for PKI adoption? Are there any impediments to these? If so, what are these impediments and how should they be addressed? What roles should the Government play in PKI adoption and promotion?

Other than the public sector, we believe that the online banking sector is most suitable for the initial adoption of PKI. The business nature of banking, dealing with “money” and having security as the utmost concern, makes it a key potential target for the adoption of PKI. 

The major impediment in this situation would be cost. In this case, the government can offer subsidy or grant through the banks. The banks can roll out their online banking services with the issuance of digital certificates to all their account holders with the necessary hardware installation where the cost can be subsidized by the government. 

(v) Do you think that a Trust Association for Certification Authorities (TACA) will help promote the adoption of PKI in Singapore? If yes, what else can be the charter of TACA? If no, please explain why and suggest alternative measures.

The answer will very much depends on how the adoption of PKI will evolve in Singapore. In the event that there will only be one Certification Authority in Singapore, it will not be necessary to have the Trust Association.

Initiative: Risk Assessment and Profiling

(i) Do you agree that risk assessment and profiling will help to lower e-business risk associated with the acceptance of online credit cards? If yes, are you using/intending to use such services and how does it help you address your e-business risks? If no, please provide reasons why and suggest alternative or other complimentary solutions.

We do agree that in general risk assessment and profiling should help to lower risk associated with the acceptance of online credit cards. 

(ii) How could the Government introduce risk assessment and profiling to the industry, especially the SMEs?

The Government, with the various statutory boards, such as the Economic Development Board (EDB) and Trade Development Board (TDB), have the necessary database to established a framework for risk assessment and profiling on every sector in the economy.

(iii) The Government is currently evaluating the set up of an E-commerce Advisory Council on Trust, with the aim to spearhead the development of trust in online businesses and to help both businesses and consumers understand and lower online risks. Do you think such a Council is useful? If yes, what other areas should be addressed by the Council? If no, please explain why and suggest other alternative mechanism/measures.

Yes. The Advisory Council can be a useful information source (to start with) as well as a coordinator to the various entities needed in building the mechanism of trust online.

BUILDING CONFIDENCE IN E-BUSINESSES

Initiative: Introducing EC Insurance and Underwriters

(i) Are you already/intending to insure your online business? If yes, please indicate how such EC policies are meeting your needs. If no, please explain the reasons why.

We are presently not conducting any online business. As such, we have not considered any plans to insure our business.

(ii) What roles can and should the Government play in helping e-merchants towards insuring their online businesses?

If insuring online business is deemed to have a positive effect on the development of trust in EC, the Government can consider offering fiscal and financial incentives to encourage the e-merchants and the insurance sector to seriously develop this new area of insurance industry..

(iii) What are the suitable parties to offer such EC insurance policies?

We would think that the traditional insurance companies are in a better position to offer such EC insurance policies, leveraging from their off-line underwriting experience.
Initiative: Escrow Services

(i) What are your views on escrow services? Do you think they can help address the issue on trust and confidence in EC?

Escrow services is definitely one very feasible solution that can help address the issue on trust and confidence in EC provided that a trusted party offers them. The key is obviously establishing a trusted escrow service provider.
(ii) What are the parties that should provide escrow services in Singapore?

Banks, with their financial strength and payment facilities are ideal candidates to provide escrow services in Singapore.

(iii) Apart from escrow services, can you suggest alternative ways, by which such trusts and assurances in payments can be addressed?

Similar to escrow services, the trade financing mechanism such letter of credit (web-enabled LC?) is another alternative that to address the issue of trust and assurance in payment.

Initiative: Introducing Credit Bureau Services

(i) Are you currently using or intending to use such credit bureau services? If no, please provide reasons why and suggest alternative solutions.

Our business does not necessitate the use of such credit bureau services.
(ii) What do you think are the possible impediments or considerations in engaging the services of a commercial credit bureau? (For example, cost of service subscription, information integrity, etc.).

Besides cost consideration, the Asian business practice, which often lack the culture of disclosure to third party credit bureau is possibly a major impediment to the take off of credit bureau services in Asia.

(iii) What are your views about the set up of a credit bureau in Singapore? What do you think should be the role(s) of the Government in this credit bureau?

We welcome the setting up of such credit bureau in Singapore as it will greatly reduce business risk and significantly enhance efficiency in assessing such risk. The failure to establish such credit bureau in the past can be attributed to the unwillingness among banks to divulge their clients’ information for the reason of bank secrecy act. In view of this, the government can play the role of “guardian” to such central database to avoid the issue. 
Initiative: Alternative Dispute Resolution Mechanisms

(i) The Government is currently driving the alternative dispute resolution mechanisms. Do you think the industry should play a role here? If yes, what would be the role of the industry and suggest how this could be done? If no, please explain the reasons.

The Government is still consider the only party that could ensure the objectivity and neutrality needed in resolving a dispute. It is difficult for any single industry entity to have a credible role in such dispute resolution mechanism due to perceived lack of neutrality.

(ii) What other alternative dispute resolution mechanisms should be put in place in Singapore?

Singapore may not be ready at this juncture to have alternative to its judicial system. 

BUILDING USER CONFIDENCE IN EC TRANSACTIONS

Initiative: Trust Marks

(i) What is your view on accrediting e-merchants through the use of trust marks? Do you think this will help to instill consumer confidence in EC transactions? If no, please explain why and suggest alternative solutions?

It should help in boosting consumer confidence to have a trust mark accredited to a trusted e-merchant. However, as in the case of Certification Authority, the trust will then lies on the independent third party providing the accreditation service. It will still be a challenge to establish such trust in the accreditation service providers. Nevertheless, it is a positive step forward, in which a lesser number of trusted accreditation service provider could be established to lend its trust to a larger number of e-merchants.

(ii) What are some initiatives that the Government and the industry can develop to help instill greater consumer confidence in order to spur demand for online transactions?

The single most effective initiative that the Government could take to instill consumer confidence is to lend its trustworthiness. Trust marks administered by the Government will be a great endorsement to e-commerce sites. 

Initiative: Privacy

(i) In your view, do you think our businesses are doing enough to protect consumer privacy? If not, is this impeding the adoption of business-to-consumer e-commerce?

The awareness of privacy issue is just beginning in Asia. We do not think that most online businesses have put in place a privacy policy to safeguard the interest of consumer. To the contrary, many have in fact abused the privy information revealed by its customers when they registered themselves. Eager to create value out of their e-commerce initiatives, many business-to-consumer sites have gone beyond selling their advertising space based on page views and selling consumer profiles and e-mail addresses to third party. This catching the attention of consumer is increasingly impeding the adoption of b2c e-commerce.

(ii) What are the key privacy principles that businesses should adhere to in order to safeguard consumer privacy? Should compliance with these rules be on a voluntary or mandatory basis, and why?

While consumers generally accept the need to divulge certain information about them when registering onto certain online services, the major concern is the “secondary use” of those information released. The secondary use of personal information has often led to unsolicited e-mails or responses and these have increasingly alarmed consumers on the possibility of that information falling into unauthorized third parties.

As such, the key principles that businesses should adhere to in order to safeguard consumer privacy is to respect the consumer rights to decide on their own on who should be allowed to use the information which they release to.

It is difficult to make a stand at this juncture whether compliance on a mandatory basis enforced through government regulation is the answer. The Internet technology is still evolving, as well as the social relationships as impacted by the Internet technology. Therefore, keeping the option open will be more viable at the moment.

(iii) In your view, what framework can be developed to foster the development of effective privacy protection while still allowing e-commerce to thrive?

In an article in Redherring.com, an author has suggested a combination of industry self-regulation, government nudging, and consumer monitoring as a possible solution for providing a degree of information privacy in the Internet era. Industry self-regulation can start with the establishment of certain code of practice. Government can further enhance the existing law on privacy to make it relevant to the cyberspace. While development in technology should lead the way to help consumers monitor the information which they release.

(iv) What roles should the government and industry play in the implementation of a privacy regime in Singapore?

As mentioned earlier, government can further enhanced existing law on privacy for it to be applicable to the cyberspace. The industry should aim to establish certain code of practice.

EDUCATING AND INCREASING AWARENESS OF THE BENEFITS OF E-COMMERCE

(I) Can you suggest how the above programs can be further expanded?

We believe with the existing programs, the Government had achieved a remarkable success in creating a basic awareness to the arrival of the Internet era. The message is very clear that the Internet will be the future. Continuing these programs will sustain this view and continuously provide information about the development of these evolving technologies. 

(II) What are other programs that can be adopted to further raise the level of EC adoption among users and businesses?

The transformation of the social fabric and economic structure is often a gradual process which involves a change in lifestyle (the relative amount of time individuals spent on various activities), and a change in skill sets (of which individuals earn a living).

Such changes (socially and economically) often occurred over different generations, as they are being brought up totally accustomed to new lifestyles and skill sets. Though changes have been brought upon us through the Internet revolution, the habitual behavior is not one that could be replaced completely over a short period of time. Change is a brutal force, which could torment a 40 years old adult needing to go through a skills redevelopment program for him to stay relevant in the work place.

In view of these, besides programs which aim to educate and increase awareness of the benefits of e-commerce, there should be corresponding programs which will elevate fear of individuals being made irrelevant by the advent of the Internet technology.

