Specific Feedback from HSBC

Questions on PKI

1. In your view, do you think PKI is essential for secure transactions? If no, please explain your reasons and state alternative solutions.

2. Have you considered implementing a PKI set-up for your online business? If yes, what are your considerations in deciding on PKI? If no, what are the factors/obstacles?

3. In your view, what are the key impediments to PKI adoption? Can you provide the reason and nature of these impediments? How could we overcome them?

4. What are the key potential sectors and projects for PKI adoption? Are there any impediments to these? If so, what are these impediments and how should they be addressed? What roles should the Government play in PKI adoption and promotion?

5. Do you think that a Trust Association for Certification Authorities (TACA) will help promote the adoption of PKI in Singapore? If yes, what else can be the charter of TACA? If no, please explain why and suggest alternative measures.

Replies

6. Yes.

7. PKI will be essential for conducting online businesses because it provides authentication, data integrity and confidentiality through encryption. The greatest obstacle is interoperability and global acceptance of its usage.   

8. Key impediments are:

a. The lack of forced applications for PKI.

b. Certificate Authorities with global cross-certifications capabilities are not fully established.

c. Cost of implementing a PKI set-up.

d. Lack of interoperable standard that will allow PKI’s operation across a variety of hardware and software without concern for incompatibilities.

e. The lack of a Globally accepted PKI.

f. Chicken and egg issue. Online businesses await a globally accepted PKI, While PKI’s need critical mass of users to be useful and commercially viable.  

E-commerce is a new frontier where rules are still evolving. To overcome these impediments, IDA may consider a two-prong approach:

Firstly, to implement a local PKI infrastructure while ensuring that any standard and structure established can be globally integrated. Lowering the cost of implementation and education to gain wide acceptance quickly.    

Secondly, lead a global governmental initiative to establish a PKI that may be widely accepted. 

9. Key potential sectors are online Business Banking, B2B marketplaces and Government to Business.

Starting from a local approach, establishing a forced application of PKI will be key to speed up adoption and promotion by the Government. For example, incorporating digital certificates as part of the ROC requirements for online filing of returns, application for customs and port services in a time-bound manner. Such processes will need strong governmental initiatives to develop coupled with a nation-wide educational campaign.

Translation of established legal framework to cater for online transactions would also be fundamental to encourage adoption of PKI.    

10. TACA will help to promote PKI in Singapore, however, it should be a subset of the Government’s campaign to ensure that any standards proposed and adopted are objective and free from any certification authorities’ private agenda. It will work as a good platform for the private sector to provide constant feedback. 

Questions on Credit Risk Profiling

11. Do you agree that risk assessment and profiling will help to lower e-business risk associated with the acceptance of online credit cards? If yes, are you using/intending to use such services and how does it help you address your e-business risks? If no, please provide reasons why and suggest alternative or other complimentary solutions.

12. How could the Government introduce risk assessment and profiling to the industry, especially SMEs?

13. The Government is currently evaluating the set up of an E-Commerce Advisory Council on Trust, with the aim to spearhead the development of trust in online businesses and help both businesses and consumers understand and lower online risks. Do you think such a Council is useful? If yes, what other areas should be addressed by the Council? If no, please explain why and suggest other alternative mechanisms/measures.

Replies 

14. Yes, the use of established risk assessment and profiling agencies will enable Banks to consider differentiated pricing for e-merchants. 
 

15. Introduction of a CaseTrust equivalent for SME will help determine risk for SMEs. However, SMEs are not required to make their financial information public, integrity of information is an issue.

16. Yes, such a council will be useful. The Advisory Council must participate in developing the Legal framework which is key to establishing trust in online businesses.   

Questions on Insuring E-Commerce Risks.

17. Are you already/intending to insure your online business? If yes, please indicate how such E-commerce policies are meeting your needs. If no, please explain the reasons why.

18. What roles can and should the Government play in helping e-merchants towards insuring their online businesses?

19. What are the suitable parties to offer such e-commerce insurance policies?

Replies

20. Businesses online should consider insuring risks associated with their transaction conducted online. The need for insurance companies to offer coverage at reasonable premiums will help meet businesses requirements for such insurance

21. The Governments role should be focussed on establishing a) PKI infrastructure to provide non-repudiations, b) Legal frameworks and c) educating best practices. E-merchants' will insure their online businesses if they need to manage the risk.  

22. Commercial insurance companies should be given free play to offer e-commerce-related policies. A subsidiary of AIG is known to have offered such policies in Singapore. In terms of credit insurance, ECICS may be in a good position to offer such insurance policy.

Questions on Escrow Services

23. What are your views on escrow services? Do you think they can help address the issue on trust and confidence in e-commerce?

24. What are the parties that should provide escrow services in Singapore?

25. Apart from escrow services, can you suggest alternative ways, by which such trust and assurances in payments can be addressed? 

Replies

26. Escrow services are useful for reducing transactional risks for both buyers and sellers for small ticket items. The availability of such services will help in building trust for transactions conducted online. B2C and SME B2B applications may be suitable.

27. Any trusted parties e.g.: post office, courier service providers, convenience stores chain. Banks governed by a defined set of rules and Legal guidelines may provide Escrow services for B2C and SME B2B transactions.

28. The traditional use of documentation via Banks remains the preferred means of handling trades online.

Questions on Credit Bureau

29. Are you currently using or intending to use such credit bureau services? If no, please provide reasons why and suggest alternative solutions.

30. What do you think are the possible impediments or considerations in engaging the services of a commercial credit bureau? (for e.g.: cost of service subscription, information integrity, etc)

31. What are your views about the set up of a credit bureau in Singapore? What do you think should be the role(s) of the Government in this credit bureau?

Replies

32. Banks are using information from ROC, due diligence visits, manual checks, internal systems and Datapro services to assess credibility of businesses and individuals. There are no credible credit bureau services in Singapore.

33. Information integrity is the key impediments to using such service.

34. In the absence of PKI infrastructure for individuals, a credit bureau may be useful to promote B2C business. By using credit bureau services, credit card companies and banks can manage exposure and verify identification of new applicants online. The service may also be useful for B2B SMEs to assess online trading partners. 

Dispute Resolution

35. The Government is currently driving the alternative dispute resolution mechanisms. Do you think the industry should play a role here? If yes, what would be the role of the industry and suggest how this could be done? If no, please explain the reasons.

36. What other alternative dispute resolution mechanisms should be put in place in Singapore?

Replies

37. Yes, the industry can help to provide feedback to establish the Legal framework and foundation rule book for online transactions. Constant feedback will ensure that rules are keep current.

38. The Subordinate Courts launch of e@dr to offer dispute resolutions through the internet, Singapore Mediation Centre and Singapore International Arbitration Centre are mechanisms that will support of dispute arising from online transactions. The possibility of a clear set of Legal guidelines or rulebook will help establish some framework for doing business on the internet and reduce such disputes, thus reduce the need for such resolution mechanisms.

Questions on Trust Marks

39. What is your view on accrediting e-merchants through the use of trusts marks? Do you think this will help to instil consumer confidence in e-commerce transactions? If no, please explain why and suggest alternative solutions?

40. What are some initiatives that the Government and the industry can develop to help instil greater consumer confidence in order to spur demand for online transactions?

Replies 

41. It will help build consumer confidence and encourage growth of B2C e-commerce. However, the CaseTrust accreditation scheme supporting good business practices among online retailers that is already in place needs more public education to be effective.

42. Public education is key. 

Questions on Privacy

43. In your view, do you think our businesses are doing enough to protect consumer privacy? If not, is this impeding the adoption of B2C e-commerce?

44. What are the key privacy principles that businesses should adhere to in order to safeguard consumer privacy? Should compliance with these rules be on a voluntary or mandatory basis, and why?

45. In your view, what framework can be developed to foster the development of effective privacy protection while still allowing e-commerce to thrive?

46. What roles should the government and industry play in the implementation of a privacy regime in Singapore?

Replies

47. Banks are required by Banking regulations to protect consumer privacy. Businesses have no   equivalent regulation that applies to consumer information. No, our businesses are not and they do sell customer information to direct marketers.  However, it is not a crucial issue impeding the adoption of B2C business.

48. The public needs to be educated more on their rights to privacy before such privacy principles become meaningful. The consumers need tools to assess their exposure independently. Although privacy principles can be enforced on businesses, adopting a global standard will ensure that businesses are not handicapped by such privacy principles.

49. International best practices should be reviewed for relevance before establishing any framework for Singapore.

50. The Government can facilitate in the study of International best practices and organise a forum to develop a regime suitable for Singapore including inputs of businesses in Singapore.

Questions on Becoming an E-island

51. Can you suggest how the above programs can be further expanded?

52. What are other programs that can adopted to further raise the level of e-commerce adoption among users and businesses?

Replies

53. The Government has done sufficiently to promote e-living. If language is not a barrier, strong effort should be made to encourage older users aged above 45 – 60 to go onto the web. 
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