Hello Ching Ching,

Sorry for the delay, but I have been too busy to consider this.  I have

place some quick thoughts in the document attached.  I am sorry they do not

really follow the questions in the consultation paper but better get

something then nothing at all.

Most are not official responses from ipin but my personal experience given

my six and half years of experience online and my lifetime experience as a

consumer.

If you require clarification please do not hesitate to contact me.

Regards,

Tom

============================================

Thomas Panagos

Business Liaison Manager

iPIN

50 Raffles Place

#38-04 Singapore Land Tower

Singapore 048623

I believe that the government should encourage the use of EC by staying out of it.  Private industry should manage themselves and not be bogged down with too much unnecessary regulations.  Consumers will speak for themselves in who they want to do business with and it is up to the online businesses to provide a buying experience that is easy to use, private, and secure.  If not then consumers will go somewhere else.

From my understanding most eCommerce transactions are not completed due to both a perceived feeling that the means is not secure and that the time it takes to transact is too long.  In actuality, the amount of credit fraud online is not extreme.  The perception is that it is high.   People provide their credit card to wait staff at restaurants, all the time, that walk away with it and use it in a fraudulent way. They leave a tab open in bars with a credit they do not see for hours.   People have been providing credit card info over the phone for mail orders for years.  What is so insecure about giving credit card info online with a secure connection (e.g. SSL)?

The ease of transaction has prevented me from purchasing online many times.  In some sites the amount of information required is overwhelming.  I understand that they want to collect demographic info for marketing purposes and address, email and telephone info for solicitation but when someone walks into a store and buys something with cash it is anonymous.  So why should I need to tell my life story to a e-merchant just to buy something.  That is invasion of privacy.  For example to buy a digital item that I will download, I recently needed to register with my name, address, telephone number, email address and other personal items.  If I paid by credit card they would have my name, but since I was downloading the item they did not have to delivery it to me so why need my address?  If I had questions I could send an email so why do they need my telephone number?   I decided not to buy the item and they lost the sale due to the REQUIRED info needed.

There are means of purchasing items online without a credit card and without providing any information to the e-merchant (e.g. www.ipin.com).  This would not require PKI and would allow for secure, private transactions.  I do not think that eCommerce needs PKI.  Other transfer of information might.  SSL is good enough for most transactions.  

As for reducing risk, alternative payment solutions allowing for direct debiting are available.  Once the purchase is made the direct debit occurs similar to a NETS payment.  This is guarantee of payment.  If you are offer credit other than credit cards then a risk assessment should be arranged but the government should not offer this.  If this is required the market will yield a solution.

While attending the industry dialogue I did not hear mention the realization that Singapore is a VERY small market with unique characteristics.  Local merchants looking to go online and capture enough local volume to make a business might not be possible.  E-Merchants need to consider regional or global commerce.  Singaporeans are not rushing to the internet to buy due to lack of selection and lack of need.  60% of purchases online are from merchant based in the U.S., why?  because they cannot get the items here.  Americans are more willing to pay for convenience so online services are more prevalent there.  In Singapore, people are willing to waste hours standing on queue to save a few dollars.  Singaporeans past time is shopping so they do not want to give that up by paying for a convenience of someone delivering items to their door. 

Consider the market (the big picture) versus the issues of how to spur growth in ecommerce.  

As for credit bureau and escrow services, I think they are needed.  But to what scale I am not sure. I do think the only involvement for the government is in regulating to protect the consumer but that is all.  

I do not think trust marks will help.  Confidence with a merchant is built by reputation not trust marks.   Providing selection (choice), good value, good customer service, privacy, and a secure means of payment will bring people to buy and return again.

The government needs to provide a free market and encourage growth through providing the means for companies to provide the best of class service with good infrastructure, low interference in business, and allowing for competition.  All of which Singapore is doing of starting to do.  

I apologize for the lack of an organized response and not answering your specific questions but my time has been very limited to work on this and I thought to give you this instead of nothing at all.  If you have specific questions given my above thoughts do let me know.  

