Comments on a Proposed Framework on Building Trust and Confidence in Electronic Commerce

1. Four key elements were raised in Para 3.2 as the rationale for investing in PKI – authentication, non-repudiation, confidentiality and integrity.  Let me address these in turn.

2. Certification authorities and a centralised authentication service has its greatest value when introducing two parties who have no prior relationship.  Once a relationship has been established, however, future authentication need not go through a third party, and can be most efficiently performed through a simple exchange of secret identity numbers or passwords between the two transacting parties. 

3. For businesses like securities trading, new accounts can be opened if a third-party - a Notary Public or a bank which has a branch in Singapore - can identify the client.  In essence the client is “introduced” by a trusted third party.  While a secure PKI could assist in opening new accounts, the number of such account opening transactions are small when compared to trading transactions.  While some firms might be prepared to pay a small fee for this service, many are unlikely to invest heavily for so small a return.

4. The issue of repudiation exists whether or not a PKI is in place. As an example, even with a PKI, the user of a computing system has to identify himself to the system either through a password, or through biometric identification, or with a token (key or smart-card and the like).  This is not much different from keying in an account number and a password to be identified by the business entity.  In both instances, the user can deny that he initiated the transaction, although the legal framework that comes with a PKI may place the burden of proof on him.  In the absence of PKI, what usually happens is that the business entity usually asks the user to enter into a contract under which the user assumes all responsibility for transactions performed under his account.  This protects the interests of the business to a similar extent that the legal framework with a PKI would.

5. Confidentiality and integrity of information in transit between the user and the business entity can be obtained through some form of encryption. Encryption using 128-bit keys and the Secure Sockets Layer (SSL) has already been proven to be commercially viable and acceptable to consumers.

6. In short, all the needs of security can already be met through viable alternatives, and it does not appear that a single integrated platform would add a large marginal gain in terms of cost and convenience.

7. However, one thing that would be of great benefit would be an agency or facility that provided the initial confirmation of identity when we first establish a relationship with a new user.  For example, all the local banks could get together and pool their customer databases into a central entity, which would verify that a signature on an account opening document did indeed come from someone in their database.  A small fee could be charged for this service.  This would facilitate account opening by post.

8. While perhaps not as elegant as a fully developed PKI, it does not require heavy investment in technology and processes on the part of businesses, and no investment in terms of equipment or time spent learning to operate that equipment on the part of the end-user.

9. On a separate note, a credit bureau would certainly help us to assess the trading limits that we are prepared to extend to a new customer, particularly since we bear the credit risk for trades during the settlement period.  If these services can be provided at a reasonable cost, we would be very likely to use them.
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