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M1’S RESPONSE TO IDA’S CONSULTATION PAPER ON A PROPOSED FRAMEWORK ON BUILDING TRUST AND CONFIDENCE IN ELECTRONIC COMMERCE

20 October 2000

This paper is prepared in response to IDA’s consultation document dated 26 Sep 2000 and represents M1’s views on the subject matter.  Unless otherwise noted, M1 makes no representation or warranty, expressed or implied, as to the accuracy of the information and data contained in this paper nor the suitability of the said information or data for any particular purpose otherwise than as stated above.  M1 or any party associated with this paper or its content assumes no liability for any loss or damage resulting from the use or misuse of any information contained herein or any errors or omissions and shall not be held responsible for the validity of the information contained in any reference noted herein nor the misuse of information nor any adverse effects from use of any stated materials presented herein or the reliance thereon.
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Introduction

1.1 The aim of this paper is to provide M1’s response to IDA’s consultation document dated 26 Sep 2000 on a Proposed Framework on Building Trust and Confidence in Electronic Commerce (e-commerce).

2
Comments regarding Specific E-Commerce Concerns

2.1
Security of electronic transactions

2.1.1 An important enabler of e-commerce is the availability of security technologies and services for authenticating and ensuring confidentiality of electronic information. 

2.1.2
The prospect of fully implementing digital signatures in all e-commerce presents both benefits and costs.  The costs consist mainly of: -

· Institutional overhead: cost of establishing and utilising certification authorities, repositories, and other important services, as well as assuring quality in the performance of their functions.

· Subscriber and Relying Party Costs: A digital signer will require software, and to pay a certification authority to issue a certificate.  Hardware to secure the subscriber’s private key may also be advisable.  Persons relying on digital signatures will incur expenses for verification software and perhaps for access to certificates and certificate revocation lists (CRL) in a repository.

2.1.3
The key advantage, on the other hand, is more reliable authentication of messages. Digital signatures, if properly implemented and utilised, will: -

· Minimise risk of issues of impostors (persons who attempt to escape responsibility by claiming to have been impersonated) and message integrity  (undetected message tampering and forgery and false claims that a message was altered after it was sent);

· Satisfy formal legal requirements - digital signatures are functionally on par with, or superior to paper forms; and

· Retain a high degree of information security, even for information sent over open, insecure, but inexpensive and widely used channels.

2.1.4 To support the effective and consistent use of cryptographic keys technologies, trustworthy key and security management infrastructures are required. Currently, there is no de-facto standard for public key cryptography. A wide variety of technologies and mechanisms are available to authenticate and certify electronic transactions and a number of different architectural models exist to administer them.

2.1.5 Different kinds of transactions require different kinds of solutions and the choice of technology will depend on the requirements of the applications and the parties involved. The level of security required should also commensurate with the value/cost of the transaction. A low value transaction will not need a system as secure as an electronic payment system used to transfer millions of dollars.

2.2 Mobile E-commerce 

2.2.1
Mobile e-commerce is the logical extension of e-commerce across the Internet. It extends the reach of e-services beyond the fixed network into the realms of true ‘anytime, anywhere’ availability.  M-commerce is increasing in importance because the number of terminals available is larger than the PC user base. In fact, current mobile penetration in Singapore has exceeded fixed penetration. 

2.2.2
Mobile operators are particularly well placed to provide m-commerce. The SIM card standard in GSM handsets already offers a means of recording and charging for transactions. The SIM card is a de facto microprocessor that can be used to facilitate e-commerce. By increasing the memory of the SIM card, it will be able to accommodate more software applications from digital signatures to secure payments right down to the information currently held on a credit card today. 

2.2.3 M1 recommends the approach whereby the Government takes the lead in the development of a common PKI infrastructure for M/e-commerce so as to have a common standard with 1 CA and a common certification practise for all businesses. This would ensure inter-operability among businesses as well as enable businesses to reduce their set up costs. At the same time, the Government is recommended to give grants/subsidies to businesses to help them set up the necessary infrastructure at their end so as to encourage more businesses to jump onto the M/e-commerce bandwagon.

2.2.4 M1 encourages the PKI standard to be based on SIM cards to send the digital signatures via the wireless channel. The mobile operators will then be able to distribute the digital signatures/information to the respective banks/financial houses for authentication. This could boost the acceptance of M/e-commerce by users since consumers are already familiar with the concept of using a card-based system for transaction, e.g. ATM cards and cash cards. The SIM card could be touted as similar to the ATM cards and the handsets as the mobile ATM machines.

2.2.5 The Government should also establish a basic legal framework, upon which self-regulatory approaches can be built, giving scope to innovation and competition in the industry. To this end, the Government should set out the basic principles of policy formulation and guide the process of interoperability. 

2.3
Establishing Trusts
2.3.1
Recognising the reality that CAs already exists in the marketplace, it is desirable then to have a framework to establish the trustworthiness of these CAs. Thus, M1 supports the proposed establishment of a Trust Association for Certification Authorities (TACA) in Singapore to implement a licensing framework for trusted third parties - providers of cryptographic services - and to enforce compliance. The aim should be to achieve a standardised and legislated methodology for authentication and encryption, which is in line with international practice to ensure interoperability of regime both locally and internationally.

2.3.2 M1 also supports the proposal on accrediting e-merchants through the use of trust marks. This will help to instil greater consumer confidence and in turn stimulate demand for on-line transactions.

2.4
Managing Credit Risks 

2.4.1
M1's view is that the banks and credit card companies already have established credit procedures to manage the risks involved in open electronic transactions. Issues of e-commerce insurance and use of escrow or credit bureau services should be left to private sector initiative and commercial decisions.    

2.5
Dispute Resolution Mechanism
2.5.1
E-commerce will be encouraged if participants can have substantial certainty regarding their exposure to liability for any electronic transaction. While technical means of protection, such as encryption, can help combat fraud, an adequate and effective legal framework is also necessary to deter crimes and to provide effective legal recourse when they occur. Thus, M1 supports current initiatives by the Courts, Small Claims Tribunal, Singapore Mediation Centre and the Singapore International Arbitration Centre to develop the appropriate legal framework to gear themselves for the possibility of conducting e-arbitration  

2.6
Privacy

2.6.1
Ensuring the effective protection of privacy with regard to the processing of personal data on global information networks is necessary. The Telecom Competition Code, which came into effect on 29 Oct 2000, already provides for limiting use of end user information, and should provide sufficient assurance of protection to consumers for personal information in e-commerce. 

3
Conclusion


3.1 To build an environment to secure transactions in e-business, it is beneficial that all key stakeholders participate in the process. M1, therefore, recommends a co-ordinated and targeted governmental approach involving network operators, financial institutions and merchants, working together to facilitate and provide the impetus for e-commerce.
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