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PKI – Part 3.3

(i) Yes, PKI is essential for secure transactions. There are other alternatives today that is being deployed, such as UserID/Password, encryption, etc, but the basis of trust still needs to be present and, in this borderless Internet world, it would be very difficult to achieve, unless everyone works on a common infrastructure or a few standardized infrastructures that could inter-communicate.

PKI involves a Certificate Authority (CA) who is essentially a Trusted Third Party and will “register” all its members such that they are recognized and trusted. It helps to build a web of trust, such that any electronic communications or transactions between the members will be authenticated, non-reputable and even be confidently protected. 

In the ground deployment, this could be translated into various forms from the highly secured smartcard and biometric implementations to a simple userid and password. For developers, everyone could based on a standardized set of APIs to work on. They could focus on their core business logic while leaving the security to the infrastructure layer.

(ii) There are difficulties implementing PKI. The first one is cost and the second is standards. 

Depending on the size and scope of implementation, setting up a PKI could range from hundreds of thousands to several millions. This is very much dependent on the user base that the PKI will cover. The CA will incur cost in the expensive maintenance of the infrastructure and operational issues. Typical cases will involve issuing of smartcards to their subscribers, but this will incur cost for the smartcard, the smartcard reader, the drivers, and support issues like systems compatibility, etc. The provider also has to worry about the ever changing technology for smartcard standards, for cryptography standards and trends of deployment on the ground.

For our current B2B setup, it would be good to provide many of such authentication steps but that has to be balanced against cost.  The current implementation includes setting up our own certificate server to generate certificates for site authentication and SSL encryption for our B2B users. As for user authentication, it is based on simple userid and password.


(iii) I think the key impediments are killer applications, and again, cost and standards. There have to be killer applications that will create this demand for certificates and drive down the costs and push for dominant standards. There must be enough electronic commerce applications and activities to spearhead the usage of PKI. 


(iv) Actually, I think government has a major role to play. The issue with the CA companies in Singapore today is that there are not enough killer apps to sustain these efforts and thus people do not see the motivation to acquire their digital certificates. Government could push some of its key applications through this channel and encourage the people to use these CA and their PKI.

However, this brings the next question that why should Government sell these commercial entities (Netrust and ID.Safe), and whether these private entities are “worth” the trust of the citizens? Generally, the citizens will tend to the Government and I think the governement can play a role here by setting up a public CA hosted by the Government, maybe by SIR (Singapore Immigration and Registration) as that would serve as the basic infrastructure for Singapore.


(v) It will be difficult for TACA to help as again the drive comes from killer applications and the promotion of CA alone does not serve much impact but rather the ground application or deployment of CA will trigger the need for people to have their own digital identity. However, it could help in setting some basic standards for inter-operability between CA operators.


Part 3.5

(i) Yes, it is too difficult to track online users coming in with credit cards. I think the ultimate solution would be PKI, but we have to optimize what we have today. We have done some work in this area by profiling the customers and setting risk limits to them. This applies to both B2B and B2C. For B2B the risk will be much lower as we know who these people are; but for B2C we will have to rely on their former purchase patterns and old customers will be given better credit limits.


(ii) One way is to setup some kind of black list or white list to pre-identity users with bad or good track records. Once again, I think this effort is redundant if there is PKI.


(iii) I think the usefulness very much dependent on the charter of the council. If it is solely public education, then I think that would be minimal.  If the council can work on standardizing protocols and streamline the conduct of EC, it may have a useful function.

Part 4.3

(i) This is an interesting proposal, but it really depends on the cost versus the risk. For B2B, we have pre-registered and screened customers thus the risks are proportionally lowered.


(ii) Government can provide incentives for e-merchants who are insuring their online businesses and have a system of accreditation for these businesses such that their customers will be at ease when transactions are carried over such portals.


(iii) Insurance companies, banks or other large financial institutions. 

Part 4.5

(i) Escrow services are again placing trust on third parties. This is exact the same as PKI model except the service method is slightly different. I think this could be handled by PKI. Their challenges are both the same: the trust and the market share.


(ii) Companies with public trust and strong financial backing.


(iii) It is always the same: A trusted third party handling the transaction, the conduit or the money.


Part 4.6

(i) No, because of the charges and they may not have all my clients’ information. 


(ii) It is almost impossible for these bureaus to store all my clients’ information especially in this faceless and borderless Internet arena. There are lots of issues of how updated their data is, how reliable and will they be liable for wrong data, etc.


(iii) Again, I think a local setup will face the same issues. Furthermore, today, most Internet trading expands beyond Singapore, thus this local bureau may not have the most updated information about companies beyond the local scene.


Part 4.7

(i) Yes, I think the industry will definitely play a role. I think the ground will definitely have better feel of the issues and difficulties faced in online transactions, and this will probably help in ascertaining a better dispute resolution mechanisms.


(ii) None that I can think of now.


Part 5.2

(i) Yes, this will help the consumer in buying or trading with reputable e-merchants, however the feel is that these are the e-merchants that have the money to be accredited. I think the accreditation process must be very transparent and the trust mark must be promoted and publicized. How many people actually heard of Case-Trust? Alternative solutions are to issue trade marks by banks, strong financial institution, and IT security firms.


(ii) I think a common trust infrastructure, such as a Government-managed PKI with industry acceptance will be the ultimate way to go.


Part 5.3

(i) I don’t think businesses are doing enough, but that also isn’t the key impeding B2C e-commerce factor. Looking at the tradition brick and mortar businesses and how they handle credit card. People giving credit card information over the phones to book for movies tickets, hotels, etc, as compared to a low key length 56-bits SSL, I would think that online transactions are more secure. The key is, of course, we do not know what the portals will do to our private information when they have it, resell for data mining?


(ii) Some of these could be not to resell some of these private information, steps to safe-guarding such information and penalty in losing them. I think these rules should be encouraged rather than mandatory, as again, we are trying to gain public acceptance.


(iii) I think certain code of practice with a strong PKI implementation would help in the whole process or framework. Certain private information needs to be encrypted with the banks’ (or individual with special privy to the information) public key before transmission and thus limit the people that has access to the information. This will even by-pass the portal or e-merchants and information will be only accessible to the correct party. The portal and e-merchants will only serve as intermediaries or storage agents.


(iv) I think the key privacy principles are crucial and the code of practice is essential. The government and the industry could draft out certain code of practice and encourage the industry to follow. This could be mixed with some PKI to further enhance the solution.


Part 6.1

(i) I think these programs could be further pushed to the students as part of their curriculum or maybe incorporating this as a compulsory subject or topic in the schools. It could be expanded to industries to show them how it will enhance the profitability of their businesses.


(ii) Pushing more critical e-commerce, government applications that will affect the lives of Singaporeans. A good example is the push for smartcard/cashcard adoption by the ERP.







