Comment made by Mr Wong Lee Hong, VP Head (Internet/Electronic Banking Unit) and Mr Francisco Dy, CEO of OUB.com 
Establishing a secure e-commerce environment

Initiative: Adopting a secure PKI

Adopting PKI, TACA and risk assessment and profiling and the establishment of e-commerce advisory council on Trust would help build confidence on e-commerce.

(i) PKI is definitely needed for secure transactions. The Bank is looking at using PKI to secure our Internet services as part of our Internet security Infrastructure.

(ii) We are using PKI for some of our implemenation. Trade Services is currently one of the projects under consideration using PKI setup. One of the major concerns regarding adopting PKI is that it is normally PC specific vs user specific as the certificate have to reside in a physical client. 

(iii) Key impediments would include sizeable capital investments (ie one time set-up cost) as well as recurring costs. In this sense, the industry per se have to adopt this as standard so that cross application deployability can be achieved.

(iv) B2B procurement exchanges would be good starting point. Small Impediments may include the anxiety of early adopters in the event of a security breach and if real losses are incurred. Government can take the lead in formulating cooperative insurance scheme to guarantee transactions using such approved security and authentication schemes.

(v) Definitely something like TACA will help because promotion of the system is what counts. If the acquisition is high, then the system will be successful because it will become an industry standard and whoever doesn't use it will be "forced" to use it to remain competitive

Initiative: Risk assessment and profiling

(i) Risk management and profiling is critical to the successful implementation of online credit cards. In the absence of such systems, transaction costs will be inevitability high to cover high fraud rates. We are exploring tie-ups with fraud detection services bureau in order to manage this risk.

(ii) Credit scoring systems for companies whenever possible. This is especially relevant applying to SME companies engaging in cross border trade for the first time. Such credit scoring services should be bureau based and must be able to tie up with regional players in order to rollout a comprehensive service.

(iii) Such a Council would definitely be useful. People need to know that there is a dedicated source that they can always go to for specific help on e-business matters. Other areas that the Council can look into include provision of grants for various types of businesses, consultancy services for those who have been identified as being able to benefit from e-enabling their business.

Building confidence in e-businesses

Initiative: Introducing EC insurance and underwriters

(i) Our insurance taken up for online services covers issues such as fidelity. For Internet-only bank, there will be a need for deposit insurance to be taken up. As such, a FDIC equivalent initiative would be relevant so that the risk of protecting depositors’ money can be spread across the industry. Similarly, an EC equivalent insurance would also be extremely useful. The premium, however, must not be prohibitive resulting in uncompetitive prices of goods purchased online compared to those bought in the physical world.

(ii) A FDIC equivalent insurance scheme that spreads the risk across the industry. A cost effective insurance scheme can be achieved.

(iii) It would be a consortium of insurance companies spearheaded by a relevant authority.

Initiative: Escrow services

(i) The scale of business required to operate an escrow business seems to suggest that only B2B business would be viable. It would be appropriate if both trading parties are new to each other and a trusted third party holding goods in trust would facilitate transactions, especially when open accounts are involved.  

(ii) Remains to be seen at this moment. A trade related body would be more appropriate.

(iii) Companies are mitigating risk through the use of banking facilities such as Letter of Credit so that risk of transactions is transferred to Banks. 

Initiative: Introducing credit bureau services

(i) We would be supportive of using creditable credit bureau services when it is available in Singapore.  The issue of who validates the information to be kept in the bureau and how should be properly addressed.

(ii) Concerns over security of data at the credit bureau itself and liability issues in case of data compromise. The other concern would be the standards of credit service cross borders. Varying degree of standards do occur and there has to be certified minimum standards so that cross certification and verification can be achieved.

(iii) Government should be setting the standards for the credit bureau in terms of extent of information that should be given out. The Banking Secrecy Act has to be reexamined for its impact and relevance.

Initiative: Alternative dispute resolution mechanisms

(i) The industry should play a role as an effective feedback channel because it's still a very new concept and there are many cases without precedents. 

(ii)  
No suggestions.

Building user confidence in EC transactions

Initiative: Trust marks

(i) Trust mark is a positive step forward and lends confidence to consumers.

(ii) To accelerate the e-government program, allowing customers to make statutory board payments through the Internet can be one way. It can also really help if the payment and viewing of such financial matters can be make through the banks’ Internet Banking sites.

Initiative: Privacy

(i) Established businesses know that privacy is a real concern today, so they are doing enough about it. However, the local SMEs may not be as aware of such issues and need to step up their efforts in this area. If they don't, it will certainly impede on their business because today's consumers are much more aware of their rights. Although privacy issues in the US is more prevalent today, it will only be a matter of time before the same issues hit our region

(ii) Key principles probably include non-disclosure, no re-distribution or publication without consent, no tracking of surfing habits ie profiling. As this is an evolving issue, voluntary is probably preferred route.

(iii) A good and clear guideline can be outline as part of a certification program (eg TrustMark) 

(iv) Establish TrustMark watchlist for consistent violators.

Educating and increasing awareness of the benefits of e-commerce

(i) Give more grants and provide on-site resources. At the end of the day, anything that's monetary helps

(ii) Main message that all these campaigns should send across: Ensure that the participants have nothing to lose out on by embracing e-commerce, but everything to lose if they don't do it now. So maybe e-assurance programmes might help

The subject of e-commerce can be discussed in schools like national education. 

