The Comments and Response to the Consultation from Mr Alvin Tan, PayPerfect are :

Questions:

(i) In your view, do you think PKI is essential for secure transactions? If no, please explain your reasons and state your alternative solutions.

It is not essential to use PKI exclusively to secure transactions.  To secure transactions, there are alternative solutions that are significantly more cost effective to achieve the four keys elements of security using best of breed technologies.  PayPerfect is one such solution.

(ii) In your view, what are the key impediments to PKI adoption? Can you provide the reason and nature of these impediments? How could we overcome them?

The major impediments to PKI adoptions are user acceptance due to user inconvenience and cost of adopting PKI.

For consumers, the ability to transact anytime and anywhere is synonymous to eCommerce.  Due to the nature of PKI solutions, this ability is curtailed.

However, we believe that PKI has a role in securing transactions in specific areas within an eCommerce transactions such as securing server to server transactions.

(iii) What are the key potential sectors and projects for PKI adoption? Are there any impediments to these? If so, what are these impediments and how should they be addressed? What roles should the Government play in PKI adoption and promotion?

As stated above, the inertia for PKI adoption is due to its inconvenience to the users.  We believe that instead of putting resources in promoting a solution with extremely high inertia to adoption, the government should focus on supporting solutions which have lower or zero inertia to adoption but will provide the same level of security and outcome as PKI.  This involves adopting a best of breed solutions i.e different solution for different areas of the eCommerce value chain.

The Government should also help ensure that the status and role of existing payment mechanisms like credit/debit cards be preserved in eCommerce. This is critical to the growth of eCommerce as they already have built the trust and acceptance globally. To extend this to eCommerce, the Government should support solutions that provide the security and authentication features. Do note that credit/debit cards were never created to support ‘card-not-present’ or MOTO (money order/telephone) transactions. With new payment mechanisms, the acceptance will take a while.

(iv) Do you think that a Trust Association for Certification Authorities (TACA) will help promote the adoption of PKI in Singapore? If yes, what else can be the charter of TACA? If no, please explain why and suggest alternative measures.

TACA’s role should not be to promote the adoption of PKI but rather to promote and support solutions, which can provide the necessary security elements so that both business and consumers have confidence and trust in electronic commerce.
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