October 18, 2000

Ms Serene Ho
Assistant Director (Electronic Commerce Infrastructure)
Online Development
Info-communications Development Authority of Singapore
8 Temasek Boulevard, #14-00, Suntec Tower 3
Singapore 038988
Fax: (65) 211-2231

Dear Madam, 

Comments on 

A Proposed Framework On Building Trust And Confidence in Electronic Commerce--A Consultation Paper, 26 September 2000 by the Infocomm Development Authority of Singapore (IDA).

The Consultation Paper encapsulates nearly all the measures and policy considerations that might, if implemented rigorously, combine to generate and sustain trust and confidence in e-commerce. In spite of its comprehensiveness, however, the Paper manifests a technical-administrative bias leaving gaping holes with respect to the requisite legal system, court structures and legal avenues for dispute settlement. The reference to ADR in the Paper does not obviate the necessity to formulate clear legal principles and rules both to guide business transactions in cyberspace and in the event of the parties’ need for definitive means of redress. 

The apparent, largely internal, preoccupation of the US in fashioning rules and practices for e-commerce might have given the impression to many that legal rules and practices as such have a marginal role to play. However, the US approach is predicated on its overwhelming dominance in e-commerce and the consequent absence of forces compelling it to submit to, or liase with other nations in view of, international developments. For the moment, at least, the US can conveniently ignore how other nations’ laws are adapting to the exigencies of the moment. Yet, other nations (with the possible exception of the European Union) can only do so at their peril.

In my view, there are three important anchors for building trust and confidence in cyberspace generally and for e-commerce, in particular. Trust is a manifestation of predictable and secure technical (including technological) and institutional infrastructure as well as rules and working practices. As already stated, the Paper has dealt with the former two in great detail and comprehensively. We seek to outline here the features of the third anchor which do not figure prominently in the Paper.

1. Besides the technical and institutional (political, economic and cultural) infrastructure, trust is founded on transparency and predictability of the relevant rules and working practices together with a fall back (a redress mechanism through self-help, by involving third parties--ADR--or the courts) if things go wrong. Neither element can be sufficient in itself. Most propositions for, and plans to instil, trust and confidence focus on the first two elements (anchors) either exclusively or with little reference to legal, particularly redress, mechanisms. It is submitted that such an approach will render any proposed system deficient. Commerce can never thrive without an effective legal infrastructure, especially a redress mechanism even if the room for dispute could be substantially reduced through a tight-knit, loophole-free platform.

2. Any appropriate legal rules and practices as well as redress mechanisms fashioned within a single state would have no real impact unless they also become available, simultaneously as it were, across national borders. The legal rules and procedures across borders should, in turn, be levelled off so that predictability is achievable or becomes evident. Looking up the laws of any foreign country and wondering what might help a wronged party (seller or purchaser) if things go wrong there, or outside of its country is taxing enough without forcing that party to seek advice, hire counsel and/or pursue claims in a foreign country.

3. The entry of the consumer as an international buyer, something which used to be reserved for regulated businesses with import licences, requires that the treatment she is given in matters of forming contracts, performances, payments and delivery of goods as well as breach/redress be just as smooth, if not smoother and easier than, current B2B realspace transactions across borders. In effect, there is a need to assimilate the rules and practices developed for the benefit of the individual in each nation (particularly in the advanced industrial countries) into the established rules and working procedures of international trade. This might call for a drastic shift in rules and practices of most nations (including Singapore) but if the purpose is to tap into the growing supra-national trading medium of e-commerce, there is no other option but to revise one’s laws upwards and go for the highest common denominator. The more refined the laws in any country become, in other words, the more steeped they are in standards higher than elsewhere, the more trade will gravitate towards them.

These appear to the author to be the quintessential bases for a trustworthy system. Without them, however much secure a system (proposed or implemented) can be, however perfect its technical-institutional mechanism for identification of the parties and payment system, trust can never be complete. The surveys’ referred to in the Paper have left out the fact (confirmed in other studies) that consumer confidence could be affected by the lack of redress where the seller (more usually) defaults or more specifically the goods do not arrive. Coupled with this is the fact that the facilities consumers enjoy in exposing shortfalls in any sphere of online transactions anywhere turn the potential for adverse publicity for nations that do not provide effective, almost fault-proof safeguards into an ever present danger.

Hence, to reiterate what we started with, the combination of secure, transparent, predictable and redress-permissive rules and practices would be absolutely necessary for the creation and institution of trust. Ultimately, these necessitate intra-state cooperation or treaty instruments to remove the national peculiarities and legal loopholes as well as variations in reactive responses to provide, at the very least, national treatment to all consumers and a speedy system of redress. National courts would have to be reorganised such that an online tribunal can be instituted to receive complaints, from specific cyber-jurisdictions or from those with some significant link to the court’s jurisdiction and treat them in an identical way as those originating in the complainant’s residence. References to national courts should also be possible, particularly in situations were a court is, or considers itself, a forum non-conveniens. Other institutional trappings such as escrow services (mentioned in the Paper) could be added to expedite procedural matters (evidence, largely), identification of parties and transactions, obligations regarding storage of transactions and supplying them to the concerned parties and tribunals.

Yours sincerely,

Assafa Endeshaw PhD LLM (London) LLB (Addis Ababa)

Associate Professor of Law

E-mail: Aendeshaw@ntu.edu.sg

Tel: (65) 790 6242
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