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Introduction

1. Fundamental trust requirements do not change when we move businesses online. There is still a need to consider:

a. Know who you are dealing with.

b. Know their ability to pay.

c. Know their ability to deliver.

d. Know that should something go wrong, we have covered risks through various means.

2. This roughly translates to part of your initiatives:

a. Adopting a trust infrastructure, e.g. through a secure public key infrastructure.

b. Establishing a risk assessment and profiling infrastructure, and credit bureau services.

c. Creating a trust mark infrastructure.

d. Introducing:

1) Escrow Services.

2) EC insurance and underwriters.

Public Key Infrastructure

3. We feel that an implicit assumption has been made to equate a trust infrastructure with a secure public key infrastructure. While the latter qualifies as a trust infrastructure, which can adequate address the issues of privacy, integrity, authentication, and non-repudiation, the relationship is not reciprocal.

4. There are certain trade-offs that businesses can make to mitigate risks. For example, static password/ID systems can only provide privacy and weak authentication. However, its advantages are ease of deployment effort and low cost of deployment. Businesses can contain the risks by capping transaction amounts, limiting the types of transactions, and getting insurance.

5. While we agree that PKI provides for everything the one may need for a trust infrastructure, it may not be suitable for all cases. If we wish to build a national trust infrastructure, we should allow for various options, with the risk trade-offs of each option made known to interested parties through ongoing education. It is important to allow the industry to make an informed choice. “Convenience" can overwrite "trust", as long as it is a considered decision. Thus, ongoing education to increasing the awareness of the public to the benefits and pitfalls of e-commerce is very important.

6. The problem of PKI can be summed up as “PKI is a technology that is still looking for a killer application”. If there are no compelling applications, there is no incentive to pick up certificates. If there are not sufficient certificates, no sane service providers will provide the services. Thus, there is a chicken-and-egg problem. In order for a PKI to flourish, someone will have to either fund the certificate side or create the application side, or both at the early stage to break the vicious cycle.

7. We feel that a Trust Association for Certification Authorities (TACA) may help in a minor way to promote the adoption of PKI in Singapore. However, we do not expect the Association to be able to do very much given the chicken-and-egg issue, which only money can mitigate. 

8. The advantage of having the Association is that there is a forum for the various industrial players to interact. However, do note that the members are likely to be competitors as well. This may bring on a different dimension at times. 

9. We feel that the creation of a Singapore PKI root would benefit the trust infrastructure through the provision of a definite trust framework. 

Trust Infrastructure

10. In general, we see the initiatives as establishing a trust infrastructure where online entities can interact with each other:

a. The PKI infrastructure will provide certainty to the identity of online entities, thus bringing the face back to faceless transaction.

b. The risk assessment and profiling infrastructure, and the credit bureau services will provide some information on the ability to pay.

c. The trust mark infrastructure will give indication on the likelihood of delivery.

d. The risk management measures will mitigate failures in the trust infrastructure.

11. We believe this is sufficiently comprehensive to deal with the majority of online scenarios. However, we wish to draw your attention to this. The trust infrastructure is particularly powerful for interacting amongst entities with no prior relationship as it provides for additional information on these entities. However, our experience indicates that this is more a case of the business-to-consumer world than the business-to-business world. 

12. In the business world, and certainly in the current crop of B2B hubs, entities simply transplant their offline relationship to online. They are more interested in using the infrastructure as a conduit for business rather than looking for new business partners. In fact, our observation is that trading partners often join the hubs together.

13. Thus, a paradigm shift must precede the full adoption of the trust infrastructure. Looking at it from another angle, where resources are a constraint, we can phase in the various components at different times.

Final Word

14. The proposal will certainly help Singapore to become an important EC hub. However, it is not sufficient if these proposals are not global. For example, we would venture to say that the bulk of online purchases made by local individuals are to companies outside Singapore. An infrastructure that is fully local will not address the needs.

15. The same goes for businesses. If we have read it correctly, the EC infrastructure is to facilitate marrying up of suppliers and producers, buyers and sellers, etc, that have no prior relationship. This will allow Singapore to mitigate its disadvantage of having a small domestic market. 

16. In addition, this will have a by-product benefit of getting our local companies into the international scene.

17. Although the industry itself can decide the final shape of the trust infrastructure, it is to the Government’s interest to play an active part in internationalising the infrastructure. Although we can start with one or two other countries, the ultimate aim has to be to establish a truly global infrastructure, and this aim has to be articulated from the beginning. There are global examples like those established by Identrus, Bolero, Visa, Mastercard, etc. However, these tend to be more focus whereas the proposed initiatives are more general.

18. The road for Singapore to be an EC Hub is going to be difficult. However, the potential benefits are also enormous. Our Project Team looks forward to other opportunities where we can contribute. 
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