

SINGAPORE ACADEMY OF LAW

RESPONSE TO CONSULTATION PAPER ON “A PROPOSED FRAMEWORK ON BUILDING TRUST AND CONFIDENCE IN ELECTRONIC COMMERCE”

Introduction

 AUTONUM 
In response to the Consultation Paper “A Proposed Framework on Building Trust and Confidence in Electronic Commerce” issued by the Infocomm Development Authority of Singapore, this paper sets out the collated response of (a) the Singapore Mediation Centre, (b) the LawNet Secretariat of the Singapore Academy of Law, and (c) the Singapore Academy of Law in general.  This response does not represent the views of the general membership of the Academy of Law.

General Comments and Observations

 AUTONUM 
We consider that the proposals in the Consultation Paper are generally in the right direction.  We perceive that one of the greatest hurdles for Electronic Commerce arises from the fact that the Internet appears to be fast becoming overrun by fraudsters and other dishonest people.  There is a surfeit of raw data, with very little real information.

 AUTONUM 
At the same time users are faced with the prospect of being left behind if they do not jump on the Electronic Commerce bandwagon.  Yet, they also risk exposing their personal data to strangers and other unauthorised persons, if not through deliberate or malicious “hacking” then through inadvertent disclosure when they bring their hardware in for servicing.  Furthermore, data which consumers give up about themselves, even if secured and safely routed to the recipient merchant, may yet be abused and reused by the merchant, his employees, or a person who hacks into the merchant’s computer systems.

 AUTONUM 
Whilst the technology clearly exists to provide secure, encrypted communications through the use of SSL encryption and private/public key encryption, user awareness and ability to make use of such technology is low.  Furthermore, there does not appear to be focussed channels and avenues through which interested parties can find out more about these technologies.  Neither does there appear to be affordable one-stop clearing houses where such technologies and services are available at cost-effective price-points.  To an extent, it may be that a very well-publicised “virtual private network” should be built on top of the current broadband infrastructure in Singapore, with aggressive marketing of the existence of such an infrastructure, to serve the needs of consumers, businesses and Government, in such a way as to insulate “serious” content from the distracting “noise” which appears to be drowning out legitimate applications.

 AUTONUM 
We feel that many of the proposals contained in the Consultation Paper can contribute greatly to the creation of an extremely E-Commerce friendly environment in Singapore.  In preparing our responses to the specific questions posed in the Consultation Paper, we were aware that we are not apprised of all relevant policy considerations, or even all technical possibilities.  Nevertheless, we offer our views in the spirit which they were solicited, in the hope that they may contribute to the realisation of the Intelligent Island concept, in a Knowledge-Based Economy.

Specific Responses to Questions Posed

 AUTONUM 
Adopting a Secure Public Key Infrastructure (paragraph 3.2 and 3.3)

[image: image1.png]Questions:
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(iii)
(iv)

v)

In your view, do you think PKI is essential for secure transactions? If no, please
explain your reasons and state your alternative solutions.

Have you considered implementing a PKI setup for your online business? If yes,
what are your considerations in deciding on PKI? If no, what are the
factors/obstacles?

In your view, what are the key impediments to PKI adoption? Can you provide
the reason and nature of these impediments? How could we overcome them?
What are the key potential sectors and projects for PKI adoption? Are there any
impediments to these? If so, what are these impediments and how should they
be addressed?What roles should the Government play in PKI adoption and
promotion?

Do you think that a Trust Association for Certification Authorities (TACA) will help
promote the adoption of PKI in Singapore? If yes, what else can be the charter of
TACA? If no, please explain why and suggest alternative measures.







(i)
Yes and No.  PKI would be essential for secure transactions if there is no pre-existing relationship between the parties.  If however, there is already a pre-existing relationship, as would be the case for the Academy vis a vis its members, it is easy enough to create a security environment (e.g. through the issuing of PINs or Smartcards) without having to use the services of a third party trust-provider, as would be the case if a PKI was used.  

As such, in respect of transactions with and amongst members, or within a closed, known subscriber group (as in the case of LawNet), a PKI infrastructure is not critical to secure transactions.  Having said that, the existence of a highly available, and highly reliable PKI would greatly reduce the cost of catering for secure transactions even if we have a prior existing relationship with the consumer involved.  Instead of having to manage userid and password or other authentication mechanism, our systems could conceivably track only the NRIC number of authorised persons (be it members or others), and the third-party trust provider, if very widely accepted, could provide the identity verification upon which we could rely on for the purpose of completing the transaction.

Where transactions are to be carried out with “strangers” the existence of a PKI would allow transactions which cannot currently be completed in an all-electronic fashion.  For example, if the Singapore Mediation Centre were to introduce on-line electronic dispute resolution, two scenarios which would need to be catered for are:--

(a)
a defendant could fraudulently enter a claim in the name of a potential claimant, with the intention of quickly registering a “settlement” and obviating any other claim by claiming that the matter had already been settled.  With freely available email addresses, and no verification of subscriber identity for creating email addresses under many free-email services, this risk may not be merely academic;

(b)
either claimant or defendant may refuse to abide by an agreement reached through an online dispute settlement mechanism.  They could claim to have not participated in the dispute settlement.

Both of these scenarios would be fully addressed if there were a PKI backbone for such transactions.  In the absence of a universally available PKI, SMC may have to resort to:--

(aa)
off-line verification of identity either through an in-person process, or a physical exchange of credentials;

(bb)
reliance on third-party trust providers which the parties may not all be subscribers of.  For instance, if we are able to accept Netrust credentials, we may find that the user has instead signed up for a Verisign credential. Unless different digital certificates are all technically interoperable, and legally cross-certified, this issue can be a niggling concern and impediment to a truly e-transaction.

However, we also note that a PKI would primarily help ascertain the identity of a person.  In a B2C context, PKI can help determine with some certainty who the parties to a transaction are, but PKI cannot help in the broader assessment as to the trustworthiness of the parties.

(ii)
Yes.  Despite efforts to use X.509 as the standard for digital certificates, we understand that there are implementation difficulties, and cross-certification uncertainties attached to the use of digital certificates.  In such an environment, it is difficult for the Singapore Academy of Law to invest time and money to install a security system for its proposed online business if potential customers do not have complementary systems.

The LawNet Secretariat explored the use of digital certificates, or even a simple non-PKI system of smartcard access to LawNet services, with the LawNet Network Provider, SNS Pte Ltd.  The response from SNS was that whilst possible, the implementation cost would reach six-figures.  At such price-points, the benefits of a PKI-type system was illusory.

(iii)
See our response to (ii) above.

It seems to us that there is a significant “chicken-and-egg” dilemma in respect of PKI technology usage in Singapore.  On the one hand, businesses are increasingly aware of the possibilities and the benefits of PKI authentication, but on the other hand, with few “live” uses of PKI authentication, members of the public, and businessmen alike do not find it compelling to obtain, and maintain a digital certificate for themselves.  

One way to overcome the problem within Singapore is for the relevant authorities to develop a uniform local protocol for PKI, in preference to all others, and ensure that the hardware and software necessary to implement the protocol is readily available in Singapore at minimal cost.  

Sufficient publicity should be given in the media about the benefits of investing in the requisite hardware and software.  

The Controller of Certification Authorities, pursuant to the Electronic Transactions Act, should also ensure that the uniform local protocol for PKI is compatible with any international standard or protocol for PKI that may subsequently be developed.  Where any potential exists for cross-border transactions, and even within Singapore, cross-certification arrangements should be available so that a single PKI could operate as a “superset” of all available licensed (?) certification authorities in Singapore.

(iv)
Although the B2B sector may be much more lucrative, it would appear that the relative “need” to authenticate transactions where there is no prior history would be lower.  As such, even though the absolute dollar-value of the following categories of transactions may be lower than that envisaged for B2B transactions, they may more adequately showcase the use of PKI, and promote its acceptance by the general public:--

B2C (Busines-to-Consumer transactions),

C2C (Consumer-to-Consumer, or Person-to-Person transactions), and

Government-to-Citizen transactions.

The likely impediments include the factors mentioned in the earlier responses above, together with the absence of any pervasive, “universal” or at least “national” standard for electronic authentication.  If, for example, a user can insert his identity card or drivers’ license into his computer’s smartcard reader, and authenticate himself, together with some biometric attribute like a live fingerprint; and the adoption of such authentication methodologies is done with a keen eye towards user-interface and plain-english explanations of each and every stage of the process, then public acceptance would be easier to achieve.

Government should attempt to navigate the fine line between facilitating adoption of PKI as much as possible, and stifling competition.  

(v) The proposal to establish the TACA sounds attractive and useful, but we are unable to comment further on the matter.

 AUTONUM 
Risk Assessment and Profiling (paragraphs 3.4 and 3.5)
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(ii)
(iii)

Do you agree that risk assessment and profiling will help to lower e-business risk
associated with the acceptance of online credit cards? If yes, are you
using/intending to use such services and how does it help you address your e-
business risks? If no, please provide reasons why and suggest alternative or
other complementary solutions.

How could the Government introduce risk assessment and profiling to the
industry, especially the SMEs?

The Government is currently evaluating the set up of an E-Commerce Advisory
Council on Trust', with the aim to spearhead the development of trust in online
businesses and to help both businesses and consumers understand and lower
online risks. Do you think such a Council is useful? If yes, what other areas
should be addressed by the Council? If no, please explain why and suggest other
alternative mechanisms/measures.







(i)
Yes.  Whilst risk assessment is a matter of commonsense that any business should, in theory, be able to assess on its own, the increased risks insofar as accepting credit cards for online transactions may overwhelm merchants and vendors.  The fraud encountered by local superstore, Mohammed Mustapha’s would appear to support this.  

Merchants could do with guidance as to the types of verification that can be implemented for credit card transactions.  For example, one requirement imposed by many U.S. e-tail websites is that where there is physical delivery of goods, the goods must be delivered to the registered billing address for the credit card being used.  This can greatly ameliorate the chance of misfeasance, if the various banks involved can co-ordinate their authorisation computers, to allow for such information verification on a real-time or near-real-time basis.

Insofar as our own use of such services is concerned, LawNet Secretariat has introduced credit-card charging for information services sold through the LawNet web-site.  The number of transactions so far has been modest, and no fraudulent transactions have been detected.  Until and unless there is a significant risk, and revenue leak is very significant, it is not rational to impose onerous checks against the credit card.

(ii)
If risk assessment methodologies and servers could be sponsored by Government and made available, together with ePayment services, to vendors and merchants, there might be much greater use of such mechanisms to rein in credit-card fraud on the Internet.  This can help promote the growth of e-Commerce since fears of credit-card fraud may discourage both merchants/vendors as well as consumers.

(iii)
Yes, such a Council could be useful.  The main area which we think should be dealt with would be education, both of businesses and consumers.

 AUTONUM 
Introducing EC Insurance and Underwriters (paragraphs 4.2 and 4.3)
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(i)
(iii)

Are you already/intending to insure your online business? If yes, please indicate
how such EC policies are meeting your needs. If no, please explain the reasons
why.

What roles can and should the Government play in helping e-merchants towards
insuring their online businesses?

What are the suitable parties to offer such EC insurance policies?





(i)
There are two distinct aspects to insurance and EC.  On one level, an online business may want to insure itself from fraudulent transactions.  On another level, the business may want to insure itself from unauthorised access and damage to its systems.  Finally, a business may want to insulate itself from the potential liability which may arise from inadvertent, or negligent content on its web-site.  For the purpose of brevity, we do not separately consider each of these possible reasons for seeking insurance, but merely highlight that we consider that there are at least these three motivating factors behind insuring an EC business.


The Singapore Mediation Centre is considering whether there is a need to insure its proposed online business.  

LawNet has not hitherto considered insuring its online business.  Instead, exemption clauses have been used to limit liability in respect of the information services provided by LawNet.  In the interest of providing better public service, it may be useful to consider insurance as an alternative way to manage liability.  Insurance could conceivably help redress losses that may be occasioned by inadvertent errors in data, or system failure.  

We are however not apprised of the options available in this area.  It might be that many other entities (business, government etc) is likewise not apprised of insurance possibilities, and therefore rely on broad exemption clauses instead.  

(ii)
The government can educate businesses on the risks associated with e-commerce and the aspects of their operations that may require insurance.  Information on the types of policies available, the insurers providing such policies and guidelines to help businesses assess which policies to adopt would be helpful.  Furthermore, as averred to above in our response to (i), businesses, government agencies etc should be encouraged to consider a less conservative stance in respect of on-line liability.  It may be possible to accept a certain degree of risk in e-Business.  Requiring the consumer to bear most or all of the risk in electronic transactions may reflect badly on the service providers’ faith in their own systems, imply an unwillingness to share and apportion risks, and discourage wide acceptance of electronic transactions.

Insofar as potential loss from fraudulent transactions is concerned, insurance can help a company ensure that it does not get “wiped out” because of a few bad tricksters and fraudsters.  But once again, businesses would benefit from guidance and information as to the type of insurance services which may be available.

(iii) We are unable to comment on this question.

 AUTONUM 
Escrow Services (paragraphs 4.4 and 4.5)

[image: image4.png]Questions:

@) What are your views on escrow services? Do you think they can help address the
issue on trust and confidence in EC?

(ii) What are the parties that should provide escrow services in Singapore?

(i) Apart from escrow services, can you suggest alternative ways, by which such
trust and assurances in payments can be addressed?





(i)
The Academy believes that escrow services can indeed help to address some trust and confidence issues in respect of Electronic Commerce.  In fact, the description of an “escrow provider” in the paper is functionally equivalent to what, in law, is known as a “stakeholder”.  

A stakeholder mechanism is a feature of one of the online dispute resolution mechanisms being developed by the Singapore Mediation Centre.  This mechanism will ensure that money that is paid in an e-commerce transaction will not be distributed without the consent of both parties to the transaction.  This prevents the dissipation of funds in the event that there is a dispute between the business and consumer.  However, the use of a stakeholder will necessarily increase transaction costs, since the stakeholder will have to be paid for its services, and there are opportunity costs to the parties while money is retained by the stakeholder.

However, the following caveat must be added to the foregoing response: such escrow or stakeholding services would appear most appropriate where the amount at stake is substantial.  For low value transactions, escrow services may not be appropriate nor cost-effective.

(ii)
Presently, the Singapore Academy of Law serves as the national stakeholder for conveyancing monies under the Housing Developers’ Rules.  The Accountant-General acts in a capacity similar to that of a stakeholder in respect of the holding of monies paid into court under the Rules of Court.  

Any proposed e-commerce stakeholder will have to be an institution that businesses and consumers can instinctively trust to be independent and impartial.  An institution that is itself engaged in E-Commerce activities may have a greater challenge establishing such independence and impartiality, as opposed to an institution or entity that is not otherwise involved in E-Commerce activities.

(iii)
Credit card companies have been innovative in presenting their cardmembers with protection against fraudulent transactions in the off-line environment.  Many card issuers, for example, restrict liability to S$100.  Other card issuers give additional product warranty or theft insurance for products bought using their credit cards.  It would appear to be a matter of time before card issuers realise that there is potential commercial advantage to be gleaned from providing similar protective devices in respect of on-line transactions.  For example, a card issuer might assure its card-members that if an on-line purchase is not honoured, and the product is not delivered, a simple complaint to the card issuer would be honoured by the card issuer, who would then take up the matter with the merchant.  Some U.S. card issuers have in fact started to offer special protection in respect of on-line transactions.  

The various states in the United States also have Better Business Bureaus, which will aggregate and investigate complaints against specific businesses, and provide such information to consumers.  Coupled with some degree of E-Commerce Merchant accreditation or quality-assurance scheme, it seems very possible for alternatives to escrow being effective for a large proportion of E-Commerce transactions.

 AUTONUM 
Introducing Credit Bureau Services (paragraph 4.6)

[image: image5.png]Questions:

(0] Are you currently using or intending to use such credit bureau services? If no,
please provide reasons why and suggest alternative solutions.

(i) What do you think are the possible impediments or considerations in engaging
the services of a commercial credit bureau? (For example, cost of service
subscription, information integrity, etc.).

(i) What are your views about the set up of a credit bureau in Singapore? What do
you think should be the role(s) of the Government in this credit bureau?





(i)
No.  There is no certainty that the information provided by private credit bureau services is up-to-date or reliable.  Also, such credit bureau services may be appropriate where a business entity intends to grant credit facilities to a consumer/customer.  We do not currently assess that we have any transactions where we would need to assess the credit-worthiness of our consumers/customers.

Whilst we are not apprised of the precise cost of using such services, we foresee that such costs may often be disproportionate when compared against the value of the e-commerce transaction at stake.

Alternatives to the use of credit bureau services may include (a) use of credit cards, where the risk would be shared with the banks involved, (b) use of on-line “currencies” like beenz.com where the immediate transfer of “credits” may be confirmed in “real-time”.

(ii)
See (i).  Apart from the cost issue, mentioned in our response to (i) above, we would also need to certain that the assessments of such credit bureaus are based on accurate information.  Any failure on the part of the credit bureau would result in lost commercial opportunity for the service/goods provider, and would also disenfranchise the consumer who would not be able to complete his transaction on the basis of what might be spurious and inaccurate information.

(iii)
The setting up of an official credit bureau raises questions as to the criteria for assessing whether an individual or business is to be regarded as a poor credit risk.  Any such assessment would necessarily depend on subjective criteria.  For example, the fact that a person or business has had a writ issued against him/it does not necessarily mean that it is a poor credit risk.
  There is a real danger that individuals and businesses may be unfairly stigmatized if data is captured without a proper understanding of the criteria for credit assessment.

A second issue to be considered relates to the scope of credit assessment.  Does the credit bureau provide information on every individual and business or only those that are assessed to be poor credit risks?  Can an individual be compelled by the credit bureau or other institutions to provide information on himself at the risk of being labelled a poor credit risk?  Privacy issues and the social impact of such an official credit bureau should be considered.

A third issue to be considered is the danger that the official credit bureau may provide inaccurate information.  Should a business or individual relying on inaccurate information supplied by the credit bureau, will the business or individual be able to recover compensation for losses traceable to the reliance on the inaccurate information?  If a business or individual is wrongly identified to be a poor credit risk, will that business or individual be entitled to recover damages for any loss suffered as a consequence of the misinformation?  What measures will be put in place to ensure the accuracy of the information supplied?

As regards the question whether the Government should be involved in the establishment of a credit bureau, whilst we may not be privy to all the policy considerations at play, it seems to us that, hitherto, there does not appear to have been any impediment to businesses in Singapore on account of the absence of any consumer credit rating bureau.  Any move to establish one should (a) be founded on extremely strong grounds, (b) be industry-led since the involvement of Government in such endeavours would only encourage speculation as to the scope, intent and potential intrusiveness of such bureaus.

 AUTONUM 
Alternative Dispute Resolution Mechanisms (paragraph 4.7)

[image: image6.png]Questions:

(i) The Government is currently driving the alternative dispute resolution
‘mechanisms. Do you think the industry should play a role here? If yes, what
would be the role of the industry and suggest how this could done? If no, please
explain the reasons.

(ii) What other alternative dispute resolution mechanisms should be put in place in
Singapore?





(i)
The info-communications technology industry can play an important role by helping to develop hardware and software to facilitate dispute resolution in cyberspace.  The Singapore IT Federation and IDA could keep the courts, the Singapore Mediation Centre and the Singapore International Arbitration Centre informed of the latest developments in info-communications technology, so that they are able to develop dispute resolution mechanisms that optimise the use of such technology.  In this connection, companies that are able to should be encouraged to participate in pilot projects to develop technical infrastructure for electronic ADR services.

In addition, apart from the technical infrastructure for ADR, the infocomms industry can help promote use of ADR facilities.  

First, the industry should recognize the potential for ADR to boost e-commerce since customers may be more inclined to partake in e-commerce transactions if they know that there are fast, cheap and effective methods of resolving potential disputes.

Secondly, in recognition of the synergistic role which ADR might play, industry should adopt ADR-friendly terms in their standard-form “click-wrap” agreements.  Even where there are no such clauses, companies should liberally accept ADR as a dispute-settlement methodology in specific instances of disputes which may arise.

(ii)
It may be appropriate to revisit the establishment of an “ombudsman” system in Singapore.  Such an office could operate as a “complaints bureau” and intervene on behalf of injured parties.  

The Singapore Mediation Centre is also poised to launch new electronic ADR options in the year 2001.  

With the growing number of domain name disputes, including the relatively new domain cybersquatting of mis-spelled domain names, it seems appropriate for SGNIC to adopt the ICANN dispute resolution mechanism in respect of .sg domain names.  Apart from actually facilitating the resolution of domain name disputes, the adoption of a special ADR regime for domain name disputes would serve a very useful demonstrative purpose.

 AUTONUM 
Trust Marks (paragraph 5.2)
[image: image7.png]Question:
@) What is your view on accrediting e-merchants through the use of trust marks? Do

you think this will help to instil consumer confidence in EC transactions? If no,
please explain why and suggest alternative solutions?

(i) What are some initiatives that the Government and the industry can develop to
help instil greater consumer confidence in order to spur demand for online
transactions?





(i)
It would appear to us that trust-marks can, in theory at least, certainly help to inspire consumer confidence in e-commerce transactions.  

However, there is a “chicken-and-egg” situation – unless the trust-mark is well known and accepted, consumers will not trust it.  But unless the trust-mark is accepted by consumers, businesses may not find it worthwhile to be accredited under that trust-mark.

Furthermore, mere affiliation and even certification via a trust-mark would not provide an effective remedy, should the “certified” entity fail to perform in compliance with its trust-mark.  At best, the certifying agency might revoke the trust-mark, but this is of little comfort to the consumer whose interests were prejudiced.

Finally, it seems to us that a small number of highly publicised incident of trust-mark malpractice may be sufficient to destroy the credibility of the trust mark.  In this connection, we think the a recent incident is instructive – etrust.com, a privacy trust-mark service provider, was embarrassed by what appeared to be their failure to abide by their own privacy guidelines.  

Instead of a top-down “trust-mark” regime, it may be that the Internet favours a diffuse, aggregated voices-of-the-masses approach.  For example, amazon.com invites visitors to leave their reviews about books, even negative reviews, in the expectation that with a large number of reviews, an objective “truth” can be distilled.  Similarly, http://gomez.com, mentioned above, and http://bizrate.com provide “rating” services where consumers can report their experiences.
  Self-serving or spiteful reports will be diluted by the (expected) preponderance of objective and fair assessments.  These methodologies all differ markedly from the trust-mark scenario, which typically relies on one entity to perform the assessment.

(ii) Perhaps the most visible, and efficacious avenues would be for Government to spearhead electronic transactions, by e-enabling many, if not most, Government-to-Citizen transactions.  Apart from this, we have nothing further to add in response to this question, but see also our responses on liability and privacy aspects.

 AUTONUM 
Privacy (paragraph 5.3)
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@ In your view, do you think our businesses are doing enough to protect consumer
privacy? If not, is this impeding the adoption of business-to-consumer e-
commerce?

(i) What are the key privacy principles that businesses should adhere to in order to
safeguard consumer privacy? Should compliance with these rules be on a
voluntary or mandatory basis, and why?

(iii)  In your view, what framework can be developed to foster the development of
effective privacy protection while still allowing e-commerce to thrive?

(iv)  What roles should the government and industry play in the implementation of a
privacy regime in Singapore?





(i)
Some businesses do not do enough to protect consumer privacy, and this may impede the adoption of business-to-consumer e-commerce.  One clear example which we are aware of is that a local publishing/book retail company that has set up a web-site, promulgated vastly different, and in fact, contradictory privacy statements in their “terms and conditions” on the one hand, and their “privacy statement” on the other hand.  Paradoxically, the terms and conditions had a more consumer-friendly guarantee of privacy assurance, whereas the privacy statement was decidedly self-serving and inimical to the consumers’ interests.

In another incident, information entered in an online contest held on behalf of a local ISP, was clearly used for tele-marketing by a timeshare company.  

These incidents, and the negative publicity they may generate, can do a lot of harm to national efforts to promote electronic commerce, especially in the business-to-consumer environment.  

(ii)
The fundamental principle should be one of consent of the data subject.  In the absence of clear and unequivocal consent, business should never aggregate data about their customers from external sources against their corporate databases.  Furthermore, businesses should never market their customer databases to data collection agencies, or to other businesses.  In order to be clear and unequivocal, consent must not be buried deep within the “fine print” of user agreements whether click-wrap or otherwise.  Consent should also not be “deemed” – the onus should not be reversed such that the consumer would have to “opt-out” of data sharing by businesses.  

We feel that Singapore should adopt similar privacy frameworks as that of many other countries.  A privacy framework should be compulsory, rather than voluntary or industry-led, since the breach or non-compliance by a business would result in the release of information that, once released into the public domain, or into commercial databases, is almost impossible to retract or rectify.

(iii)
See our response to (i) and (ii) above.  We have nothing further to add in respect of this specific question.

(iv) If the Government is to lead efforts, than the regime should be legislated for, with clear enforcement tracks for consumers to pursue.  If industry is expected to adopt voluntary regimes, industry groupings must not flinch from enforcement and perhaps compensatory regimes.  Alternatively, it may be most effective to “shame” businesses that fail to comply, perhaps by employing negative publicity drives.

 AUTONUM 
Educating and Increasing Awareness of the Benefits of E-Commerce (paragraph 6.1)

[image: image9.png]Questions:

@) Can you suggest how the above programs can be further expanded?

(i) What are other programs that can be adopted to further raise the level of EC
adoption among users and businesses?





(i)
We have no response.  

(ii)
We believe that EC acceptance and adoption may be boosted by the very clear and unequivocal existence of “Singapore” branding on a website.  In this connection, the .sg country-code domain name is the most visible, and easily accessible “trust mark”.  If the Singapore Government is minded to do so, the .sg domain name can be used as a bootstrap for a Government sponsored or supported trust and quality assurance “branding”.  Currently, SG-NIC adopts a restrictive, “closed” registration paradigm.  It is conceivable that an even more “closed” paradigm could be adopted whereby the .sg hierarchy is only available to entities that satisfy certain criteria (e.g. they must be members of one of a selected five trust-mark providers, they must have privacy statements etc).

Such an approach might have the effect of showcasing the “Singapore” moniker as a “better business” badge which companies can strive to achieve.  An online business based in Singapore might start with a .com domain name, and then progress to a .sg domain name when it is able to meet the stricter requirements of .sg registration.  In effect, registration could operate as certification.

We perceive that there is a certain “paradox” to marketing Singapore as an EC hub.  On the one hand, we believe that EC can help break down geographical barriers and allow our businesses to expand their markets.  On the other hand, despite our belief that EC transgresses geographical boundaries, we believe that there would be tangible and significant advantages for businesses to locate their operations in Singapore, even though, by the same token with which EC empowers local enterprises, such enterprises could be located anywhere in “cyberspace”.

We believe that the solution to this apparent paradox lies in the superior “branding” and quality-assurance which the imprimatur of Singapore can lend to an EC provider.

Drafted by:

Mr Tan Ken Hwee, Asst Director (LawNet Services), SAL

In consultation with:

(1) SAL Technology Law Think Tank

(2) Singapore Mediation Centre

31 Oct 2000




� 	However, LawNet Secretariat is aware that in respect of the Singapore Judiciary’s Electronic Filing System, a certification authority has been created, under the auspices of the Singapore Judiciary, to cater to the security and authentication needs of the EFS project.  


� 	See e.g., http://gomez.com which rates on-line merchants by, inter alia, their reputation, reliability and customer service responsiveness


� 	Apart from the obvious situation where the judgement debtor may be fully able to discharge the judgement debt, there are myriad circumstances and situations which any credit assessment system should factor in.  For instance, in personal injury claims arising out of road traffic accidents, judgments are sometimes entered against defendants not because the defendants are unable to pay but because their insurers want the damages payable to be assessed by the court.  In such cases, the existence of a judgement debt has absolutely no bearing on the credit-worthiness of a person since, in any case, the debt would be borne by the insurer.  Many other situations exist where certain data may, taken in isolation and without proper context, reflect inaccurately on credit-worthiness.


� 	Typically, a merchant that signs up with these consumer-rating services would set up his E-Commerce transactions such that upon completing the transaction, the consumer is directed to a user-survey where the consumer is invited to rate the web-site in several key areas, like ease of ordering, pricing, responsiveness of customer service etc.  Some rating agencies will even follow-up by automated email in a few days, to ask the consumer to report whether delivery was as promised, and whether the goods were as described by the merchant.


� 	See also, the user opinions used to rank consumer goods at http://www.epinions.com, and the rating system used to establish the compliance level of eBay users at http://www.ebay.com.
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