Initiative: Adopting a secure public key infrastructure

We started off the online trading project in early 1998 and we had to consider many things, among which was security and non-repudiation of the order.  We did consider implementing a PKI / net trust type of structure. There were also issues, like whom centrally, should administer the issuance of the ‘certificate’ or ‘key’.  We looked towards the broker dealing industry in the USA for guidance.  We then weighed the issues of cost of implementation and convenience of the end users … the mobility of carrying a card reader.  At the end, we settled with using 128 bit SSL, which is the norm and widely used in our industry.

The Government has to play a major role if one was to implement a successful PKI strategy.

a.
Infrastructure

The Government needs to set up a central body to administer and ensure uniqueness of certificates / key but uniformity of coding and un-coding of that key.  They will also have more authority is dealing with other overseas bodies that issue such certifications.

b.
Issuance of PKIs

In Hong Kong, the PKI is issued via the post office.  I believe that the Government can issue PKI via the [national registrar] … the body that issues identification cards.  End of the day, the user does not want to carry so many ‘smart cards’ around in his wallet.

c. 
Costs

The combination of (a) and (b) above means lower cost for the business community despite that fact it will be up to the customer to purchase the card reader or the merchant to provide one to the customer.
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