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Response from TrustMarque Singapore Pte Ltd

IDA Consultation Paper - Proposed Framework on Building Trust and Confidence in Electronic Commerce, 26/9/2000

Initiative: Risk Assessment and Profiling

(i) Do you agree that risk assessment and profiling will help to lower e-business risk associated with the acceptance of online credit cards?  If yes, are you using/intending to use such services and how does it help you address your e-business risks?  If no, please provide reasons why and suggest alternative or other complementary solutions.

Response:

When goods or services are purchased via the Internet with a credit or debit card, they are known as “card-not-present” (CNP) transactions.  Because the card is not presented, an Internet merchant is held liable for all fraudulent card transactions.  The merchant who had accepted the fraudulent payment has to compensate the cardholder the cost of the purchase, in the form of a “charge-back”.  In the event of fraud, the merchant also incurs fines and high administration costs.
1) 
2) 
3) 
4) 
5) 
Hence, risk assessment and profiling services are definitely crucial to lower e-business risks and costs associated with the acceptance of online credit cards.  One of the industry solutions to reduce Internet credit or debit card fraud is to install a fraud screen product, like TrustMarque’s RiskGuardian (product details available at www.trustmarque.com).  





(ii) How could the Government introduce risk assessment and profiling to the industry, especially the SMEs?

Response:

Most SMEs, although understand the purpose of risk assessment tools, may not find it a necessary to apply for their online businesses.  One of their concerns may be the increased cost arising from the additional checks.  They also asked if the risk assessment could be insured against online fraud.

Hence, there are numerous means for Government to introduce risk assessment and profiling to the industry (including the SMEs):

1) Government subsidy to implement risk assessment and profiling system, especially for the early adopters’ installation and training costs.

2) Work through the financial institutions (like banks and insurance companies) to lower the implementation costs through financing, for example.

3) Create a nation-wide incentive scheme to address the importance of online risk management

4) Organise awareness seminars, conferences, road shows with worldwide fraud experts on best practices, case studies, etc.

(iii) The Government is currently evaluating the set-up of an E-Commerce Advisory Council on Trust, with the aim to spearhead the development of trust in online businesses and to help both businesses and consumers understand and lower online risks.  Do you think such a Council is useful?  If yes, what other areas should be addressed by the Council?  If no, please explain why and suggest other alternative mechanisms/measures.

Response:

From the recent industry breakfast talks and meetings with partners and customers, many were concerned about fraud prevention and trusted e-payment  issues.  But, there are no third party to address the issues in a holistic manner.  TrustMarque supports the idea of setting up of Trusted E-Commerce Advisory Council.  This council could be the overall high-level executive body that will:

1) obtain industry collaboration to combat fraud

2) facilitate industry buy-ins to trusted e-commerce services or schemes

3) derive trusted e-commerce related policies

4) develop schemes to assist both e-businesses (including consumers and e-merchants)

5) create awareness as to the importance of addressing Internet fraud

The committee could act in an advisory capacity to Internet, retail, financial and payment industries on the subjects of Internet fraud trends, techniques used to combat fraud, current business solutions, future business needs and Internet fraud services. It will also cooperate and share information with other e-commerce fraud prevention and security organisations and associations.

Initiative: Trust Marks

(i) What is your view on accrediting e-merchants through the use of trust marks?  Do you think this will help to instil consumer confidence in EC transactions?  If no, please explain why and suggest alternative solutions?

(ii) What are some initiatives that the Government and the industry can develop to help instil greater consumer confidence in order to spur demand for online transactions?

Response:

Accrediting e-Merchants through the use of trust marks will enhance consumer trust and gain consumer confidence.  Consumers will prefer to conduct transactions with trusted users and trust mark provides an effective means for e-merchants to protect their business reputation.  For example, online stores that display VISA logo has automatically increase consumer confidence by 20%.

Some initiatives to instil greater consumer confidence include:

1) Short-term for immediate impact

· launch of Trust Associations (note: industry participation is important)

· set up the business processes to support these schemes

· implementation of trust schemes & logos, along with the publicity

2) Ongoing

· incorporate the “trust” element into education programmes

· continue to publicise positive effects of trust marks

· improve the business processes to support these schemes

· joint participation with international trust associations
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