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Dear Sir,

Thank you for your invitation to provide views and comments in relation to the
Consultation Paper on Electronic Contracting Issues under the Electronic Transactions
Act.

As a general comment, | wish to note the great difficulty facing the project team, which
has to balance the local autonomous and autochthonous development of the law relating
to electronic contracting against the developments at the UNCITRAL level. In addition,
as experience has shown, technology laws are difficult to draft, akin to crystal-ball
gazing. Therefore, there is no criticism in shortcomings proven only with hindsight.

Bryan Tan
53 Jalan Tambur
Singapore 576819



LIST OF QUESTIONS

Q1:  Should the ETA include a consent provision similar to that in the draft UNCITRAL
Convention, article 8, paragraph 2 (see para 2.1.1) in the context of all contractual
transactions?

A consent provision may be acceptable. However, | would caution creating any rights
aluding to universal access. In Singapore, there are a number of government services
where one has no choice but to contract electronically — two instances are the Patent
filing procedures as well as Business Registration (which requires SingPass to be used
for Singaporean office-holders). Such a move will bring about a shift in the data
collection techniques of Singapore businesses- very often, most would ask for email
addresses as part of the data collection from customers and potential customers.
However, this would later translate into ‘'designating' email as a means of
communication.

Q2. Do you agree that parties should be able to agree:

(a) not to use electronic records to satisfy rules of law requiring writing,
signature and retention of records;

(b)  to requirements that are more stringent than those in Part Il of the ETA?
(See paragraph 2.4.3.)

Yes

Q3. Do you agree that parties should not be able to agree to standards that are lower
than the mandatory requirements for electronic communications provided in the ETA or
in other rules of law? (See paragraph 2.4.7.)

Yes. Speaking from experience, many entities who have set up online operations have
taken advice that as long as parties agree, the standards for electronic communications
may be lowered. To reverse this position may cause significant disruption.

Q4. Should section 5 be replaced with specific provisions within the relevant sections
making the provisions apply subject to agreement otherwise by the parties? (See
paragraph 2.3.2 and 2.5.4.)

No.

Q5. If section 5 is retained, should it be amended to adopt the language of

inconsistency 133 rather than making reference to a right to vary provisions of the ETA?
(See paragraph 2.5.2)

Yes.

Q6. Should there be both a general consent provision and provision for variation ETA
provisions by agreement of the parties (whether in section 5 or in specific provisions)?



Yes, for the reasons stated in paragraph 2.5.5.

Q7: Should the ETA be amended to adopt the provisions of article 9 of the draft
UNCITRAL Convention on the recognition of electronic signatures?

The principle of reliability is useful to clarify the commercial reality that in certain
situations, certain standards are appropriate. However, my comment is directed at the
most common electronic signature — the innocuous “I Agree” or “submit” click through,
which does not seem to satisfy variant B.

Qs: Should section 8 of the ETA or the definition of “electronic signature” be
amended in any way? If yes, please explain the problem addressed by the suggested
amendments.

| believe that section 8 can be further clarified. This may address some of the issues
that Daniel Seng alluded to in his opinion on the PenOps signature at
http://www.ecomaus.com/legal%20documents/legalsinglaw.pdf.

Q9: Should the ETA provide when an offer and acceptance in electronic form takes
effect? If yes, please suggest the terms of the necessary legislative provision to effect
the change and comment whether the provision should apply only if the parties opt-in.

I support a default rule on timing of offer and acceptance. This replicates the rules in the
real world in any case. | am of the view that the default rule should be based on receipt
by the designated information system, subject to the discussion below.

Q10: Should the ETA provide that proposals to enter a contract made by electronic
means to the world at large are to be treated as an invitation to make offers, unless the
proposal indicates that the person making the proposal intended to be bound in case of
acceptance?

This is an interesting proposition.| suspect that the debate on this issue is not strictly
legal but in the realm of consumer activism. Is it fair that a business which finds fame
and fortune on the Internet also not be put to the sword where it makes a mistake? |
would also caution that there is a case in the High Court awaiting the decision of the
judge involving the mistake make in pricing. It would also be prudent to examine the
decision of the judge.

Q11: Should references to “declaration, demand, notice or request’” be added to
section 12 of the ETA for consistency with the UNCITRAL draft Convention?

Yes. To be fair, prudent companies have provided for this expressly.

Q12: Should the attribution provision in section 13 be retained? If section 13 is
retained, should it be amended in any way?

(See also amendments to section 13 discussed in paragraphs 4.4.6 to 4.4.9. below)
| support the retention of section 13.


http://www.ecomaus.com/legal%20documents/legalsinglaw.pdf

Q13: Would there be any other implications in adopting the provisions on time and
place of despatch or receipt in article 10 of the draft UNCITRAL Convention? (See
paragraphs 5.5 and 5.11)

My comment is that in formulating the time provisions, did the UNCITRAL committee
consider a deemed time provision, similar to those used in commercial contracts — that
with a certain mode of delivery, time is time of entry plus a certain number of hours,
unless it can be proven that notice was receive earlier.

Q14: Should the ETA adopt a definition of “information system” based on the draft
UNCITRAL Convention whether generally, or in relation to any specific provisions?

Yes, this has been one of the most puzzling areas for Computer lawyers.

Q15: Should the ETA adopt the definition of “automated information system” from the
draft UNCITRAL Convention? (paragraph 6.1.2)

Yes

Q16: Should the ETA adopt a provision to clarify the validity of contracts resulting from
the interaction of automated information systems from the draft UNCITRAL Convention?
(see paragraph 6.2.3)

Yes

Q17: Can you suggest any means of resolving the issue of conflicting terms in
contracts concluded by automated information systems? (see paragraph 6.3.1)

I would favour the last shot wins doctrine. This is because the party designing the initial
message to which a response is given, is able to (by creative programming) control the
parameters for responses.

Q18:  Should section 13 of the ETA apply to contracts concluded by automated
information systems? Should provisions be made to attribute communications in any
specific situations involving the use of automated information systems?

Yes, section 13 should apply.Yes, provisions for attribution should be made.

Q19. Should the ETA contain a provision requiring a party offering goods or services
through an automated information system to make available to parties that use the
system some technical means allowing them to identify and correct errors? (See
paragraph 6.5.3)

I am not sure of such forced methods. | believe that behaviour will be changed once a
case surfaces and such parties will soon put in place correction measures. | believe that
this issue is also related to the reasonableness criteria discussed in Article 9.



Q20. Should the ETA provide for the legal effect of a “single keystroke error’? If yes,
please suggest the terms of such a provision. (See paragraph 6.5.4).

No. The burden of proper testing should rest on the party using it and as he enjoys its
benefits, he must carry its risks as well.

Q21: Should the ETA adopt a provision stating that incorporation by reference applies
in electronic transactions? If yes, please specify the terms of such a proposal. (See
paragraph 7.1.1 and 7.1.6).

| think the reaffirmation of the incorporation by reference principle will do no harm. |
would think that a safe harbour approach to codify the common law rules would be a
good start. One big area is in the context of mobile transactions, where the severe lack
of space may render any reasonableness in a notice to incorporate by reference difficult
to achieve.

Q22: Should the ETA elaborate specific rules as to whether there is incorporation in
particular specified circumstances? If yes, please specify the terms of such a provision.
(See paragraph 7.1.8)

See above.

Q23: Should the ETA include a provision on electronic originals in the context of
contractual transactions? If yes, what should be the criteria for the electronic functional
equivalent?

A good starting point would be to fuse the Evidence Act as well as guidelines issued by
the Inland Revenue Authority of Singapore on electronic originals (or machine sensible
records).

Q24: Should any concepts of contract law (including those highlighted above) be
clarified in relation to electronic transactions? If yes, please explain the problem faced,
with reference to practical examples, and propose possible solutions.

None.



