Annex A

Summary of MultiLayered Fight to Address Scam SMSes

Block SMS & Malicious Links

Pilot & Voluntary SSIR
~—-

Machine Filter Scam
SMS

Option Not to
Receive Overseas
SMS

Block SMS and malicious links within SMS once notified
- Since 2019

Pilot SMS Sender ID Registry in Aug 2021;

*— Voluntary Singapore SMS Sender ID Registry “SSIR*

block upfront scam SMS using spoof IDs -Mar 2022

«——— Make Sender ID registration a requirement for

organisations that use Sender IDs (proposed)

«——— Explore solution to identify & filter scam SMS

Explore further protection for public — option not to
receive international SMSes

Summary of MultiLayered Fight to Address Scam Calls

AQC OO0

Block Known/Specific Calls

Filter & Flag Overseas Calls

Block Spoofed Local
Numbers

OptioTNot to
Receive Overseas
Calls

Block known/specific spoofed call numbers- Since 2019

Insert labels for overseas calls (e.g., “+" prefix) to alert
public to be vigilant- Since 2020

Block robocalls using pattern recognition technology-—
Since 2020

Block spoofed fixed-line and mobile numbers from
overseas — To be completed by end 2022

Explore further protection for public — provide option
not to receive international calls



