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Getting Started

This quick-start configuration guide is to help businesses minimise common
breach issues through good security practices in Microsoft 365, using these
simple configuration steps.

The guide is for organisations using Microsoft 365 (“M365”) Business Standard
edition through Windows devices. Some of the settings are to be configured at
M365, while others are to be configured at the Windows devices
(“@Windows Device”).

Windows 10 Enterprise is used as the reference version for the steps and
screenshots shared.

(Note: This guide does not include the initial setup process such as planning and deploying your tenant, apps, and services.)
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1.

CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

Strong password settings (@Windows device)

Step 1: Launch the group policy editor by pressing Windows+R @0 M Comen ok coune

Step 2: Type “gpedit.msc” and press “Enter”

Step 3 Click to “Open”

Step 4: Navigate to Computer configuration > “Windows
settings” > “Security settings” > “Account policies” >
“Password policy” > “Minimum password length”

Step 5: Set the minimum password length to 12 characters

Local Security Setting Explain

'!l Minimum password length

|

Password must be at least

12 °  characters

Paste Best match

gpedit.msc

Settings
Edit group policy
Search the web

2 £ gpedit.msc - See wekb result

Run as administrator

Open file lacation

Copy full path

File Action View Help
_— x 2]

=% Deployed Printers
b Security Settings
3 Account Polices
3 Password Policy
3 Account Lockout Polic
3y Local Policies
Windows Defender Firew
Network List Manager Pc

Public Kev Policies

Policy
Enforce password history
Maximum password age
Minimum password age
&8 Minimum password length
Password must meet complexity requirements

Store passwords using reversible encryption

Security Setting

0 passwords remen
42 days

O days

0 characters
Disabled

Disabled
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CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

1. Strong password settings (@Windows device) — Cont’d

Step 6: Click to enable password complexity
requirements, to facilitate users in creating a
secure password

Step 7: Restart your computer after making the
policy changes

Enabling the complexity requirements means:

File

Action View Help
X L

# Deployed Printers
3 Security Settings
3 Account Policies

3 Password Policy

a Account Lockout Polic

A Local Policies

Windows Defender Firew

Network List Manager Pe

Public Kev Policies

Policy Security Setting
Enforce password history 0 passwords remen
Maximum password age 42 days
Minimum password age 0 days
Minimum password length 12 characters

o Password must meet complexity requirements Disabled
Store passwords using reversible encryption Disabled

a) DO NOT contain the user account name or full name
b) Be at least 6 characters in length and contain characters from at least 3 of the following 4 categories:

* Uppercase English letters (A-Z)
* Lowercase English letters (a-2)
* Base 10 digits (0-9)

* Non-alphabetic characters (such as S, !, %)
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2.

CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

How to Turn on Bitlocker Disk Encryption (@Windows device)

NOTE: For Windows 10, BitLocker is available on the Pro and Enterprise editions only

Paste  Best match

Clipbay i E"l‘al:afé BitILucker :&
. . . “ . ” & o Control panel :
Step 1: Click on the magnifying glass and type “Bitlocker E B [PS—

Manage BitLocker
P Bitlocker - See web results > ontrol panel

Step 2: Click to “Open i

e ),

&> Balocker Drve Encryption

P FW0 3 Conviot Ponet System and Secunity BitLocker Drive Encryption
B e e oo
Step 3: Under the "Operating system drive" section, Gt
ensu re that you See ”BitLOCker On"' |f not’ CIiCk Help protect your files and folders from unauthorzed sccess by protecting your drives with BitLoclker
on “Turn on BitLocker” —

~

Fixed data drives
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CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)
1.

Enable Multi-Factor Authentication (MFA) for Administrators

Searct

2
Step 1: From Microsoft 365 Admin Center, Go to “Home” >

Protect your org with security defaults (MFA)

“Setup” > Protect your org with security defaults
(MFA) > Click on “Manage”

Protect your org with security defaults (MFA)

To enable MFA for selected user

Step 2: From the list of users, select the user account to be

activated with MFA by putting at tick against the user
> Select “Enable”

multi-factor authentication
users service settings

o)
o

USER NAME

ssssss

Step 3: The following screen will be presented. Click on
“enable multi-factor auth”, to enable MFA

your do not regularly sign
auth: httpsy//aka.ms/MFASetup

Additional Information:

enable multi-factor auth

After the administrator has enabled MFA, users will be asked to set up verification details which is required to complete the MFA configuration.
Users can choose to receive the verification code through a text message, call, or push notification via the Microsoft Authenticator app.
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CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

2. Review of User Accounts

Regularly conduct periodic review of user accounts

to ensure that unused accounts are removed. = T T — D Suarch T =
Step 1: From Microsoft 365 Admin Center, Go to @ Home Co—
o 14 o 2
Home” > “Users Q ‘ A i R

| Active users R12 : RI12801.0nm

Step 2: Review the list of users, to see if any of
them should be removed (e.g. employees Z°:“; - T e
who have left the organisation, etc.) If

Deleted users RIS : R15@01.onmicrosoft.cor
there is a user(s) to be removed, right- & G v ® -~ aQ R R
click on the user and select “Delete user” S e B e
Fa Roles R17 ool ” vIWENES bsoft.com
’ ¥ Manage groups
8 Resources v R18 S —— osoft.com
B Biling v R19 I E Delete user Q
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CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

3. Disable Email Auto Forwarding

Step 1: Inthe Outlook web client, Go to “Settings”

and click on “Mail” Settings Layout Forwarding
L Search settings ’ Compose and reply
You can forward your email to another account.
Step 2: Se|eCt ”FOFWGI’dlng" £33 General AlEchment D Enable forwardirlg
“ = Mail Rules Forward my email to:
Step 3: Ensure that the checkbox “Enable — S
. . 6 Calendar
forwarding” is unchecked . e
People
Customize actions
View quick settings
Sync email
Message handlin
Forwarding ©
Automatic replies
Subscriptions

Additional Information:

Default setting for automatic forwarding to external email is turned off in M365, for enhanced security.

It is recommended to disallow automatic forwarding if the user’s email account is often used for large amounts of personal data
or personal data more likely to result in harm to individuals.

For more information, visit https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/external-email-
forwarding?view=0365-worldwide
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4. Configure Folder Permissions for OneDrive

If you want to prevent external file sharing in
Microsoft 365 Groups, you can turn off the external
file sharing in the Microsoft 365 admin center.

To turn off external file sharing
Step 1: In the Microsoft 365 admin center,
click ”Organisational profile”

Step 2: Click "SharePoint”
Step 3: Ensure that the following checkbox is

ticked, “Only people in your organisation —
no external sharing allowed”

Microsoft 365 admin center

Resources

g &

8illing

Lro)

Support

&) Ssettings

Domains

Microsoft Search
l Services & add-ins

Security & privacy

Organization profile I

2 sep
¥ Reports

D  Health

Partner relationships

-+ Deploy Add-in

Microsoft Search in Bing

Microsoft Teams

Microsoft communication t

Q8 v:

Modern authentication

MyAnalytics

Office 365 Groups

Office software download s

Office on the web

B
v
aJ
k>

Reports

> SharePoint

Microsoft 365 admin center
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‘§) Skype for Business

£ search

SharePoint

G) Your Microsoft 365 Groups settings let people outside the organization access group
content. These guests will receive an error when they try to access SharePoint
centent, Change Microsoft 365 Groups settings.

Choose how your users can share SharePoint sites created within your
organization.

Users can share with:

I @ Only people in your organization — no external sharing allowed

O Existing guests only — only guests already in your organization's directory e

O New and existing guests — guests must sign in or provide a verification code

O Anyone — users can share files and folders using links that don't require sign-in i
Advanced external sharing options

Limit external sharing by domain, allow external sharing for only specified security
groups, and more in the SharePoint admin center. Go to SharePoint admin center




CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

Manual Backup and Restore of Local Files
Note: Please ensure that your M365 OneDrive account is set-up

To backup from local device to M365 OneDrive:

Step 1: *Zip the folder/file that you wish to backup. Assign a password
to the zipped file if necessary

Step 2: At OneDrive, navigate to the target folder for the backup file

Step 3: Click on “Upload” button in OneDrive and select the *zipped file
from the previous step

* Step 1 & 2 on how to securely zip a file is covered under the Appendix

To restore from M365 OneDrive to a local device:

Step 1: Select the backed up zipped file/file at M365 OneDrive
Step 2: Click on “Download”

Step 3: Unzip the file if necessary and key in the password if necessary and

copy the file/folders to the target destination on your local device

Version 1.0/ 11

—0

- New | 4 Upload | & Share @ Copylink £& Sync

Files > Shared with Eve... > Sales &

[ mame 1 Modified

i ‘\17‘_{]22 Targets.pptx

* A few seconds ago

& Open v |2 Share @ Copy link | { Download | [il] Delete

Files > Shared with Eve... > Sales &

Q@ [0 nName?

Q@ a 2022 Targets.pptx Q




CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

Restoring the Entire OneDrive

* All documents stored at OneDrive are automatically synchronised to another cloud location. This works like an automatic backup
* For restoration of data from backup, you can either restore your OneDrive (select from a day within the last 30 days), or restore a
previous version of the selected file. This page shows the steps to restore your entire OneDrive

Restore OneDrive to a previous time

To restore your OneDrive, you'll need to have Microsoft 365. Otherwise, you'll be redirected to this article

when you try to follow the steps below.

1. Go to the OneDrive website. (Make sure you're signed in with the correct account.)

2. If you're signed in with:

= Apersonal account with a Microsoft 365 subscription, at the top of the page, select Settings & >

Options, and then select Restore your OneDrive from the left navigation.

= Awork or school account, select Settings > Restore your OneDrive.

Note: The Restore your OneDrive option isn't available in the classic experience of OneDrive for work

or school or without a Microsoft 365 subscription.

3. On the Restore page, select a date from the dropdown list—such as Yesterday—or select Custom date
and time. If you're restoring your files after automatic ransomware detection, a suggested restore date

will be filled in for you.

Restore your OneDrive

Select a date

Select a date

Yesterday
One week ago {j

Three weeks ago

4. Use the activity chart and activity feed to review the recent activities that you want to undo.

o @ 0 0 0

The daily activity chart shows the volume of file activities in each day for the last 30 days. It gives you an
overview of what has happened to your OneDrive over time and it can help you identify any unusual
activities. For example, if your OneDrive was infected by malware, you can look for when it happened.

The activity feed shows individual file and folder operations in reverse chronological order. You can scroll
down to see previous days, or move the slider below the daily activity chart to quickly mave to a specific
day,

Tip: Use the expand and collapse arrow next to each day in the activity feed to show or hide actwvities for
that day.

5. If you selected Custom date and time, select the earliest activity that you want to undo. When you
select an activity, all other activities that occurred after that are selected automatically.

Note: Before you select Restore, scroll to the top of the activity feed to review all the activities you are
about 10 undo. When you pick a day in the activity chart, the more recent activities are hidden in the feed
but they're still selected when you select an activity.

5. If you selected Custom date and time, select the earliest activity that you want to undo. When you
select an activity, all other activities that occurred after that are selected automatically.

Note: Before you select Restore, scroll to the top of the activity feed to review all the activities you are
about to undo. When you pick a day in the activity chart, the more recent activities are hidden in the feed,
but they're still selected when you select an activity,

6. When you're ready to restore your OneDrive, select Restore. This action will undo all the activities you
selected,

Your OneDrive will be restored to the state it was in before the first activity you selected.

Note: If you change your mind about the restore you just did, you can undo the restore by running Files
Restore again and selecting the restore action you just did.

Limitations and troubleshooting

When version history is turned off, Files Restore can't restore files to a previous version. For information
about versioning settings, see Enable and configure versioning for a list or library. Files Restore uses
wversion history and the recycle bin to restore OneDrive, so it's subject to the same restrictions as those
features.

You can't restore deleted files after they've been removed from the site collection recycle bin—either by
manual delete or by emptying the recycle bin. A SharePoint site collection administrator may be able to
view and restore those deleted items.

= Albums are not restored.

= If you upload a file or folder that you deleted, Files Restore will skip the restore operation for that file or

folder.

= |f some files or folders cannot be restored, a log file will be generated at the root folder of your OneDrive

to capture the errors. The name of the file will begin with "RestoreLog” followed by an 1D (for example,
RestoreLog-e8b977ee-e059-454d-8117-569b380eed67.log). You can share the log file with our support
team to troubleshoot any issues that may cccur.

Source: https://support.microsoft.com/en-us/office/restore-your-onedrive-fa231298-759d-41cf-bcd0-25ac53eb8al5
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CONFIGURATION GUIDE FOR MICROSOFT 365 (M365)

7. Restoring a Selected File

* All documents stored at OneDrive are automatically synchronised to another cloud location. This works like an automatic backup.
* For restoration of data from backup, you can either restore your OneDrive (select from a day within the last 30 days), or restore a
previous version of the selected file. This page shows the steps to restore a selected file.

Use Version history in File Explorer

If you have the OneDrive sync app installed on your PC, right-click the file that you want to restore to an

Restore a previous version of a file
Sto red i n O n e D rive .. o | ‘ ;:L‘if\‘.ra‘::r:::ldn:;;ci‘:ei:::.jer and select Version history. Then select the ellipses (...) next o the version

- Car maintenance

for Business, SharePoint Server Subscription Edition, More, bor W
[ Sery i B

Edit

New

With version history, you can see and restore older versions of your files stored in OneDrive or SharePoint,

Version history works with all file types, including Microsoft 365 files, PDFs, CAD files, photos, videos, and Print

more. If you need to, you may be able to restore deleted OneDrive files or restore deleted SharePoint pen File

items from the recycle bin. o o & cha
View online

Tip: You can also View previous versions of Office files in Office apps. Version history

In Classic view of previous versions of SharePaint Server, select the arrow next to the version of the

document that you want to restore. and then click Restore The document version you selected becomes the current version, The previous current version becomes the

1. Sign in to OneDrive with your personal Microsoft account or your work or school account. previous versian in the list.

Version History Notes:

o If you sign in with a personal Microsoft account, you can retrieve the last 25 versions. If you sign in with a
work or school account, the number of versions will depend on your library configuration.

2. Select the file that you want to restore to an earlier version (you can only restore one file at a time), right-
click, then select Version history.

= If you're using OneDrive as part of SharePaint Server, your administrater may have tumed off document

Note: In Classic view, select the document, then at the top, select More = Viersion History., Na. +  Modifie: Modified By versioning. For more information about SharePoint versioning settings (which also apply to OneDrive for
work or school) see Enable and configure versioning for a list or library or How does versioning work in a

. e Frye list or library?
View
3. In the Version History pane, do one of the following: 20 erri Frye + If you're signed in to OneDrive with a Microsoft account, items in the recycle bin are automatically deleted
Rect, o 30 days after they're put there, If your recycle bin is full, the oldest items will be automatically deleted after
If you're signed in to OneDrive or SharePoint with a work or school account (such as a Microsoft 365 e Frye three days. If you're signed in with a work or school account, items in the recycle bin are automatically
account), select the ellipses (...) next to the version of the document that you want to restore, and then Jelete deleted after 93 days, unless the administrator has changed the setting. See more infermation about how
long deleted items are kept for work or school accounts.

click Restore.

Source: https://support.microsoft.com/en-us/office/restore-a-previous-version-of-a-file-stored-in-onedrive-159cad6d-d76e-4981-88ef-de6e96¢c93893
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Getting Started

This quick-start configuration guide is to help businesses minimise common
breach issues through good security practices in Google Workspace, using these
simple configuration steps.

The guide is for organisations using Google Workspace (“GWS”) Business
Standard edition through Windows devices. Some of the settings are to be
configured at GWS, while others are to be configured at the Windows devices
(“@Windows Device”).

Windows 10 Enterprise is used as the reference version for the steps and
screenshots shared.

(Note: This guide does not include the initial setup process such as planning and deploying your tenant, apps, and services.)
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1.

CONFIGURATION GUIDE FOR GOOGLE WORKSPACE

Strong password settings (@Windows device)

Step 1: Launch the group policy editor by pressing Windows+R

Step 2: Type “gpedit.msc” and press “Enter”

Step 3 Click to “Open”

Step 4: Navigate to Computer configuration > “Windows
settings” > “Security settings” > “Account policies” >
“Password policy” > “Minimum password length”

Step 5: Set the minimum password length to 12 characters

Local Security Setting  Explain

',{_l Minimum password length

|

Password must be at least

12 °  characters

Paste Best match

Clipbol gpedit.msc

& o Microsoft Common Console Documen

Settings
Edit group policy
Search the web

2 P gpedit.msc - See web result

gpedit.msc

> Mic

L T lified
O

Run as administrator

Open file lacation

Copy full path

File Action View Help
g x 2]

=% Deployed Printers
B Security Settings
3 Account Poliaes
3 Password Policy
@ Account Lockout Polic
3y Local Policies
Windows Defender Firew
Network List Manager Pc

Public Kev Policies

Policy
Enforce password history
Maximum password age
Minimum password age
&8 Minimum password length
Password must meet complexity requirements

Store passwords using reversible encryption

Security Setting

0 passwords remen|
42 days

O days

0 characters
Disabled

Disabled
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CONFIGURATION GUIDE FOR GOOGLE WORKSPACE

2. Strong password settings — Cont’d (@Windows device)

Step 6: Click to enable password complexity
requirements, to facilitate users in creating a
secure password

Step 7: Restart your computer after making the
policy changes

Enabling the complexity requirements means:

a) DO NOT contain the user account name or full name

File

Action View Help
A L

-— f)-ﬁphj", ed Printers A
" Security Settings
A Account Polices
3 Password Policy
a3 Account Lockout Polic
4 Local Policies
Windows Defender Firew
Network List Manager Pc

Public Kev Policies

Policy

Enforce password history
Maximum password age
Minimum password age

Minimum password length

o Password must meet complexty requirements

Store passwords using reversible encryption

Security Setting

0 passwords remen
42 cays

0 days

12 characters
Disabled

Disabled

b) Be at least 6 characters in length and contain characters from at least 3 of the following 4 categories:

* Uppercase English letters (A-Z)
* Lowercase English letters (a-z)
* Base 10 digits (0-9)

* Non-alphabetic characters (such as S, !, %)
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2.

CONFIGURATION GUIDE FOR GOOGLE WORKSPACE

How to Turn on Bitlocker Disk Encryption (@Windows device)

NOTE: For Windows 10, BitLocker is available on the Pro and Enterprise editions only

Paste  Best match

[—.\"jm i Manage BitLocker :&
i i i H @ oF Control panel ‘
Step 1: CIICk On the magnlfylng glass and type ”BItIOCker" E 7 = Searchthe web Manage BitLocker

P Bitlocker - See web results ] ol par

Step 2: Click to “Open Tt

e ),

&> Balocker Drve Encryption

™ By Control Panel System and Secunty BitLocker Drive Encryption
- fdt View Tools
Control Panel Home

Step 3: Under the "Operating system drive" section,
ensure that you see “BitLocker on”. If not, click

BitLocker Drive Encryption

Help protect your files and folders from unauthorzed access by protecting your drives with BitLocker

on “Turn on BitLocker” Operiting syssm diive
2
)

Fixed data drives
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CONFIGURATION GUIDE FOR GOOGLE WORKSPACE (GWS)

Enable Multi-Factor Authentication (MFA) for Administrators

Step 1: From the Google Admin console, sign in using an
administrator account

Step 2: Go to “Security Settings” > “2-Step Verification”

Step 3: Select an organisational unit or exception group

Step 4: Check “Allow users to turn on 2-Step Verification”

Step 5: Select “Enforcement” > “Off”

Step 6: Click ‘Save”

Additional information:
*  You can use the following for MFA:
* Security keys
* Google prompt
* Google Authenticator app
* Backup codes
* Text message or phone call
* More Information can be found under this link here.
*  GWS security checklist can be found here: link here.

‘ iGO gle Admin

Reparting

8illing

a
D secuiy
m
B

Aecaunt

[ : ] Send feedback

= Google Admin

G Suite
Additional Google services
Marketplace apps

SAML aops

° Google Hangouls
£ Google vaut

@ oo

ﬂ Groups for Business

Jambaard Service

Keop

ADD SERVI(

On for everyone

O for everyore

On for everyone

On for some org units

On for everyone

Q,  Search for users, groups or settings

Security > 2-Step Verification

Groups
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Showing settings for users in OrgA

Security Settings

Organisational units A

8

Learn more

2-step verification

Add an extra layer of security to user accounts by asking users to verify their

identity when they enter a username and password. Learn more
Qp Allow users to turn on 2-Step Verification
Enforcement
(@ off
o

O On from ®

&



https://support.google.com/a/answer/9176657?hl=en#zippy=%2Callow-users-to-turn-on--step-verification%2Ctell-your-users-to-enroll-in--step-verification
https://support.google.com/a/answer/9184226?hl=en&ref_topic=7556782

CONFIGURATION GUIDE FOR GOOGLE WORKSPACE (GWS)

2. Strong Password Settings

= Google Admin Q, Search for users, groups or settings
Step 1: From the Google Admin console, Securty > Password Management
go to “Security Settings” > &
“Password management” g0 Showing settings for users in OrgA
o Security Settings
o Password management

Step 2: Under Length, configure
L. se Organisational unit N ' iaati
minimum |e ngth to 12 Ch ara Cte rs oes : Password management Configure password policies for your organisation

Locally applied

These policies don't apply in some cases, such as when users are authenticated by a

il third-party identity provider. Learn more
~ OrgA
B Strength
@ Users are required to use strong passwords. Learn more
@ Enforce strong password
Length
Must be between 8 and 100 characters

Minimum length

Additional information:

* Enforce a password history policy to ensure that employees do not reuse their previous passwords.

* Encourage users to use passphrases such as “Iwant2l@se10kg”, which may be long and complex, yet easy to remember.
* Discourage users from using the same passwords across different systems.
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CONFIGURATION GUIDE FOR GOOGLE WORKSPACE (GWS)

3. Disable Email Automatic Forwarding

It is recommended to disallow automatic

forwarding if the user’s email account is often

used for large amounts of personal data or

personal data more likely to result in harm to

individuals

Step 1: Go to Apps > “Google Workspace” >
Settings for Gmail >”End User
Access”

Step 2: Go to “Automatic forwarding”

Step 3: Click on the pencil icon to edit /‘

Step 4: Uncheck the checkbox at the
“Automatic Forwarding” section to
disable mail forwarding feature
(i.e. if user is handling sensitive
personal data in his/her daily
work)

Step 5: Click “Save”

Google Admin Q, Search for users, groups or settings

B

Home

| |=]
[=1 ]

Dashboard

Directory

De

» [0 Devices

i Apps
Overview
~ Google Workspace

Service status

Automatic forwarding

Applied at ‘orga.com

Apps > Google Workspace > Settings for Gmail > End User Access

M G mall Google Workspace Sync Enable Google Workspace Sync for Microsoft Outlook for my users: ON

1 orga.com

Automatic forwarding Allow users to automatically forward incoming email to another address: ON I_/b
Applied at 'orga.com

Image URL proxy allowlist  Image URL patterns allowlist: OFF
Applied at 'orga.com

Groups v

Organizational Units ~

Search for organizational units

¥ Qorga.com

D Allow users to automatically forward incoming email to another address
Learn more

(e effect in a few minutes. Learn more
rchanges in the Audit log

T unsaved change ~ CANCEL SAVE
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CONFIGURATION GUIDE FOR GOOGLE WORKSPACE (GWS)

4. Review of User Accounts

— Google Admin Q,  Search for users, groups or settings

Regularly conduct periodic review of user accounts to

@ add\ OrgA
ensure that unused accounts are removed' o5 Welcome to the Google Workspace Admin console
Step 1: From the G00g|e Admln Page, Go to Ilusers” > = To continue with your Google Workspace trial, verify your domain or
o" V4 m
Manage
2 Users Manage 7~
Check through the list of users, to see if any of the ®
II other users so tha ey can start usin oogle services.
users should be removed (e.g. employees who have ' oo oy e s Ay can st en beed
. . B8
|eft the Organlsatlon, etC.) @ 3 users 7/10 licences remaining
®
— Google Admin Q,  Search for users, groups or settings
If there is a user(s) to be removed, a 0
step 2: Select ”More Options” EE Users | Showing all users Add new user  Bulk update users  Download users More options ¥
Step 3: Select “Delete user”. Alternatively, select 0 t Addadier Email user
“Suspend user” first, for example if there is a i m Suspend user staus Lastsinin Emal sage
need for the administrator to save out user 0 0 Eddy Leong Active (Added recenty) 19 minutes ago oca
data i D John Doe Active (Added recently) Hasn't signed in 0GB
= Delete user
@ D Tan Edward Active (Added recently) Hasn' sig Reset password Update user || More options
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CONFIGURATION GUIDE FOR GOOGLE WORKSPACE (GWS)

5. Configure Folder Permissions (For Google Drive)

= Google Admin Q,  Search for users, groups or settings

L Drive and

Turn off sharing with external parties to prevent accidental " = = pocs
sharing with unintended parties or the general public.

8 e =

Step 1: Go to Google Admin > “Apps” > “Google
Workspace” > “Settings for Drive and Docs” >
“Sharing settings”

. - + @
Step 2: Click on the pencil icon g o S .
2 L Drive and Docs
Sharing options ) f 7/
Lo ON - Files owned by users in OrgA can be shared outside of OrgA.

ON

Recipients only, OrgA, or public (no Google account required)

=]
@
Step 3: Select ‘OFF to disallow sharing outside your ®
organisation

Sharing options Sharing outside of OrgA

’ e highest | ) ing outside of OrgA that you want t
OI @ OFF - Files owned by users in OrgA cannot be shared outside of OrgA. I

Allow users in OrgA to receive files from users outside of OrgA

O ON - Files owned by users in OrgA can be shared outside of OrgA. &
For files owned by users in OrgA warn when sharing outside of OrgA

Allow users in OrgA to send invitations to non-Google accounts outside OrgA

When sharing outside of OrgA is allowed, users in OrgA can make files and T~
published web content visible to anyone with the link
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6. Manual Backup of Local Files from Windows device to GWS

* How to securely zip a file is covered under the Appendix

To backup from a local device to Google Drive:

Step 1: *Zip the local files/folder that you wish to backup
Step 2: Assign a password to the *zipped file if necessary

Step 3: At Google Drive, navigate to the target folder for the
backup file then click on “File Upload”

Step 4: Select the *zipped file from your local drive that you
wish to upload

To restore from Google Drive to a local device:

Step 1: Select the backed up zip file/folder in Google
Drive

Step 2: Right-click on the file and select “Download”

Step 3: Unzip the file, key in the password if necessary
and copy the file/folders to the target
destination on your local device

h
o
S
0

Folder
CI File upload
Folder upload
B  Google Docs >
Google Sheets >
Google Slides >
B Google Forms >
More >
L Drive Q, Searchin Drive
My Drive
I— New
Name
v @ My Drive -
> A M 014-10-15.19-06-30.png
) ci
B M 30png
» B0
» @@ DR E TechVendorReport.pdf I
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Move to
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£0) Manage versions

E Make a copy
~ N Download

IL|
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Restoring a Selected File from GWS

All documents stored at Google Drive are automatically & orive Q. SearchinDrive
synchronised to another cloud location. This works like an Ny Drive
automatic backup. For restoration of data from backup, you b e
can restore a previous version of the selected file. » @ wyorve e © Proview
b Shared drives ‘ < Dpenwilh
To restore a selected file T — 25 Shere
Step 1: In Google Drive, right-click on selected file > 2, sheredwitnme Z h“:,t
“Manage versions” ©  recen . add shorteut to Drive
Step 2: Select the desired version of the file to restore, el e Venage versions
and click “Download” . P
10.53 GB of 15 CB used r[l Make & copy o z?;r:;wersmn temp.docx
Buy storage & Downloac
[ kemore iz

Download

il Delete
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APPENDIX: HOW TO SECURELY ZIP A FILE

A. USING 7-ZIP

To zip a file

Step 1: Right-click on the selected to be zipped and select
II7_ZI'pII

Step 2: Select “Add to archive”

Step 3: Ensure Archive format is “Zip”

Step 4: Enter password for the zip file

Step 5: Select encryption method as “AES 256"

Name

@9 DOC

Y TEMF

©

Version 1.0 / 27

Open

New

Print

Show
Microsoft.Azip.RightClick

Move to OneDrive

7-Zip

Y

CRU SHA

Scan for Viruses...
Share
Open with

Restore previous versions

Date modified Type 13114115 116

20/4/2022 9:56 pm Microsoft W

20/4/2022 9:56 pm Microsoft Pc

Open archive

Open archive >
Extract files...

Extract Here

Extract to "TEMP123\"

Test archive

Add to archive... ! )

Send to >
w "
Cut Add to "TEMP123.7z
w u f
Copy Compress to "TEMP123.7z" and email
Add to Archive X
Archive:
MP123 2ip) =
I Archive format zip < Upoatemose 'Add and replace files ~
Compression level: Normal - Path mode- Relative pathnames ~
Compression method: Deflate v Options
Create SFX archive
Dictionary size: 32K8 ~
[[]compress shared files.
Word size: 2 > [ eete files after compression
Solid Block size:
Encryption

Number of CPU threads: 8 - 8 Enter password:
Memory usage for Compressing: 250 MB. ‘
Memory usage for Decompressing: 2MB

Spit to volumes, bytes

Show Password

Parameters:

Encryption method:

—
AES-256 ~
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