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NOTICE

THE INFO-COMMUNICATIONS MEDIA DEVELOPMENT AUTHORITY (“IMDA”) MAKES NO REPRESENTATION OR
WARRANTY OF ANY KIND WITH REGARD TO THE MATERIAL PROVIDED HEREIN AND EXCLUDES ANY EXPRESS OR
IMPLIED WARRANTIES OR CONDITIONS OF NON-INFRINGEMENT, MERCHANTABILITY, SATISFACTORY QUALITY AND
FITNESS FOR A PARTICULAR PURPOSE. SUBJECT TO THE MAXIMUM EXTENT PERMITTED UNDER LAW, IMDA SHALL
NOT BE RESPONSIBLE OR LIABLE TO YOU OR ANY THIRD PARTY FOR ANY ERRORS AND/OR OMISSIONS CONTAINED
HEREIN OR FOR ANY LOSSES OR DAMAGES (INCLUDING ANY LOSS OF PROFITS, BUSINESS, GOODWILL OR
REPUTATION, AND/OR ANY SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES) IN CONNECTION WITH THE USE
OF THIS MATERIAL.

IMDA RESERVES THE RIGHT TO CHANGE, MODIFY OR ADD TO ANY PART OF THIS DOCUMENT. NOTHING HEREIN IS
INTENDED TO CREATE OR IMPOSE ANY BINDING LEGAL OBLIGATIONS OR LIABILITY WHATSOEVER ON IMDA, WHETHER
EXPRESSED OR IMPLIED, AND WHETHER CONTRACTUAL OR OTHERWISE. WITHOUT PREJUDICE TO THE FOREGOING,
NOTHING IN THIS DOCUMENT SHALL BIND IMDA TO ADOPT ANY PARTICULAR COURSE OF ACTION. CONSEQUENTLY,
NOTHING HEREIN SHALL BE CONSTRUED AS GRANTING ANY EXPECTATION, WHETHER PROCEDURAL OR SUBSTANTIVE IN
NATURE, THAT IIMDA WILL TAKE OR NOT TAKE ANY PARTICULAR COURSE OF ACTION IN THE FUTURE, ARISING FROM OR
DUE TO ANYTHING IN THIS DOCUMENT OR IN THE EXERCISE OF ITS DISCRETION AS A PUBLIC AUTHORITY.

IMDA DRAWS ATTENTION TO THE POSSIBILITY THAT ANY PRACTICE OR IMPLEMENTATION OF THIS
STANDARD/SPECIFICATION MAY INVOLVE THE USE OF INTELLECTUAL PROPERTY RIGHTS AND TAKES NO POSITION
CONCERNING THE EXISTENCE, VALIDITY AND/OR APPLICABILITY OF ANY SUCH INTELLECTUAL PROPERTY RIGHTS,
WHETHER ASSERTED BY TSAC MEMBERS OR ANY THIRD PARTY.

AS OF THE DATE OF ISSUANCE OF THIS STANDARD/SPECIFICATION, IIMDA HAS NOT RECEIVED WRITTEN NOTICE OF ANY
PATENT RIGHTS WHICH MAY BE RELEVANT IN RELATION TO THE IMPLEMENTATION OF THIS STANDARD/SPECIFICATION.
HOWEVER, IMPLEMENTERS ARE CAUTIONED THAT THIS MAY NOT REPRESENT THE LATEST INFORMATION AND ARE
THEREFORE STRONGLY URGED TO CHECK WITH THE RELEVANT DATABASE IN ITU, ISO, IEC OR THE RELEVANT STANDARDS
DEVELOPMENT ORGANISATION FOR INFORMATION OF INTELLECTUAL PROPERTY RIGHTS. IMPLEMENTERS ARE ADVISED
TO OBTAIN THEIR OWN PROFESSIONAL, TECHNICAL AND/OR LEGAL ADVICE AND CONDUCT ALL NECESSARY DUE
DILIGENCE, INCLUDING BUT NOT LIMITED TO MAKING SUCH INVESTIGATIONS OR SEEKING CLARIFICATIONS AS MAY BE
APPROPRIATE, IN REGARD TO ANY DECISION OR ACTION THAT THEY INTEND TO TAKE, OR PRIOR TO THE
IMPLEMENTATION OF ANY STANDARD/SPECIFICATION AS MAY BE REQUIRED.
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Technical Specification for Calling Name Service

1 Scope

This specification establishes the requirements and recommendations for the call authentication,
verification and display mechanisms for the implementation of calling name service (CNS) and thus
provide assurance for calls to consumers in Singapore.

It provides requirements and recommendations for the following entities:

1. Originating Service Providers (OSP):
a. Authentication/attestation of calls originating from their calling name subscribers
b. Generation and insertion of authentication data
c. Association and insertion of pre-registered call information for the authenticated calls

2. Intermediary Network Carriers (INC):
a. Transparent transmission of authentication data throughout the call path
b. Preservation of call information integrity during transit

3. Terminating Service Providers (TSP):
a. Verification of incoming calls using received authentication data
b. Validation of call information authenticity
c. Processing and delivery of authenticated call information to the recipient's display
device

This specification is applicable to:

e OSP that offers CNS to their subscribers
e INC that provides domestic call-routing
e TSP that terminates domestic calls to their subscribers

2 References

For the technical requirements captured in this Specification, reference has been made to the
following standards. Where versions are not indicated, implementation of this Specification shall be
based on current and valid versions of these standards published by the respective Standards
Development Organisations.

1. IETF RFC 8224: “Authenticated Identity Management in the Session Initiation Protocol
(SIP) Description: Defines the PASSporT (Personal Assertion Token) format for conveying
cryptographically-signed information about the caller”

2. IETF RFC 8225: “PASSporT: Personal Assertion Token Description: Specifies the PASSporT
format in detail, including how to create and validate these tokens.”

3. IETF RFC 8226: “Secure Telephone Identity Credentials: Certificates Description: Outlines
the certificate policies and management procedures for the X.509 certificates used in
STIR”
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4.

10.

11.

IETF RFC 8588: “Based on ATIS 1000074, Personal Assertion Token (PASSporT) Extension
for Signature-based Handling of Asserted information using toKENs (SHAKEN) Description:
Defines how PASSporT is used within the SHAKEN (Signature-based Handling of Asserted
information using toKENs) framework.”

IETF RFC 9795: “PASSporT Extension for Rich Call Data: Defines how to authenticate and
include Rich Call Data in PASSporT tokens. Specifies methods for signing and verifying
additional caller information. Enables secure transmission of caller names, logos, and
other display data.”

IETF RFC 9796: “SIP Call-Info Parameters for Rich Call Data: Specifies how to carry Rich Call
Data in SIP signaling using Call-Info headers. Defines the format and parameters for
transmitting RCD in SIP messages. Provides the transport mechanism for delivering
authenticated caller display information.”

IETF RFC 8946: “Personal Assertion Token (PASSporT) Extension for Diverted Calls
Description: Defines a PASSporT extension ("div") to handle call forwarding scenarios
Enables verification of call authentication when calls are redirected. Maintains the chain
of trust across multiple forwarding events.”

ATIS-1000074: “Signature-based Handling of Asserted information using toKENs
(SHAKEN)", is a framework that defines the protocols and procedures for implementing
STIR/SHAKEN call authentication and verification services.”

ATIS-1000080: “SHAKEN: Governance Model and Certificate Management Description:
Outlines the governance model and certificate management procedures for the SHAKEN
ecosystem.”

ATIS-1000085: “SHAKEN Support of "div" PASSporT Extension Description: Specifies how
the "div" PASSporT extension for diverted calls is supported in SHAKEN.”

ATIS-1000094: “Calling name and RCD handling procedures: Introduces mechanisms for
authentication, verification, transport of calling name and other enhanced caller identity
information (e.g., images, logos), and call reason.”
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3

Abbreviations

AS

Application Server

ATIS Alliance for Telecommunications Industry Solutions
CNS Calling Name Service

CR Certificate Repository

ID Identity

IETF Internet Engineering Task Force

INC Intermediary Network Carrier

OsP Originating Service Provider

PASSporT | Personal Assertion Token

RCD Rich Call Data

RFC Request for Comments

S-CSCF Serving Call Session Control Function

SHAKEN Signature-based Handling of Asserted information using toKENs
SIP Session Initiated Protocol

STIR Secure Telephone Identity Revisited

TSP Terminating Service Provider

URI Uniform Resource Identifier
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4 System architecture

4.1 This informative section introduces a generic system architecture for CNS.

4.2 Call authentication in integrated CNS provides a robust mechanism for validating call origins
and delivering verified caller identification information. Figure 1 depicts a typical system
architecture of CNS, actual implementation may differ. The solid red arrows depict the scope
of this specification.

C T T T T T T T T T T T |
1 | | 1
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[
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| Originating i Intermediary network | Terminating !
I service providers (OSP) ::_ carriers (INC) ::_ service providers (TSP) :
Figure 1. Typical CNS system architecture

4.3 The authentication process initiates at the Originating Service Provider (OSP), where two key
operations occur:

a. Call authentication using the STIR/SHAKEN framework
b. Calling name enrichment provided by the ID registry

4.4 On reception of the call from the originating endpoint, over trusted connection, the OSP “call
authentication application server (AS)” function authenticates the call based on pre-defined
rules, not defined by this specification.

4.5 OSP can associate the trusted connection with its customer, an organisation whose unique
calling names are pre-registered with the authoritative ID registry. OSP references an internal
database for the bindings between calling names and calling numbers.

4.6 This bound calling name, along with the authentication data, is cryptographically signed by

the “AS for signing” function and encoded into a PASSporT (Personal Assertion Token). The
token is then embedded in the SIP signalling message using an Identity header.
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4.7 During call routing, intermediary network carriers (INC) maintain the integrity of both the
authentication token and calling name information by ensuring transparent transmission of
all SIP signalling elements, particularly preserving the Identity header containing the
PASSporT.

4.8 Upon receiving the call, the Terminating Service Provider (TSP) executes a two-stage
verification:

a. “AS for verification” function validates the PASSporT signature against the certificate
from the certificate repository (CR)

b. “Call verification AS” function verifies the authenticity of the embedded callingname
information

4.9 Following successful verification, the TSP “call verification AS” function processes the
authenticated calling name information and presents it to the destination endpoint. This
provides recipients with assurance of the call's origin and verified calling party identification
from the authoritative source.

4.10 Note that this specification assumes end-to-end SIP connectivity.
5 Existing standards and their relationships
5.1 This informative section introduces the relationships between the existing standards

referenced by this specification. Figure 2 below depicts the simplified relationship between
the existing standards.

ATIS 1000080
(SHAKEN cert mgt)

complements
extends|  IETF RFC 8588
(PASSporT extension
ATIS 1000074 for SHAKEN)
(SHAKEN core)
extends -
__________________________________ extends IETF RFC 8946 uses ATIS 1000085
! : (PASSporT extension (SHAKEN support
I for diverted calls) for div PASSporT)
uses IETFRFC8225 | !
(STIR PASSporT) |m———————————— - -
1
IETF RFC 8224 extdnds|  IETF RFC9735

(PASSporT extension

(call-info for RCD)

1
1
1
1
(STIR core) : \
. | for RCD)
]
]
1 uses ATIS 1000094
uses IETF RF(; §226 : |
(STIR certificates) : : RCD handling)
1
1
L e e : IETF RFC 9796
]
]

1
1
]
]
]
1
1
complements :<——— (Calling name and
1
1
]
]
]
1
1

Figure 2. Existing standards and their relationships
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5.2

5.3

5.4

5.5

5.6

5.7

Call authentication and verification, are standardised by RFC 8224, RFC 8225, and RFC 8588,
which form the core of the authentication process:

e RFC 8224 defines how to use PASSporT tokens within SIP for authenticating caller
identity.

e  RFC 8225 specifies the detailed structure of PASSporT tokens.

e  RFC 8588 tailors the use of PASSporT specifically for the SHAKEN framework.

ATIS-1000074 provides the SHAKEN framework and additional guidance for implementation
of the STIR standard.

The overall STIR/SHAKEN standardised process works as follows:

a. When a call is initiated, the originating service provider creates a PASSporT token
containing call details.

b. This token is cryptographically signed using certificates as specified in RFC 8226.

c. The signed PASSporT is then embedded in the SIP signaling (as per RFC 8224) and
transmitted with the call.

d. The terminating service provider receives the call, extracts the PASSporT, verifies its
signature and validate caller information using the public key infrastructure defined
in RFC 8226 and ATIS-1000080.

Caller name display is enhanced through several of these standards:

e RFC 8588 allows for the inclusion of attestation levels in the PASSporT, which can
influence how the caller ID is displayed.

e |ETFRFC9795 extends PASSporT to include Rich Call Data (RCD), which can contain caller
names and other display information. This extended PASSporT is verified by the
terminating service provider at network level.

e |ETF RFC 9796 complements IETF RFC 9795 to allows RCD to be carried in Call-info
headers for delivery to end-devices.

For call diversion/forwarding scenarios, RFC 8946 and ATIS-1000085 is needed:

e  RFC 8946 defines the "div" PASSporT extension for representing diverted calls.

e ATIS-1000085 specifies how this extension is implemented within the SHAKEN
framework.

This allows the authentication and caller name display to work correctly even when calls are
diverted or forwarded.

For certificate management, RFC 8226 and ATIS-1000080 work together to manage the
certificates used in the authentication process:
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e  RFC 8226 defines the structure and policies for the certificates.

e  ATIS-1000080 outlines how these certificates are managed within the SHAKEN
ecosystem, including issuance, revocation, and governance.

6 General requirements
6.1 The following standards shall be supported:
S/N Standard Description
1 IETF RFC 8224 Main document for STIR.
5 \ETE REC 8225 Specifies the I?ASSporT format in detail, including how to
create and validate these tokens.
Outlines the certificate policies and management
3 IETF RFC 8226 procedures for the X.509 certificates used in STIR.
4 IETF RFC 8588 PASSporT extension for SHAKEN.
5 |ETF REC 9795 Defines how to authenticate and include Rich Call Data in
PASSporT tokens.

6.2 The following standards may be supported:
S/N Standard Description

1 \ETE REC 9796 Specifies how to carry Rich Call Data in SIP signaling using
Call-Info headers.

5 IETF REC 8946 Defmes‘ a PASSpFJrT extension ("div") to handle call
forwarding scenarios.

3 ATIS-1000074 Main document for SHAKEN
Outlines the governance model and certificate

4 ATIS-1000080 management procedures for the SHAKEN ecosystem.
Specifies how the "div" PASSporT extension for diverted

5 ATIS-1000085
calls is supported in SHAKEN.
Introduces mechanisms for authentication, verification,

6 ATIS-1000094 transport of calling name and other enhanced caller
identity information (e.g., images, logos), and call reason.
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6.3

6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

OSP shallauthenticate and validate the identity of CNS subscribers and their callingnumbers,
using a “Know Your Customer” (KYC) process and trusted connection, not defined by this
specification.

OSP shall check against ID registry for the caller information associated with its CNS
subscribers.

OSP shall map caller information to numbers and number-ranges, owned by its CNS
subscriber.

OSP shall digitally sign the following elements:
a. The validated caller number
b. The associated caller information
OSP shall modify the SIP INVITE request to include:
a. The caller information
b. The full form PASSporT

OSP shall ensure authentication data and caller information is formatted, according to the
clause 7.

For domestic call routing, INC shall forward all authentication data and caller information
without modification

TSP shall perform the following verification steps for incoming SIP INVITE requests that
include authentication data:

a. Validate the signing credentials, include certificate path validation, ensuring
certificate is valid and not expired/revoked

b. Verify the authenticity of the digital signature, using the public key from the
certificate

c. Check the integrity of the authentication data, e.g. ensuring timestamp has not
expired, originating number matches calling number and terminating number
matches called number

d. Check the integrity of the caller information, also known as RCD verification

For successful SIP INVITE requests validation, TSP shall:

a. Process the authenticated caller information

b. Update the relevant authentication-related SIP INVITE headers for display, according
to clause 8.

10
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c. Deliver the updated SIP INVITE requests to the recipient's device

TSP may implement local policy that helps protect against incorrect or rogue
implementation of STIR/SHAKEN standard.

6.12 TSP shall implement display mechanisms that:
a. Present caller information in a standardised format

b. Ensure consistent display across different recipient devices

7 Data structure-related requirements

7.1 The enhanced “SHAKEN” PASSporT, with “rcd” claim, shall consist of:
e Attestation level (attest)
e Terminating number (dest)
e Timestamp (IAT)
e Originating number (orig)
e Origination ID (origid)
e Caller information (rcd)

The caller information shall also include a “rcdi” claim, when the “rcd” claim contains URIs
referencing external content.

An example of a "SHAKEN" extension PASSporT that includes "rcd" claim and “rcdi” claim:

Protected Header

{
"alg":"ES256",

mn

"typ":"passport”,

"o

"ppt":"shaken",
"x5u":"https.//biloxi.example.org/biloxi.cer"

}

Payload

{

"attest":"A"

"dest":{"tn":[“8123 4567"]},

"iat":1607000294,

"orig":{"tn":“6377 3800"},
"origid":"123e4567-e89b-12d3-a456-426655440000",
"red":{"nam":“IMDA", "jcl":"https.//example.org/imda.json" },
"redi":<computed per IETF RFC 9795>

}

11
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8.1

8.2

8.3

9.1

9.2

9.3

An example of a full form PASSporT in Identity header:

Identity: eyJhbGciOiJFUzI1NilsInR5¢cCl6InBhc3Nwhb3J0liwieDV1] \
JjoiaHROcHM6Ly9jZXI0LmV4YWI1wbGUub3InL3Bhc3Nwb3J0LmNIcil9.ey) \
kZXNOIjp7InVyaSI6WyJzaXA6YWxpY2VAZXhhbXBsZS5ib20iXX0sImIhdC \
16/iEONDMyMDgzNDUILClveminljp7InRuljoiMTIXNTUINTEYMTIifX0.r
g3pjT1hoRwakEGjHChWSwUnshd0-zJ6F 1VOgFWSjHBr8Qjpjlk-cpFYpFYs \
0jNCpTz03QfPOIlckGaS6hEck7w;info=<https://biloxi.example.org \
/biloxi.cert>;ppt="shaken”

Display-related requirements
TSP shall support the following display mechanisms:
a. Use of SIP “from” header for calling name; and

b. Use of SIP “p-asserted-identity” header for calling name

TSP shall use the SHAKEN PASSporT “nam” claim to populate the supported display
mechanisms for delivery to the recipient’s device.

In addition to clause 8.1, TSP shall support the use of 3GPP “verstat” parameter to indicate
the verification status of the calling number in “from” header and “p-asserted-identity”
header.

Example usage of “verstat” in SIP headers:

From: “IMDA" <sip:+6563773800@imda.gov.sg>;verstat=TN-Validation-Passed
P-Asserted-Identity: “IMDA" <sip :+6563773800@imda.gov.sg>;verstat=TN-Validation-Passed

In addition to clause 8.1, TSP may support the use of call-info parameters for RCD, according
to “IETF RFC 9796".

Example usage of “Call-Info” in SIP headers:

From: “IMDA" < sip:+6563773800@imda.gov.sg; user=phone>;tag=1928>

Call-ID: a84b4c76e66710

Call-Info: <data:>;purpose=jcard,verified="true"

Call-Info: <https://imda.gov.sg/photos/q-
256x256.png>;purpose=icon,verified="true";integrity="sha256-RojgWwU6xUt14q82+kHPyHm
1JKbm7+663bMvzymhkl4"

Authentication-related requirements

OSP shall include an enhanced “SHAKEN” PASSporT, according to clause 7, into SIP INVITE
requests to support the implementation of CNS.

OSP shall populate the “Identity” header field of the originating SIP INVITE message with the
full form of the resulting “SHAKEN” PASSporT.

OSP shall generate and provision a unique origination ID (origID), in the enhanced “SHAKEN”

12
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9.4

9.5

9.6

9.7

9.8

9.9

10

10.1

10.2

10.3

10.4

10.5

10.6

11

11.1

PASSporT, to assist in traceback.

OSP shall provide “A” attestation signing to support the implementation of CNS, i.e. the
customer is authenticated and its right to its right to use the calling number is verified.

OSP shall provision the “rcd” claim with a “nam” key value that holds the ID registry pre-
registered name of the caller.

OSP shall add the “rcd” PASSporT claims to an enhanced “SHAKEN" PASSporT.
OSP shall set the “alg” parameter to “ES256”, for signing algorithm.

OSP shall set the “iat” parameter to current time and use NumericDate format (i.e. Unix
timestamp).

OSP shall set the "x5u" parameter, in the protected header in the “SHAKEN” PASSporT, to
reference the signing credentials.
Verification-related requirements

TSP shall verify the enhanced “SHAKEN” PASSporT containing “rcd” PASSporT claims, when
it is present.

TSP shall re-compute the “rcd” digest and compare it against the “rcdi” claim, when it is
present.

TSP shall verify that “iat” parameter is within recommended tolerance, +/- 60 seconds from
current time.

As highlighted in clause 8.2, TSP shall use the SHAKEN PASSporT “nam” claim to populate the
supported display mechanisms for delivery to the recipient’s device.

For failed signature validation, including missing/erroneous/conflicting parameters, TSP shall
log failure reason, remove all forms of rich call data and proceed the call with calling name

awn

set as “”, according to clause 8.
For unauthenticated calls, including those with attestation “B” or lower, TSP shall remove all
forms of rich call data and replace calling names with “” if present, according to clause 8.
Exclusions
This specification does not specify:

a. how OSP identify and validate its subscriber

b. what and how caller information is pre-registered into the ID registry

c. the implementation of the credential infrastructure

13
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12 Additional information
12.1 For diverted or forwarded calls, CNS requires the support of PASSporT extension for diversion.
12.2 For roaming callers and callees, CNS requires the transparent transmission of SIP

authentication headers over foreign networks.

14



