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NOTICE 

THE INFO-COMMUNICATIONS MEDIA DEVELOPMENT AUTHORITY (“IMDA”) MAKES NO REPRESENTATION OR 

WARRANTY OF ANY KIND WITH REGARD TO THE MATERIAL PROVIDED HEREIN AND EXCLUDES ANY EXPRESS OR 

IMPLIED WARRANTIES OR CONDITIONS OF NON-INFRINGEMENT, MERCHANTABILITY, SATISFACTORY QUALITY AND 

FITNESS FOR A PARTICULAR PURPOSE. SUBJECT TO THE MAXIMUM EXTENT PERMITTED UNDER LAW, IMDA SHALL 

NOT BE RESPONSIBLE OR LIABLE TO YOU OR ANY THIRD PARTY FOR ANY ERRORS AND/OR OMISSIONS CONTAINED 

HEREIN OR FOR ANY LOSSES OR DAMAGES (INCLUDING ANY LOSS OF PROFITS, BUSINESS, GOODWILL OR 

REPUTATION, AND/OR ANY SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES) IN CONNECTION WITH THE USE 

OF THIS MATERIAL.  
 
IMDA RESERVES THE RIGHT TO CHANGE, MODIFY OR ADD TO ANY PART OF THIS DOCUMENT. NOTHING HEREIN IS 

INTENDED TO CREATE OR IMPOSE ANY BINDING LEGAL OBLIGATIONS OR LIABILITY WHATSOEVER ON IMDA, WHETHER 

EXPRESSED OR IMPLIED, AND WHETHER CONTRACTUAL OR OTHERWISE. WITHOUT PREJUDICE TO THE FOREGOING, 
NOTHING IN THIS DOCUMENT SHALL BIND IMDA TO ADOPT ANY PARTICULAR COURSE OF ACTION. CONSEQUENTLY, 
NOTHING HEREIN SHALL BE CONSTRUED AS GRANTING ANY EXPECTATION, WHETHER PROCEDURAL OR SUBSTANTIVE IN 

NATURE, THAT IMDA WILL TAKE OR NOT TAKE ANY PARTICULAR COURSE OF ACTION IN THE FUTURE, ARISING FROM OR 

DUE TO ANYTHING IN THIS DOCUMENT OR IN THE EXERCISE OF ITS DISCRETION AS A PUBLIC AUTHORITY. 
 
IMDA DRAWS ATTENTION TO THE POSSIBILITY THAT ANY PRACTICE OR IMPLEMENTATION OF THIS 

STANDARD/SPECIFICATION MAY INVOLVE THE USE OF INTELLECTUAL PROPERTY RIGHTS AND TAKES NO POSITION 

CONCERNING THE EXISTENCE, VALIDITY AND/OR APPLICABILITY OF ANY SUCH INTELLECTUAL PROPERTY RIGHTS, 
WHETHER ASSERTED BY TSAC MEMBERS OR ANY THIRD PARTY. 
 
AS OF THE DATE OF ISSUANCE OF THIS STANDARD/SPECIFICATION, IMDA HAS NOT RECEIVED WRITTEN NOTICE OF ANY 

PATENT RIGHTS WHICH MAY BE RELEVANT IN RELATION TO THE IMPLEMENTATION OF THIS STANDARD/SPECIFICATION. 
HOWEVER, IMPLEMENTERS ARE CAUTIONED THAT THIS MAY NOT REPRESENT THE LATEST INFORMATION AND ARE 

THEREFORE STRONGLY URGED TO CHECK WITH THE RELEVANT DATABASE IN ITU, ISO, IEC OR THE RELEVANT STANDARDS 

DEVELOPMENT ORGANISATION FOR INFORMATION OF INTELLECTUAL PROPERTY RIGHTS. IMPLEMENTERS ARE ADVISED 

TO OBTAIN THEIR OWN PROFESSIONAL, TECHNICAL AND/OR LEGAL ADVICE AND CONDUCT ALL NECESSARY DUE DILIGENCE, 
INCLUDING BUT NOT LIMITED TO MAKING SUCH INVESTIGATIONS OR SEEKING CLARIFICATIONS AS MAY BE APPROPRIATE,  
IN REGARD TO ANY DECISION OR ACTION THAT THEY INTEND TO TAKE, OR  PRIOR TO THE IMPLEMENTATION OF ANY 

STANDARD/SPECIFICATION  AS MAY BE REQUIRED.  
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Security Requirements to Guard against Network Storms for Cellular Devices 
 

1 Scope 

This Specification defines the minimum technical security requirements for the design and 
management of Devices implemented on cellular networks to better safeguard 
communication networks from security threats in the area of connection efficiency.  
 
It also sets out to minimise the vulnerability of the individual cellular Devices, ensuring that 
these devices are better protected and secured in the areas of Access Control and Over-The-
Air (OTA) updating. 
 

2 References  

For the technical requirements captured in this specification, references have been made to 
the following standards. Where versions are not indicated, implementation of this 
specification shall be based on current and valid versions of these standards published by the 
respective Standards Development Organisations.  

 

[1] GSMA TS.34 v5.0: IoT Device Connection Efficiency Guidelines  
[2] ENISA, Nov 2017: Baseline Security Recommendations for IoT in the context of Critical 

Information Infrastructures 
[3] GSMA CLP.13: IoT Security Guidelines Endpoint Ecosystem Version 2.0 31 October 2017  
[4] ETSI TS 102 226: Remote APDU structure for UICC based applications.  
[5] GSMA SGP.02: Remote Provisioning Architecture for Embedded UICC Technical 

Specification.  
[6] GSMA CLP.14: IoT Security Guidelines for Network Operators 2.0 31 October 2017 
[7] IMDA Technical Specification for Internet of Things (IMDA TS IOT) 
[8] IMDA Technical Specification for Cellular Mobile Terminal (IMDA TS CMT) 
 
 

3 Definitions and Abbreviations  

For the purpose of this specification, the following terms and definitions apply. 

3.1 Definitions 

Access Control Functions which include identification, authentication, 
authorisation and accountability. 

 
Device Cellular device which supports Section 7 on Connection 

Efficiency Requirements of the GSMA TS.34 [1] guidelines, and 
also subject for compliance either with IMDA TS IOT [7] or 
IMDA TS CMT [8].  
 

Network Storms Network Storms occur when a node sends excessive amount 
of data in an uncontrolled manner, saturating the network 
capacity, and consequently causing the network to become 
unusable for its intended purpose. 
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3.2 Abbreviations 

APDU   Application Protocol Data Unit 
DDoS   Distributed Denial of Service 
ENISA   European Union Agency for Network and Information Security 
ETSI   European Telecommunications Standards Institute 
eUICC   Embedded Universal Integrated Circuit Card 
GGSN    Gateway GPRS Support Node 
GPRS    General Packet Radio Services 
GP-TM   Good Practices-Technical Measures 
GSM   Global System for Mobile Communications 
GSMA    GSM Association 
HPLMN   Home PLMN (Public Land Mobile Network) 
HLR   Home Location Register 
HSS   Home Subscriber Server 
IMSI   International Mobile Subscriber Identity 
IoT    Internet of things 
LTE    Long Term Evolution 
MSU   Messaging Signal Units 
NFM   Network Friendly Mode 
OTA   Over-The-Air 
PDP   Packet Data Protocol 
SMS   Short Message Service 
SMSC   Short Message Service Centre 
SMS-MO  SMS- Mobile Originated 
UICC   Universal Integrated Circuit Card 
 
 
 

This Technical Specification applies the following verbal forms to express requirements: 
 

⎯ The keyword(s) “shall” or "is required to" indicate a requirement which must be strictly 
followed and from which no deviation is permitted if conformance to this Specification 
is to be claimed.   
 

⎯ The keyword(s) “should” or "is recommended" indicate an optional requirement which 
is not absolutely required. Thus, this requirement need not be present to claim 
conformance.   

 
⎯ The keyword "may" indicates an optional requirement which is permissible, without 

implying any sense of being recommended.  It means the vendor may optionally provide 
or not provide the feature and still claim conformance with the Specification. 
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4 Security Requirements 

4.1 Guard against Network Storms 

To guard against Network Storms and ensure that the behaviour of Devices does not 
jeopardise network resilience, Devices in the network shall comply with the 
Connection Efficiency Requirements defined in section 7 of the GSMA TS.34 [1]. 

4.1.1 Correct Observation of Cause Codes in Reject Messages 

TS.34_7.0_REQ_001 [1]: Devices shall correctly observe cause codes sent in reject 
messages from the network, and carry out the cause code behaviour as defined in 
section 7.5 of the GSMA TS.34 [1].  

4.1.2 Network Friendly Mode (NFM) 

TS.34_7.0_REQ_002 [1]: Devices shall comply with the requirements set out for 
the Network Friendly Mode (NFM) in section 7.1 of the GSMA TS.34 [1].   
 
NFM is a feature used to regulate the number of times that the communications 
module in the Device can perform Network signalling requests including IMSI 
attach, GPRS attach, PDP Context activation and SMS-MO, as well as equivalent LTE 
signalling requests. This is to regulate and control the amount of Messaging Signal 
Units (MSU) generated toward network control plane elements such as HLR, HSS, 
GGSN, SMSC and HPLMN. 
 
As provided for in TS.34_7.1_REQ_001 [1], <NFM Active> shall be set to 1 – Active; 
and <Start Time Active> shall be set to 1 – Enable Start Timer. 
 
As provided for in TS.34_7.1_REQ_004 [1], Devices should utilise the standard 
default timeout parameters set out for the NFM iteration intervals. 

4.1.3 Back-off Triggers 

TS.34_7.0_REQ_003 [1]: Devices shall support Back-Off Triggers defined in section 
7.2 of the GSMA TS.34 [1]. 
 
If the Device fails to attach to the cellular network, it shall not be allowed to 
continuously attempt to attach to the network. Continuous requests from a large 
number of Devices are capable of creating a signalling storm. The frequency of 
such network signalling re-attempts from the Device, and the duration between 
the re-attempts shall be controlled. The communications module of the Device 
shall monitor attempts to attach in a given timeframe and trigger the back-off 
timer if the number of attempts exceeds the allowable number in that timeframe.  
Should the number of attempts exceed the limit, back-off will be triggered and the 
Device shall not send further requests to the network until the back-off time has 
lapsed.   
 
As provided for in TS.34_7.2_REQ_001 [1], the Back-off Timer Flag shall be enabled 
when back-off is triggered. 



IMDA TS CD-SEC (July 2022) 

 

Page 6 

 
Apart from network attach attempts such as IMSI attach and GPRS attach, similar 
logic shall apply to other network signalling requests such as PDP Context Activate, 
SMS MO, and their equivalents. 

4.1.4 Back-off Timer 

TS.34_7.0_REQ_003 [1]: Devices shall support Back-Off Timer defined in section 
7.3 of the GSMA TS.34 [1]. 
 
Back-off Timer provides the time-space between consecutive attempts by the 
Device to attach to the cellular network when its preceding attempt is a failure.  
The number of successive iterations of attempts shall be counted and stored in a 
Back-off Iteration Counter.  The value of the Back-off Timer should be determined 
based on the value of Back-off Base Interval for the given iteration, and a unique 
time value for that Device, preferably based on IMSI. Successive Back-off Base 
Interval values for each iteration shall have exponential delay. For example, if the 
first iteration is 60 seconds, then the second should be 120s, then 240s and so on. 
 
As provided for in TS.34_7.3_REQ_001 [1], the NFM Flag in the communications 
module shall be set to 1 = Activated. 

4.1.5 Logic Flow for Back Off Procedure 

TS.34_7.0_REQ_004 [1]: The Device shall support the Logic Flow for Back Off 
Procedure as shown in section 7.4 of the GSMA TS.34 [1]. 

4.2 Controlled Access 

Devices shall implement technical measures and best practices for controlled access 
by means of password and proper authentication. The following requirements are 
typical of industry practice and have been similarly described in ENISA Baseline 
Security Recommendations for IoT [2] and section 6.9 of the GSMA CLP.13 [3]. 

4.2.1 Unique Passwords for Device Access Control 

Devices with default passwords can be easily compromised allowing an attacker to 
gain access into the communications module of the Device. The following 
measures ensure that passwords and authentication mechanisms used in Device 
access controls are adequately protected. 

4.2.1.1  Password Requirements 

(a) The length and complexity of the password shall: 
 

i. Consist of 8 or more characters; and 
ii. Contain characters from upper case (A through Z), lower case (a 

through z), digits (0 to 9) and optional special characters (!, $, #, 
%, etc.). 

 
NOTE: Avoid frequently used dictionary words and their variants that 
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substitute upper or lower case characters with digits and special 
characters that retains the visual appearance of the dictionary word. 
For example, "admin", "password", "P@ssw0rd", "Pa$$word123", etc. 

 
(b) Consecutive identical characters in a password should not be used. 

 
(c) Values used in the login ID and password shall not be the same. 

 
(d) The Device should support password aging checks requiring users to 

change their password after a specified period. 
 

(e) The Device shall not allow the current password to be re-used when 
changing its password. 

 
(f) The Device should support password history checks requiring a new 

password be used upon password change and keeping a history of older 
passwords. 

4.2.1.2  Default Password Handling  

(a) The default password shall depend on the capability of the Device and the 
Device can either have: 

 
i. A randomised and unique password for each Device, or  

ii. no default password, but the Device must be in disabled state (non-
functioning). Upon first use, the Device shall require the user to set a 
password that meets the password requirements. 

 
(b) The password recovery or reset mechanism shall be protected and shall 

not supply an attacker with any form of information indicating a valid 
account (ENISA GP-TM-26 [2]).  
 

 4.2.1.3  Authentication Handling  
(a) Upon initial setup or first login the default login credentials shall be 

changed, which include: 
 

i. Password; and 
ii. Where applicable, login ID. 

 
(b) Password fields shall protect their contents from being copied. 
 
(c) Password input visibility on the login interface shall follow GSMA CLP.13 

[3] Section 6.9. In particular: 
 

i. Passwords shall never be displayed on a user’s screen and shall 
always be hidden with the asterisk character, or another benign glyph. 

ii. The Device shall protect itself against brute force and/or other 
abusive login attempts (ENISA GP-TM-25 [2]). When the number of 
repeated input errors exceeds the threshold, one or more of the 
following protection measures can be employed, such as blocking the 
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source IP address, enforcing a pre-configured IP address whitelist, 
login delay with increasingly prolonged periods after each 
subsequent attempt, and/or locking out the login account using 
password authentication.  

iii. If the user is locked out, the Device should provide a fall back 
authentication mechanism to be used for regaining access such as 
2FA (two-factor authentication) verification. 

 
(d) Authentication credentials shall be salted, hashed and/or encrypted 

(ENISA GP-TM-24 [2]). 
 

4.3 Secure over-the-air (OTA) update  

The device can be compromised if it is booted up with firmware sent by attackers. 
Compromised Devices can cause DDoS attacks.  
 
If the OTA application update process is not properly architected, it can result in 
adversaries remotely injecting executable code into endpoints. If the adversaries have 
a privileged position on the network, they could potentially affect thousands of 
endpoints at once. The result of the attack could range from simple code execution, 
to denial of service (bricking the endpoints), or completely altering the purpose of 
the endpoint Device. 
 
All software components in the Devices should be securely updateable.  

4.3.1 Secure Software/Firmware update over-the-air 

Over the air update of Device, if implemented, shall meet the following 
requirements (ENISA GP-TM-18 [2]): 
 
4.3.1.1 The update file shall not contain sensitive data such as hardcoded 

credentials, and shall be digitally signed by a trusted entity and 
transmitted via secure connections. 

 
4.3.1.2 The Device shall verify the signed package before the update process 

begins. 
 
In addition, section 7.5 of GSMA CLP.13 [3] should be referred to for the 
implementation of the OTA update process. 

4.3.2 Secure UICC/eUICC update over-the-air 

Remote management of UICC/eUICC should follow section 5.1.1 of the latest 
GSMA CLP.14 [6] guidelines. 

4.3.2.1 Remote management of the UICC (Over-The-Air, OTA) 

 
To be able to perform changes to the UICC remotely, the network operator 
or the supplier of UICC typically supports UICC OTA management based 



IMDA TS CD-SEC (July 2022) 

 

Page 9 

on the UICC OTA security mechanisms as described in the latest ETSI TS 
102 226 [4] specification. 

4.3.2.2 Remote Management of Embedded UICCs (eUICCs) 

 
Devices that may be vulnerable to physical tampering should use eUICCs.   
The eUICC based Devices shall comply with the OTA security mechanism 
in the GSMA SGP.02 [5] specifications. 
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5 Implementation Table  

Devices shall be able to support at minimum the features specified in the implementation 
table given below. 
 
Note: “CR” indicates the “Compliance Requirement”.  
 
“M” indicates a Mandatory feature that shall be implemented according to the specified 
requirements. 
 
“C” indicates that it is Conditional for the feature to be implemented according to the specified 
requirements, contingent on supplier’s claimed capability of that device. 
 
“O” indicates an Optional feature that should be implemented according to the specified 
requirements. 
 
 

TS Clause 
Ref. 

Features CR 
Complied 

with 
Yes / No 

Remarks 

4.1 Guard against Network Storms -   

4.1.1 Correct Observation of Cause 
Codes in Reject Messages 
TS.34_7.0_REQ_001 
 

M 

  

4.1.2 
 

Network Friendly Mode (NFM) 
TS.34_7.0_REQ_002 
 

M 
  

TS.34_7.1_REQ_001 
 
<NFM Active> shall be set to 1 – 
Active; and <Start Time Active> 
shall be set to 1 – Enable Start 
Timer. 
 
 

M 

  

TS.34_7.1_REQ_002 M   

TS.34_7.1_REQ_003 M   

TS.34_7.1_REQ_004 
 
Should utilise the standard 
default timeout parameters as 
set out for the NFM iteration 
intervals 
 

M 

  

TS.34_7.1_REQ_005 O   

TS.34_7.1_REQ_006 M   

TS.34_7.1_REQ_007 M   

TS.34_7.1_REQ_008 M   
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TS Clause 
Ref. 

Features CR 
Complied 

with 
Yes / No 

Remarks 

TS.34_7.1_REQ_009 M   

TS.34_7.1_REQ_010 M    
   

4.1.3 Back-off Triggers 
TS.34_7.0_REQ_003 
 

M 
  

TS.34_7.2_REQ_001 
 
The Back-off Timer Flag shall be 
enabled when back-off is 
triggered. 
 

M 

  

TS.34_7.2_REQ_002 M   

TS.34_7.2_REQ_003 M   

TS.34_7.2_REQ_004 M   

    

4.1.4 Back-off Timer 
TS.34_7.0_REQ_003 
 

M 
  

TS.34_7.3_REQ_001 
 
The NFM Flag in the 
Communications Module shall be 
set to 1 = Activated. 
 

M 

  

TS.34_7.3_REQ_002 M   

TS.34_7.3_REQ_003 M   

TS.34_7.3_REQ_004 M   

TS.34_7.3_REQ_005 M   

TS.34_7.3_REQ_006 M   

TS.34_7.3_REQ_007 M   

TS.34_7.3_REQ_008 M   

TS.34_7.3_REQ_009 M   

TS.34_7.3_REQ_010 M   

TS.34_7.3_REQ_011 O   

TS.34_7.3_REQ_012 M   

    

4.1.5 Logic Flow for Back Off Procedure 
TS.34_7.0_REQ_004 
 

M 
  

4.2 Controlled Access -   

4.2.1 Unique Passwords for Device 
Access Control 
 

C 
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TS Clause 
Ref. 

Features CR 
Complied 

with 
Yes / No 

Remarks 

Clauses 4.2.1.1 to 4.2.1.3 shall be 
supported and implemented 
accordingly, contingent on end-
users having access to the 
communications module of the  
Device 

4.2.1.1 
  

Password Requirements  -   

4.2.1.1 (a) M   

4.2.1.1 (b) O   

4.2.1.1 (c) M   

4.2.1.1 (d) O   

4.2.1.1 (e) M   

4.2.1.1 (f) O   

    

4.2.1.2 
 
 

Default Password Handling -   

4.2.1.2 (a) M   

4.2.1.2 (b) M   

    

4.2.1.3 
 
 
 
 
 

Authentication Handling -   

4.2.1.3 (a) M   

4.2.1.3 (b) M   

4.2.1.3 (c) i M   

4.2.1.3 (c) ii M   

4.2.1.3 (c) iii O   

4.2.1.3 (d) M   

4.3 Secure over-the-air (OTA) update -   

4.3.1 Secure Software/Firmware 
update over-the-air 
 
If OTA is implemented, it shall be 
mandatory that the 
requirements defined in section 
4.3.1 are supported.  

C 

  

4.3.2  Secure UICC/eUICC update over-
the-air  

O 
 

 

4.3.2.1 Remote management of the UICC 
(Over-The-Air, OTA) 
 

O 
 

 

4.3.2.2 Remote Management of 
Embedded UICCs (eUICCs) 
 

O 
 

 

 
 


