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Executive Summary

On 25 April 2025, Trend Micro reported on Earth Kurma's campaign targeting the government
and telecommunications sectors in Southeast Asia forinformation theft, which beganin June
2024. The campaign was motivated by cyberespionage. Earth Kurma maintained a stealthy
presence using a living-off-the-land (LOTL) binary ‘syssetup.dll’ to install kernel-level rootkits
(KRNRAT and MORIYA) for persistence on Windows systems. The group deployed custom
malware (TESDAT and SIMPOBOXSPY) for collection and data exfiltration over public cloud
services like Dropbox and OneDrive.

Background

Earth Kurma has been active since November 2020 and targeted organisations in the
Philippines, Vietnam, Thailand, and Malaysia. Analysis of their tooling revealed overlaps with
other known Advanced Persistent Threat (APT) groups. The MORIYA rootkit shares a code base
with tools used in Operation TunnelSnake. SIMPOBOXSPY and the exfiltration script show
similarities to tools linked to ToddyCat. However, differences in attack patterns have led Trend
Micro to name this as a separate group: ‘Earth Kurma’.

The initial threat vectors for Earth Kurma's campaign in 2024 remains unknown. Earth Kurma
conducted lateral movement using several tools: NBTSCAN, LADON, FRPC, WMIHACKER and
ICMPinger. LADON demonstrated evasiveness by using a reflective loader, while its XOR keys
for payload decoding differed across all collected samples. LOTLSMB commands like ‘net use’
and ‘sc’ enabled infrastructure inspection and malware deployment. KMLOG, a custom
keylogger tool captured credentials.

Loaders like DUNLOADER, TESDAT, and DMLOADER achieved persistence by loading next stage
payloads - Cobalt Strike beacons and rootkits -into memory. The kernel-level MORIYA rootkit
inspects TCP packets for ‘magic bytes’ (specific six-byte sequences), then injects shellcode into
‘svchost.exe’. The KRNRAT rootkit manipulates processes, hides files, executes shellcode,
conceals traffic and maintains command-and-control (C2) communication.

Data collection and exfiltration involved TESDAT collecting documents with the
extension .pdf, .doc, .docx, .xls, .xlsx, .ppt, .pptx. TESDAT stages these files in a ‘tmp’ folder
and archives them using WinRAR with a preset password. TESDAT moves the RAR archiveto a
SYSVOL folder!, where Windows Distributed File System Replication (DFSR) synchronizes it
across alldomain controllers. Thissupports replication and allows the threat actor to exfiltrate
data through any controller. Two customised tools handle the exfiltration - SIMPOBOXSPY for
Dropbox and ODRIZ for OneDrive.

! The folder "SYSVOL" stores all Active Directory policies and information, residing only on Domain Controller
(DC) servers.



Detection and Mitigation

IMDA recommends organisations to perform continual testing and validation of existing
security controls to ensure detection and prevention of the following malwares: DMLOADER,
DUNLOADER, FRPC, ICMPINGER, KMLOG, KRNRAT, LADON, MORIYA, NBTSCAN, ODRIZ,
SIMPOBOXSPY, TESDAT, WMIHACKER identified in this advisory:

Scan for Indicators of Compromise to detect threat activities (Annex A).

Refer to the MITRE ATT&CK techniques (Annex B) in this advisory:

o Create, test and validate detection rules against the threat behaviours.

o Validate and deny/disable processes, ports and protocols that have no business
need.

Monitor uncommon process-injection activity through Endpoint Detection and

Response (EDR) by tracking API calls such as 'SwitchToFiber' and 'NtCreateThreadEx'

from non-standard parent processes. This monitoring helps detect malware variants

like TESDAT and MORIYA.

Leverage Network Detection and Response (NDR) solutions capable of analysing non-

standard protocol behaviour and inspecting raw packets for signs of “magic bytes”.

Configure detailed auditing for Active Directory (AD) changes and DFSR events for

replication spikes, irregular timestamps, or suspicious file hashes to detect potential

unauthorized activity.

Implement network segmentation to limit lateral movement. Use internal firewalls

or VLANSs to isolate critical systems and restrict unauthorised traffic.

Use a Cloud Access Security Broker (CASB) to enforce data governance policies for

cloud storage services such as Dropbox or OneDrive — monitor user entitlements,

detect unauthorized cloud storage services, and alert on large or unexpected uploads.

IMDA encourages organisations to conduct thorough analyses to identify potential risks and
assess their potential impact prior to deploying defensive measures.



Annex A - Indicators of Compromise

Type Value Comment
SHA256 004adec667373bdf6146e05b9alc6e0c63941afd38e30c24
6leaecb707352466 TESDAT
SHA256 0a50587785bf821d224885cbfc65c5fd251b3e43cda90c3f4
9435bb3323d2a8b TESDAT
SHA256 10898b74b612b1e95826521c5ccf36f7a238f5d181993¢c3c7
8c2098fcfdc1f3f TESDAT
SHA256 131bacdddd51f0d5d869b63912606719cd8f7a8f5b5f4237
cbdb5c2e22e2cba? WMIHACKER
SHA256 1ab42121bb45028a17a3438b65a3634adb7d673a4e1291e
feabf227a4e016cfb SIMPOBOXSPY
SHA256 1¢c350d09c1cd545d54c38cd03aba3fd4eb0e8d97a3babc37
44cc33ed92cb9a48 DUNLOADER
SHA256 1e48967e24d4ae2ac2697ef09c0f2702285825831bd516¢ch
3be8859496fd296f DUNLOADER
SHA256 1f3f384e29eab247ec99d97dfe6a4b67110888e4ad313b75
fa9d0beceef87e93 KRNRAT
SHA256 1f5f6cclcbf578412ea5279dbdb432eda251309695513a74
de66063ab02789f1 TESDAT
SHA256 2c9b8e4852181d51ff72dc6dec78bef014db8af83d30c05c3
€9c5eb060278730 KRNRAT
SHA256 2e87615142170a7510e26f94790bfb81df4d499a9f530d0b
d8fe0fb1575b17f8 TESDAT
SHA256 34366323262346e10d8780bad9d30c6d4d747e4ec543243
be76f33b7c028ea36 TESDAT
SHA256 37a397a2482b37d19d58588c0a897a08111b74d122c2154
2f1bf852ae83e1db0 DMLOADER
SHA256 383aa73fe72caf268ce0874ebbcd13fc4c9ele5c6200cdd66
862de7257942cea TESDAT
SHA256 398234b6922a80a424939e98a2d96a705ce3fd9d61950420
b5f2af45890abc48e TESDAT
SHA256 4198b4ec5bb0c72112e9cf835686c33b9a97037acfb7727e
494046a73106e938 MORIYA
SHA256 45e1138f2b8e822cbd4573cb53104b402ae26dcddb42c705
34cf024a8bcb6db66 DUNLOADER
SHA256 49ab6e2b5e378c74d196aecac4e84c969c800051167cle33
d204531fabd17990 KMLOG
SHA256 43e186ee19d0d3e246dc37ac722a27d5297d2577de59b85
83¢97897480290bcl TESDAT
SHA256 54e14b7742801970c578fad2ec2a193334ca8al17b60eel18d
d6ecOfbfc8ce900b SIMPOBOXSPY
SHA256 612a5fcb7620deef45a021140b6c06ab9c0473dce5b7e4a5
4960e330a00c90f3 DUNLOADER
SHA256 6190b13df521306bfa7ee973b864ba304ee0971865a66afb
e0b4661c986099f4 KMLOG




SHA256 66edb72f6f7c8cad23c6659a81fa023f57c1a86c7d7b7022f1
453b177f2b3670 NBTSCAN
SHA256 6bbbb227d679ea00f0663¢c2e261d5649417d08285f9acclf
d80e806ddea08403 TESDAT
SHA256 6ef3a27fdca386fe093c12146cd854d9aebb42cab637950cad
6bfd364ceab5b53 DUNLOADER
SHA256 73afc6afbfdfcaf9832aa2975489271bad7c8ea58679f1a2dd
d8f60b44ccdall TESDAT
SHA256 75cc8474abb1d9a06cd8086fede98958653d013fb7ff89bbc
32458b022a8fc94 DUNLOADER
SHA256 823a0862d10f41524362ba8e8976ddfd4524c74075bd7f3b
effa794afb54f196 MORIYA
SHA256 8414136128f73fa7e29032df7b8115bc89832¢c57e2602d81
dele520cc2d7958d ICMPINGER
SHA256 85e78a1b0a78e5d921¢89241aaadd505d66dc4df29ca7d8a
81098f42487ba350 TESDAT
SHA256 876c822f333e812041af24ae80935a830ca5016f9aaf2e831
9ebb6cab1fo9d7d0 SIMPOBOXSPY
SHA256 8c703148567cb66fe27bc07d18de58aa36aa84a49flce754
5e9ec56378857d3d TESDAT
SHA256 8calffbd3cd22b9bead766ebd2a0f7b2d195b03d533bacfOc
b8el1b1887af5636 KMLOG
SHA256 8e6583ccabdd4a78bdc0387c7f30334ab038e5c77848f708f
e578e60dd8d9e00 DUNLOADER
SHA256 96b407856889c920a49f921d925118a130b904e99f9fed3a
87342c680ffb9f27 ODRIZ
SHA256 a359a06fbcbb5cf5adf7f53¢c35145b28f3¢c8a70f6998631090
021825aea08e22 TESDAT
SHA256 aa925a5a8a7d5b36a66431f4968bd1003d1bbb6cb3ff6d03
d9e3e0143c48382b DUNLOADER
SHA256 aef3407310de48e13575c3d98b660ab7ddafb7efe3f49096
82907ac286062392 TESDAT
SHA256 b26e8e0be066ee0b86f8fb2b0a703717ebbf34c8a33ef9abf
8f164ad012f1746 LADON
SHA256 c0326a0cd6137514eeldbbac3be7461e8cf6cb6adec74d087f
d30cb06b91ecda? TESDAT
SHA256 c6f73268eba553¢c7991f876a166440f5b4d519deabb13bc9
0583fdele89e81ed FRPC
SHA256 d3d2355b1ffb3f6f4ba493000e135dfd1b28156672e17f0b3
4dfc90cc3add352 TESDAT
SHA256 e143c15eaalb3faccc93ce3693960323dbaab83ac9ce30382
e876690278dfefa DUNLOADER
SHA256 €c9220cf8208a3105022b47861d4e200672846ef484clead
81c5cfd617cb18dc MORIYA
SHA256 f3916c414db0f660d488c9d3aaa8355f3eb036ca27a9c606f
e7e5el1a9bd42b38 LADON




SHA256 f52d9355b9efbb6alfcbh32b890c5¢373274df21ce38050d494
16f469be95dc783 DUNLOADER
f9892636093266a01ed6f0486c00189d2eeb532a30866604

SHA256 90f4efeb6d026487 FRPC

Domain www[.]dfsg3gfsga[.]space C&C

Domain www/[.]igtsadlb2ra[.]pw C&C

Domain www[.]ihyves5t[.Jpw C&C

Domain www[.]vidsec[.]cc C&C

IPv4 103[.]238[.]214].]88 C&C

IPv4 149[.]28[.]1147[.]63 C&C

IPv4 166[.]88[.]194[.]53 C&C

IPv4 185[.]239[.]225][.]106 C&C

IPv4 38[.]147[.]191[.]103 C&C

IPv4 38][.]60[.]199][.1225 C&C

IPv4 45[.177[.1250[.]21 C&C




Annex B - MITRE ATT&CK Tactics and Techniques

Tactic

Technique ID

Remark

Reconnaissance

T1046 — Network
Service Scanning

NBTSCAN and ICMPinger to identify hosts on
networks

T1018 — Remote System | ICMPinger to survey hosts and check
Discovery availability

Discovery
T1047 — Windows WMIHACKER to execute commands and
Management enumerate systems remotely over TCP 135
Instrumentation (WMI) | without SMB

Credential 71056.001 - Inpu-t KMLOG to capture keystrokes

Access Capture: Keylogging
T1021.002 — Remote A , e .

Lateral . ) net use’ and ‘sc’ used to map network drive
Services: SMB/Windows

Movement and deploy malware

Admin Shares

Persistence

T1055 — Process
Injection

TESDAT loader used SwitchToFiber to inject
shellcode in-memory. MORIYA rootkit
injected AES-decrypted payloads into
svchost.exe

T1014 - Rootkit

Deployed kernel-mode rootkits (MORIYA and
KRNRAT) via ‘syssetup.dll’ abuse to intercept
TCP traffic, hide files/processes, and maintain
stealth

] - -
Defense T1027.002 — Software WrapPed adon in a rgﬂecuvg loader
. ) compiled by Pylnstaller, using unique XOR
Evasion Packing
keys to obfuscate payloads
71005 — Data from Local Collected document files .pdf, ._doc, .fiocx,
Svstern xls, .xIsx, .ppt, and .pptx. via scripted
Collection y Powershell commands
T1560.001 — Archive Compressed harvested files into a password-
Collected Data protected WinRAR archive
T1567.002 — Exfiltration Uploaded RAR arch|v.es to Dropbox using
. SIMPOBOXSPY (generic Dropbox uploader)
Over Web Service . .
Exfiltration and to OneDrive via ODRIZ
T1074.001 — Dat
Staged: Local Sa:a Placed collected archivesin the SYSVOL folder
g. ] on DC and utilise DFSR for exfiltration
Staging
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