Data Protection Starter Kit Checklist

This checklist provides a guide for organisations in the implementation of accountable data protection practices in the management of personal data under its possession or control. It references the following PDPC guides  
· Guide to Developing a Data Protection Management Programme (DPMP)  (www.pdpc.gov.sg/DPMP)
· Guide to Managing Data Breaches 2.0 (www.pdpc.gov.sg/Managing-Data-Breaches) 
· Guide to Data Protection Impact Assessments (www.pdpc.gov.sg/DPIA)
Organisations may also consider Data Protection-as-a-Service for SMEs (DPaaS@SMEs) Providers registered with IMDA to implement the DPaaS@SMEs Package in Section 1                      and Section 2. 
	SECTION 1: DPAAS@SMES PACKAGE (ONE-TIME SETUP)

	A. Data Protection Management 

	Step
	Description
	
	Resources/ References 

	1. 
	Appoint a DPO and business contact information is made available to the public

	
	For ACRA-registered entitities, organisations may register in ACRA BizFile+ (www.bizfile.gov.sg).

For non ACRA-registered entities, organisations may register the DPO with PDPC (www.pdpc.gov.sg/dpo-registration). 

Refer to Appendix I for instructions to register DPO on ACRA BizFile+ and sample website notice on making available the business contact information of DPOs.



	2. 
	Identify risks and gaps using PDPA Assessment Tool for Organisations (PATO)
	
	Refer to the PDPA Assessment Tool for Organisations (PATO) (www.pdpc.gov.sg/PATO) to identify, evaluate, rectify and improved current gaps with regards to the management of personal data. 



	3. 
	Develop a Data Protection (DP) Policy

	
	Refer to Appendix II for the DP Policy (Sample).

For Steps 4 to 10, references will be made to the relevant annexes in the sample DP Policy (Sample).


	4. 
	Embed data protection as part of corporate governance and establish a reporting structure for data protection matters

	
	Refer to ANNEX A-1 of the DP Policy (Sample) for a sample corporate reporting structure.

Additional references can be found under “Policy” section  in the DPMP.



	5. 
	Embed regular monitoring and reporting mechanisms within Enterprise Risk Management (ERM) Framework

	
	Refer to ANNEX A-2 of the DP Policy (Sample) for the Enterprise Risk Management Framework.

Additional references can be found under “Good DP Practices” section in the DPMP.

	6. 
	Document data assets and flows using a Data Inventory Map

	
	Refer to ANNEX B of the DP Policy for Data Inventory Map Templates.

Additional references can be found under “Process” section in the DPMP.


	B. Data Breach Management

	7. 
	Establish a data breach management team

	
	Refer to ANNEX G of the DP Policy (Sample) for the Data Breach Management Plan (Sample) which will include
· Data breach management team composition template; 
· Complaint Handling Procedure (Sample); and
· Breach Incident Response Plan. 

Additional references can be found in the Guide to Managing Data Breaches 2.0.


	8. 
	Develop a complaint  handling procedure

	
	

	9. 
	Develop a 4-step action plan for data breach response (using C.A.R.E model)
	
	

	C. Training and Communications

	10. 
	Develop a staff training and communications plan 

	
	Refer to ANNEX H of the DP Policy (Sample) for the Training and Communications plan (Sample).


	11. 
	Mandate all staff to complete the PDPA E-Learning Programme
	
	Refer to the PDPA E-Learning Programme for all staff (www.pdpc.gov.sg/elearning)


	12. 
	Identify key personnel to attend the 2 PDPC courses if they do not possess any prior data protection certifications listed in the DPO Competency Framework and Training Roadmap
	
	The 2 PDPC courses are:
· Fundamentals of Personal Data Protection Act (www.pdpc.gov.sg/fundamentals-of-pdpa)
· Practitioner Certificate in Personal Data Protection (www.pdpc.gov.sg/practitioner-certificate)

For more information on the DPO Competency Framework and Training Roadmap 
(www.pdpc.gov.sg/dp-competency)




	SECTION 2: DPAAS@SMES PACKAGE (ANNUAL RETAINER) 

	1. 
	[image: ]Carry out annual review of data protection policies. 


	2. 
	[image: ]Conduct a table-top exercise to test the data breach response plan. 


	3. 
	[image: ]Provide one refresher training for key employees on handling personal data. 




	SECTION 3: GOOD ACCOUNTABILITY PRACTICES

	1. 
	Conduct a Data Protection Impact Assessment (DPIA) for new or existing systems and processes undergoing changes to identify, assess and address risks.

Refer to ANNEX E of the DP Policy (Sample) for the DPIA Report (Template).


	2. 
	Adopt the Data Protection-by-Design (DPbD) principles when developing ICT systems. 

Refer to Guide to Data Protection by Design for ICT Systems (www.pdpc.gov.sg/DPBD) for more information.


	3. 
	Independent validation of established policies, processes and practices.

Organisations are encouraged to apply for the Data Protection Trustmark (www.imda.gov.sg/dpcertifications) certification for an independent review on its policies and processes.



APPENDICES

	Appendix I
	Registration of DPO on ACRA BizFile+ and Sample Website DPO Notice
	


	Appendix II
	Data Protection Policy (Sample)
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		How to Register Your DPO(s) on ACRA BizFile+



Requirements to register your DPO on ACRA BizFile+:

a. Be an appointed position holder of the entity registered in ACRA BizFile+ portal. Appointed position holders include owners, directors, secretaries and partners; and

b. Have a CorpPass account.



Instructions:

1. Visit ACRA BizFile+ portal at www.bizfile.gov.sg

2. Select “eServices” > “Others” > “3. Register/ Update Data Protection Officer(s)”

3. Login using your CorpPass

4. Enter your organisation’s UEN and click “Next”

5. Fill in the required information and click “Add DPO”

6. Fill in DPO details and click “Add” (Note: You can add multiple DPOs)

7. Select checkbox to consent to receive marketing related information from PDPC

8. Select checkbox for declaration and click “Submit”



Organisations are required under the PDPA to appoint an individual or a team as the ‘Data Protection Officer (DPO)’ to ensure compliance with the PDPA. 



If the organisation is a ACRA Registered Entity, please register the DPO (www.bizfile.gov.sg). Otherwise, the organisation may register the DPO with PDPC (www.pdpc.gov.sg/dpo-registration). 











		Sample Notice to list DPO Business  Contact Information  on Company Website



You may consider the following sample notice to list the business contact information of the DPO on your website 



		About Your Personal Information 

For information about the organisation’s data protection policy or matters relating to the management of personal data, please contact our Data Protection Officer (or <<DPO Name>>) at [<<DPO’s email address>>] or [<<DPO’s contact number>>].
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Data Protection Policy (Sample) v1.docx








































DATA PROTECTION POLICY 

FOR 

<<ORGANISATION NAME>>













		Version No:

		1.0 

		





		Date:

		<<DD MMM YYYY>>

		





		Prepared By:



		<<Name of DPO >>

		



		

Reviewed by:







Approved By:

		

<<Designated Approving Authority from Senior Management>>



<<Designated Approving Authority from Board>>

		



		

		

		





















Data Protection Policy for <<Organisation>> v1.0
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		Summary of Changes 

		Reviewed By 

		Approved By 



		1 

		1.0 

		23 October 2020 

		<< Name of DPO>>

		Initial release. 

		<<Designated Approving Authority from Senior Management>>



		<<Designated Approving Authority from Board>>













TABLE OF CONTENTS





1	OBJECTIVE	3

2	SCOPE	3

3	CORPORATE STRUCTURE	5

4	DATA INVENTORY MAP (“DIM”)	5

5	MANAGING ACCESS & CORRECTION REQUESTS	7

6	LOSS OF DATA (INCLUDING DATA WITHOUT PERSONAL DATA)	10

7	COLLECTION, USE AND DISCLOSURE OF DATA	11

8	TRAINING AND COMMUNICATIONS	13

9	ACCOUNTABILITY OF the ORGANISATION STAFF	13

10	GOOD ACCOUNTABILITY PRACTICES	14

11	SENDING EMAILS CONTAINING PD OR SENSITIVE DATA (“SD”)	16

12	QUICK GUIDE – FOR DATA USERS AND DATA OWNERS	17

13	USEFUL LINKS	20



ANNEX A-1: CORPORATE STRUCTURE (SAMPLE)

ANNEX A-2: ENTERPRISE RISK MANAGEMENT FRAMEWORK

ANNEX B: DATA INVENTORY MAP (TEMPLATE)

ANNEX C: ACCESS REQUEST FORM (SAMPLE)



ANNEX D: CORRECTION REQUEST FORM (SAMPLE)



ANNEX E: DATA PRIVACY IMPACT ASSESSEMENT REPORT (TEMPLATE)



ANNEX F: DATA PRIVACY IMPACT ASSESSEMENT LOG (TEMPLATE)



ANNEX G: DATA BREACH MANAGEMENT PLAN (SAMPLE)



ANNEX H: TRAINING AND COMMUNICATIONS PLAN (SAMPLE)





[bookmark: _Toc50636915]OBJECTIVE



[Intentionally left blank]



[bookmark: _Toc50636916]SCOPE



[Intentionally left blank]



[bookmark: _Toc50636917]CORPORATE STRUCTURE 



[bookmark: _Hlk54337911][Intentionally left blank]



[bookmark: _Toc398208113][bookmark: _Toc50636918][bookmark: _Toc397617019]DATA INVENTORY MAP (“DIM”) 



[bookmark: _Hlk54338050][Intentionally left blank]



[bookmark: _Toc398208115][bookmark: _Toc50636919][bookmark: _Toc397617021]MANAGING ACCESS & CORRECTION REQUESTS 



[bookmark: _Hlk54338075][Intentionally left blank]



LOSS OF DATA (INCLUDING DATA WITHOUT PERSONAL DATA) 



[Intentionally left blank]



[bookmark: _Toc50636929][bookmark: _Toc398208119][bookmark: _Toc397617028]TRAINING AND COMMUNICATIONS



[Intentionally left blank]



[bookmark: _Toc50636930]ACCOUNTABILITY OF THE ORGANISATION STAFF 



[Intentionally left blank]



[bookmark: _Toc50636941]SENDING EMAILS CONTAINING PD OR SENSITIVE DATA (“SD”)



[Intentionally left blank]



[bookmark: _Toc397617029][bookmark: _Toc398208120][bookmark: _Toc50636942]QUICK GUIDE – FOR DATA USERS AND DATA OWNERS 



[Intentionally left blank]



GOOD ACCOUNTABILITY PRACTICES



[Intentionally left blank]













[bookmark: _GoBack]

[bookmark: _Toc398208121][bookmark: _Toc50636943][bookmark: _Toc397617030]USEFUL LINKS 

[bookmark: _Toc397617031]

· PDPC - Guide to Developing Data Protection Management Programme (DPMP) 

· PDPC – Guide to Managing Data Breaches 2.0 

· PDPC - PDPA Assessment Tool for Organisations (PATO)

· PDPC - PDPA E-Learning Programme

· PDPC – Data Protection Notice Generator

· PDPC – Sample Clauses and Templates for Customers, Employees and Job Applicants





		ANNEX A-1

		CORPORATE REPORTING STRUCTURE (SAMPLE)

		





		ANNEX A-2

		ENTERPRISE RISK MANAGEMENT FRAMEWORK

		





		ANNEX B

		DATA INVENTORY MAP (TEMPLATE)

		





		ANNEX C

		ACCESS REQUEST FORM (SAMPLE)



		





		ANNEX D

		CORRECTION REQUEST FORM (SAMPLE)

		





		ANNEX E

		DATA PROTECTION IMPACT ASSESSEMENT REPORT TEMPLATE

		





		ANNEX F:

		DATA PROTECTION IMPACT ASSESSEMENT LOG (TEMPLATE)

		





		ANNEX G:

		DATA BREACH MANAGEMENT PLAN (SAMPLE)

		





		ANNEX H:

		TRAINING AND COMMUNICATIONS PLAN (SAMPLE)

		











image1.emf

ANNEX A-1 -  Corporate Reporting Structure (Sample).docx
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ANNEX A-1: CORPORATE GOVERNANCE STRUCTURE (SAMPLE)


Sole-Proprietor/Partnership Reporting Structure


The below diagram demonstrates a reporting structure for sole-proprietors or partnerships which incorporates data protection into its implementation


[image: ]


			
Role


			Responsibilities


			Person-in-charge





			Owner/ Partners


			· Embed data protection within the organisation’s governance structure to set the direction, values and course of actions 


· Approve and review organisation’s governance framework and risk management structure


· Appointing and empowering the DPO


· Allocating resources (e.g. budget, manpower) to data protection


· Update and review of organisation’s governance performance and risk reporting


· Provide strategic guidance on the implementation of data protection initiatives 


			<<Owner or Designated Partner>>





			Data1 Protection Officer


			· Ensure compliance of PDPA when developing and implementing policies and processes for handling personal data


· Promote importance of data protection and communicate personal data protection policies to all staff


· Handle access and correction requests to personal data, and manage related queries and complaints


· Alert owner/ partners to any risks that might arise with regard to personal data


· Establish and review risk reporting structure and implement monitoring measures (e.g. internal audit) to evaluate effectiveness


			<< Name of DPO>>





			Data Owner


			· Compliance with the PDPA and DPP, for PD within their charge and possession


· Seeking approval with their respective BU Heads regarding the requirements for the management of the PD


· Updating the DIM when new categories of PD are collected, used or disclosed





			BU Heads





			Data User


			·  Compliance with the PDPA and DPP, for PD they have access to


			All Staff








1Owner may also double-hat as Data Protection Officer






Corporate Reporting Structure


The below diagram demonstrates a corporate reporting structure which incorporates data protection into its implementation.
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			Role


			Responsibilities


			Person-in-charge





			Board


			· Embed data protection within the corporate governance structure to set the direction, values and course of actions 


· Approve and review corporate governance framework and risk management structure


			<< Designated Board Member>>





			Senior Management


			· Appointing and empowering the DPO


· Allocating resources (e.g. budget, manpower) to data protection


· Update and review of corporate governance performance and risk reporting


· Provide strategic guidance on the implementation of data protection initiatives 


			<<Designated Senior Management>>





			Data Protection Officer


			· Ensure compliance of PDPA when developing and implementing policies and processes for handling personal data


· Promote importance of data protection and communicate personal data protection policies to all staff


· Handle access and correction requests to personal data, and manage related queries and complaints


· Alert senior management to any risks that might arise with regard to personal data


· Establish and review risk reporting structure and implement monitoring measures (e.g. internal audit) to evaluate effectiveness


			<< Name of DPO>>





			Data Owner


			· Compliance with the PDPA and PDPP, for PD within their charge and possession


· Seeking approval with their respective BU Heads regarding the requirements for the management of the PD


· Updating the DIM when new categories of PD are collected, used or disclosed





			BU Heads





			Data User


			·  Compliance with the PDPA and PDPP, for PD they have access to


			All Staff
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ANNEX A-2: ENTERPRISE RISK MANAGEMENT FRAMEWORK


			Risk Reporting


			The DPO should ensure there is regular monitoring of identified personal data protection risks, reporting of data incidents and remediation to Senior Management to get their support, direction and feedback. Organisations may wish to develop reporting processes and frequency (e.g. every quarter or annually) for various feedback mechanisms from the working level to Senior Management. For instance: 


			Frequency 


			Possible topics for discussion





			Quarterly 


			1. Changes to personal data protection policies and practices made in the last quarter 


2. Results and action plans/remedial measures after completing the PDPA Assessment Tool for Organisations or Data Protection Impact Assessment 


3. Status of or updates to existing risks, risk ratings and action plans/remedial measures


4. New risks, risk ratings and action plans/remedial measures added in this reporting quarter


5. Personal Data Protection Audit Plans


6. Key personal data protection issues to note





			Annually 


			1. Refreshed personal data protection risk profile for the year 


2. [bookmark: _GoBack]Summary of risk remediation plans 








As a start, organisations can refer to the Board Risk Committee (BRC) Guide developed by the Singapore Institute of Directors for more information on the board’s oversight role of ensuring the adequacy and effectiveness of a company’s risk management and internal controls within the context of the business and regulatory environment in Singapore. 


For an overview of the guide, organisations can visit: https://www.eguide.sid.org.sg/index.php





			Internal Audit


			Organisations can conduct an internal audit to monitor and evaluate the overall implementation of their data protection policies and processes. This could be done by: 





· Conducting an internal audit on a periodic basis 


· Conducting an ad-hoc walk through and inspection 


· Engaging an external party (on a periodic basis or as required) to evaluate implementation 


· Obtaining and maintaining certifications for the organisation’s data protection measures, such as the Data Protection Trustmark (DPTM) Certification. For more information on the DPTM, please visit www.imda.gov.sg/dptm 
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ANNEX B- Sample Data Inventory Map .xlsx

Data Inventory Map v1


						Data Inventory Map


						Personal Data Inventory																																																																														Issues, Vulnerabilities, Weaknesses


																								Collection												Storage																		Usage within Organisation						Transfer/Disclosure to External Parties																		Retention & Disposal


																																				Within Department						Other Department						Third Party												Within Singapore									Outside Singapore


						No.			Department 			Data Subject			Personal Data Types			Data Classification			Consent collection			Collection Purpose - why Organisation collects personal data			Data Owner			Collection Source			Collection Medium			Physical Storage			Electronic Storage			Physical Storage			Electronic Storage			Physical Storage			Electronic Storage			Users of Personal Data and Purpose of Usage			Access to Personal Data by Departments			External Parties and Purpose of Transfer/ Disclosure			Types of Personal Data			Transfer Mode			External Parties and Purpose of Transfer/ Disclosure			Types of Personal Data			Transfer Mode			Retention Period			Disposal Methods


						1


						2


						3


						4


						5


						6


						7


						8


						9


						10








Data Inventory Map v2





			Types of personal information collected									Data Classification			Individual									How is consent obtained?									Have individuals been notified of the purposes for which their information is collected, used and disclosed?									Issues, Vulnerabilities, Weaknesses











			Collection												Storage						Usage within organisation									Transfer/Disclosure to External Parties						Retention & Disposal						Issues, Vulnerabilities, Weaknesses


			Purpose of collection			Data Owner			Collection Source			Collection Medium			Physical Storage			Electronic Storage			Users of Personal Data and Purpose of Usage						Access to Personal Data			External Parties and Purpose of Transfer/ Disclosure			Transfer Mode			Retention Period			Disposal Methods
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[bookmark: _GoBack]ANNEX D: SAMPLE ACCESS REQUEST FORM





			I.	APPLICATION TO ACCESS PERSONAL DATA





			1. Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to request for your personal data that we have, and request to know how your personal data has been used or disclosed over the past year.





2. Please complete this form and submit it to:


<Please specify any other modes to submit an access request below>





			In person or by post: Data Protection Officer Organisation ABC


ABC Complex 123, ABC Road


Singapore 123456


			Alternatively, you can email the completed form to us:


DPO@abc.com.sg





			II.	PARTICULARS OF REQUESTOR





			<For this section, please determine the types of information your organisation requires in


order to process the access request, including any documentation required to establish that the requestor is legally authorised to act on behalf the other individual(s)>





			Name of requestor:





			Contact number:


			Email address:





			Please check the applicable box(es):


· I am making an access request for my own personal data


· I am making an access request on behalf of other individual(s)





			Please complete this section if you are making an access request on behalf of other individual(s)





			Name of other individual(s) whom you are making an access request on behalf of:





			Contact number:


			Email address:





			III.	DESCRIPTION OF THE PERSONAL DATA REQUESTED





			To enable us to process your access request quickly and efficiently, please provide us with as much information as possible about the personal data you are requesting access to (e.g. type of personal data, date, time).














 (
GUIDE TO HANDLING ACCESS REQUESTS
)











 (
10
)





			IV.	DECLARATION





			By submitting this form, I confirm that the information stated above is true, complete and accurate to the best of my knowledge and belief.





			




















Name & Signature


			




















Date (DD/MM/YYYY)











Additional Notes:





· If there are terms and conditions for services that your organisation may provide to the individual in conjunction with the access requests (e.g. reproduction costs depending on the number of copies requested), please provide these to the individual together with this form. However, please note that organisations cannot limit their obligations to provide access through contractual terms and any fee should be reasonable. Individuals may apply to the Commission for review if an organisation does not comply with its obligation to provide access or if the fee charged by the organisation to respond to the access request is not reasonable.


· If the information is lengthy, please consider directing the requestor to other channels of information. For example, you may wish to consider if it would be appropriate to provide the terms and conditions on a separate page or your organisation’s website.





<Proof of identity>


· If an individual is making an access request for his/her own personal data, what form(s) of proof of identity or documentation does your organisation require or accept?


· If the applicant is making an access request on behalf of another individual, what form(s) of proof of identity or documentation does your organisation require or accept?





<Fees>


· Please make clear if your organisation charges a fee for an access request, and how your organisation will inform the individual of any applicable fees.


· What mode and/or term(s) of payment does your organisation accept?





<Processing>


· Please make clear the processing time for an access request, and how does your organisation inform the individual if it requires more time to process the access request?





<Denial of access request>


· Please make clear if there are any circumstances where your organisation does not grant an access request. For example, prohibitions or exceptions that are provided under the PDPA or other written law.








[bookmark: _bookmark9]ANNEX B:	SAMPLE ACKNOWLEDGEMENT FORM


ACKNOWLEDGEMENT OF PERSONAL DATA RECEIVED FOR AN ACCESS REQUEST





			Reference Number:





			Name of Recipient:





			Contact Details:











			No


			Document/Material


			Date Received





			1


			


			





			2


			


			





			3


			


			





			4


			


			





			5


			


			











			




















Signature of Recipient


			




















Date (DD/MM/YYYY)














			For Internal Use Only





			Staff of organisation handling access request:





			Date:


			Time:
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ANNEX D: SAMPLE CORRECTION REQUEST FORM





			I.	APPLICATION FOR PERSONAL DATA CORRECTION





			1. Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to correct personal data that we have collected from you.





2. Please complete this form and submit it to:


<Please specify any other modes to submit an access request below>





			In person or by post: Data Protection Officer Organisation ABC


ABC Complex 123, ABC Road


Singapore 123456


			Alternatively, you can email the completed form to us:


DPO@abc.com.sg





			II.	PARTICULARS OF REQUESTOR





			<For this section, please determine the types of information your organisation requires in


order to process the access request, including any documentation required to establish that the requestor is legally authorised to act on behalf the other individual(s)>





			Name of requestor:





			Contact number:


			Email address:





			Please check the applicable box(es):


· I am making an access request for my own personal data


I am making an access request on behalf of other individual(s)


· I am making an correction request for my own personal data


· I am making an Correction request on behalf of other individual(s)





			Please complete this section if you are making an access request on behalf of other individual(s)





			Name of other individual(s) whom you are making an access request on behalf of:





			Contact number:


			Email address:





			III.	DESCRIPTION OF THE PERSONAL DATA TO BE ACCESSED or CORRECTED





			To enable us to process your access request quickly and efficiently, please provide us with as much information as possible about the personal data you are requesting access to (e.g. type of personal data, date, time).














 (
GUIDE TO HANDLING ACCESS REQUESTS
)











 (
10
)





			IV.	DECLARATION





			By submitting this form, I confirm that the information stated above is true, complete and accurate to the best of my knowledge and belief.





			




















Name & Signature


			




















Date (DD/MM/YYYY)











Additional Notes:





· If there are terms and conditions for services that your organisation may provide to the individual in conjunction with the access requests (e.g. reproduction costs depending on the number of copies requested), please provide these to the individual together with this form. However, please note that organisations cannot limit their obligations to provide access through contractual terms and any fee should be reasonable. Individuals may apply to the Commission for review if an organisation does not comply with its obligation to provide access or if the fee charged by the organisation to respond to the access request is not reasonable.


· If the information is lengthy, please consider directing the requestor to other channels of information. For example, you may wish to consider if it would be appropriate to provide the terms and conditions on a separate page or your organisation’s website.





<Proof of identity>


· If an individual is making an access request for his/her own personal data, what form(s) of proof of identity or documentation does your organisation require or accept?


· If the applicant is making an access request on behalf of another individual, what form(s) of proof of identity or documentation does your organisation require or accept?





<Fees>


· Please make clear if your organisation charges a fee for correction request, and how your organisation will inform the individual of any applicable fees.


· What mode and/or term(s) of payment does your organisation accept?





<Processing>


· Please make clear the processing time for an access request, and how does your organisation inform the individual if it requires more time to process the access request?





<Denial of correction request>


· Please make clear if there are any circumstances where your organisation does not grant an access request. For example, prohibitions or exceptions that are provided under the PDPA or other written law.








[bookmark: _bookmark9]ANNEX B:	SAMPLE CORRECTION ACKNOWLEDGEMENT FORM


ACKNOWLEDGEMENT OF PERSONAL DATA CORRECTION REQUEST





			Reference Number:





			Name of Recipient:





			Contact Details:











			No


			Document/Material


			Date Received





			1


			


			





			2


			


			





			3


			


			





			4


			


			





			5


			


			











			




















Signature of Recipient


			




















Date (DD/MM/YYYY)














			For Internal Use Only





			Staff of organisation handling access request:





			Date:


			Time:
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DPIA


						Phase 1 – Assess Need for DPIA


						[Title of New system/process or Changes to existing system] 


						a) Will this new or changed IT system or process involve the organisation collecting new personal data?


						b) Will the organisation disclose personal data to organisations or individuals that have not had access to that personal data previously?


						(c) Will the organisation be using personal data:


						(i) for a purpose for which the organisation does not use it currently


						(ii) in a way that the organisation does not currently use it


						(iii) for a purpose to which the individual has not consented?


						(d) Does this new or changed IT system or process involve using new technology that may be intrusive from the perspective of the individual (for example, does it use facial recognition technology)?


						(e) Is the system/process that is collecting personal data that is more sensitive in nature (for example, where the personal data is, or includes, health records, criminal records or financial records) likely to raise concerns or expectations in the minds of relevant individuals?


						Phase 2 – Plan DPIA


						•Project description - An overview of the project (e.g. objective/background, organisation department/functions involved, timeline), why a DPIA is needed, and key considerations surrounding the DPIA if any 


						•Scope of DPIA - Describe in detail the specific system or process that a DPIA needs to be carried out on 


						•Define risk assessment framework or methodology - This includes establishing the risk assessment criteria and methods of calculating risk. 


						•Parties involved – Identify relevant internal departments/functions or external stakeholders (e.g. subject matter experts, consultants, regulatory authorities, or customers) whose inputs or views would have to be sought during consultation or interview sessions, and describe how their views would be sought 


						•DPIA Timeline – Provide an estimate of time required for key tasks and overall timeline for conducting the DPIA 


						Phase 3 – Identify Personal Data and Personal Data flows (see example)


						•Data Inventory Map or Flow diagram (See 4)


						PHASE 4 – IDENTIFY AND ASSESS DATA PROTECTION RISKS


						Question			Response & description of evidence/source 			What are the PD risks to individuals? 			Risk Rating


						Consent, Notification, Purpose Limitation									Impact			Likelihood			Rating


						Is consent obtained from individuals for any collection, use or disclosure of their personal data? 


						Are the purposes for which personal data is collected, used or disclosed, considered reasonable? 


						Are the purposes for the collection, use or disclosure of personal data documented? 


						Will the appointed third party service providers use the personal data disclosed to them in line with the intended purposes? 


						Phase 5 – Create an Action Plan


						Description of gap/risk			Remarks











						Action Plan			Implementation Timeline			Action Owner














						Phase 6 – Implement  DPIA Action Plan and Monitor Outcomes


						Produced by /Date			Reviewed by/Date





						Approved by/Date













image7.emf

ANNEX G - DPIA Log  Template.docx




ANNEX G - DPIA Log Template.docx

Version - <Date of publish>


ANNEX G





DATA PRIVACY IMPACT ASSESSMENT (DPIA) LOG


			S/N


			System


			Owner


			Prepared By


			Approved By


			Approved Date


			Remarks





			1. 


			CRM


			Marketing


			Marketing Manager


			Marketing BU Head


			20 Sept 2020


			





			2. 


			


			


			


			


			


			





			3. 


			


			


			


			


			


			





			4. 


			


			


			


			


			


			





			5. [bookmark: _GoBack]


			


			


			


			


			


			





			6. 


			


			


			


			


			


			





			7. 


			


			


			


			


			


			





			8. 


			


			


			


			


			


			





			9. 
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ANNEX G: DATA BREACH MANAGEMENT PLAN





Note: Organisations can reference the Guide to Managing Data Breaches 2.0 for considerations in developing their data breach incident management plan.





1. Definition of Data Breach





Examples of Data Breaches, include the following:





i. [bookmark: _Toc399233143][bookmark: _Toc399246241][bookmark: _Toc416940334][bookmark: _Toc416944290][bookmark: _Toc433010869][bookmark: _Toc50020833][bookmark: _Toc50042979][bookmark: _Toc50043903][bookmark: _Toc50124634][bookmark: _Toc50393211][bookmark: _Toc50636921]Lost/stolen laptops, removable storage devices or paper containing PD;





ii. [bookmark: _Toc399233144][bookmark: _Toc399246242][bookmark: _Toc416940335][bookmark: _Toc416944291][bookmark: _Toc433010870][bookmark: _Toc50020834][bookmark: _Toc50042980][bookmark: _Toc50043904][bookmark: _Toc50124635][bookmark: _Toc50393212][bookmark: _Toc50636922]Improper disposal of equipment, without erasing contents in hard disk drives and other digital storage media (integrated in other devices, for example, multifunction printers, or otherwise) containing PD;





iii. [bookmark: _Toc399233145][bookmark: _Toc399246243][bookmark: _Toc416940336][bookmark: _Toc416944292][bookmark: _Toc433010871][bookmark: _Toc50020835][bookmark: _Toc50042981][bookmark: _Toc50043905][bookmark: _Toc50124636][bookmark: _Toc50393213][bookmark: _Toc50636923]Not shredding or pulping paper records;





iv. [bookmark: _Toc399233146][bookmark: _Toc399246244][bookmark: _Toc416940337][bookmark: _Toc416944293][bookmark: _Toc433010872][bookmark: _Toc50020836][bookmark: _Toc50042982][bookmark: _Toc50043906][bookmark: _Toc50124637][bookmark: _Toc50393214][bookmark: _Toc50636924]Databases containing PD being illegally accessed by external parties;





v. [bookmark: _Toc399233147][bookmark: _Toc399246245][bookmark: _Toc416940338][bookmark: _Toc416944294][bookmark: _Toc433010873][bookmark: _Toc50020837][bookmark: _Toc50042983][bookmark: _Toc50043907][bookmark: _Toc50124638][bookmark: _Toc50393215][bookmark: _Toc50636925]Staff accessing or disclosing PD outside the requirements or authorisation of their employment;





vi. [bookmark: _Toc399233148][bookmark: _Toc399246246][bookmark: _Toc416940339][bookmark: _Toc416944295][bookmark: _Toc433010874][bookmark: _Toc50020838][bookmark: _Toc50042984][bookmark: _Toc50043908][bookmark: _Toc50124639][bookmark: _Toc50393216][bookmark: _Toc50636926]Staff providing PD to the wrong recipient, eg. sending details out to the wrong address; and





vii. [bookmark: _Toc399233149][bookmark: _Toc399246247][bookmark: _Toc416940340][bookmark: _Toc416944296][bookmark: _Toc433010875][bookmark: _Toc50020839][bookmark: _Toc50042985][bookmark: _Toc50043909][bookmark: _Toc50124640][bookmark: _Toc50393217][bookmark: _Toc50636927]An individual deceiving the organisation into improperly releasing CI or the PD of another person.





2. Data Breach Management Team





2.1 Data Breach Management Team composition and responsibilities


			Data Breach Management Team





			Who


			Position


			Responsibilities





			<< Designated Senior Management 


(e.g. COO) >>


			Team Leader


			· Manage incident reports


· File incident report to PDPC if necessary








			<< Name of DPO>>


			Assistant Team Leader


			· Monitor data breach incident


· Draft incident reports





			<< Designated Communications Executive>>


			Member


			· Send notifications to affected individuals if necessary











			<< Designated Human Resource Executive>>


			 Member


			·  Communications with staff on data breach incident








			<< Designated Infocomm Technology Executive>>


			 Member


			· Monitor cyber and IT related data incidents





			 


			 


			 





			


			


			











3. Data Breach Response Plan





The organisation adopts the PDPC’s 4 step Data Breach Response Plan based on the CARE Framework. The Data Breach Response Plan and Data Breach Incident Record Log can be found in Appendix I in this document.





3.1 Contain the Breach





3.1.1 Staff will report to BU Heads as soon a Data Breach defined in section 1.1 is suspected or confirmed.





3.1.2 BU Heads will then inform the DPO regarding the potential data breach. DPO will activate the Data Breach Management Team and update Senior Management on potential data breach.





3.1.3 Data Breach Management Team will conduct an initial assessment to determine the severity of the data breach.





3.1.4 The initial assessment will include the following considerations


a. Cause of the data breach;


b. Number of affected individuals;


c. Type(s) of personal data involved;


d. The affected systems and/or services; and


e. Whether help is required to contain the breach.





3.1.5 Upon completion of the initial assessment, the Data Breach Management Team shall determine the immediate actions to be taken to contain the data breach as soon as possible. Possible actions could be


a. Isolate the compromised system from the Internet or network, or shut down the compromised system if necessary;


b. Prevent further unauthorised access to the system. Reset passwords if accounts and passwords have been compromised;


c. Isolate the causes of the data breach in the system, and where applicable, change the access rights to the compromised system;


d. Stop the identified practices that led to the data breach; or


e. Establish whether the lost data can be recovered and steps that can be taken to minimise any harm or impact caused by the data breach.





3.1.6 Details of the data breach and post-breach response(s) shall be recorded in the Incident Record Log found in Appendix I. 





3.2 Assess the Data Breach





3.2.1 Upon the containment of the Data Breach, the Data Breach Management Team shall conduct an in-depth assessment of the Data Breach within 30 days from when the potential data breach was reported. 





3.2.2 The Data Breach Management Team shall consider the following in its in-depth assessment





a. Context of the data breach


b. Ease of identifying individuals from the compromised data


c. Circumstances of the data breach





3.3 Report the Data Breach





3.3.1 The DPO shall notify the PDPC and affected individuals within 72 hours upon assessment to have met the following conditions





a. Likely result in significant harm or impact to the individuals to whom the information relates; or


b. Data breach involves personal data of 500 or more individuals. 





3.3.2 The DPO shall draft the report to the PDPC by submitting a notification at https://eservice.pdpc.gov.sg/case/db or at +65 6377 3131 during work hours.





3.3.3 The notification shall include the following information, unless specific information of the data breach is not yet available. The DPO shall instead send an interim notification comprising a brief description of the incident. 





a. Extent of the data breach;


b. Type(s) and volume of personal data involved;


c. Cause or suspected cause of the breach;


d. Whether the breach has been rectified;


e. Measures and processes that the organisation had put in place at the time of the breach;


f. Information on whether affected individuals of the data breach were notified and if not, when the organisation intends to do so: and


g. Contact details of person(s) whom the PDPC could contact for further information or clarification.





3.3.4 The DPO shall also issue a notification to individuals whose personal data is affected by the data breach, and should include the following information, where available. Where specific information of the data breach is not yet available, an interim notification comprising a brief description of the incident shall be sent. 


a. How and when the data breach occurred;


b. Types of personal data involved in the data breach;


c. What the organisation has done or will be doing in response to the risks brought about by the data breach;


d. Specific facts on the data breach where applicable, and actions individuals can take to prevent that data from being misused or abused;


e. Contact details and how affected individuals can reach the organisation for further information or assistance (e.g. helpline numbers, e-mail addresses or websites); and/or


f. Where applicable, what type of harm/impact the individual may suffer from the compromised data. 





3.3.5 Upon notifying affected external individuals, it is expected that there would be feedback and complaints from regarding the data breach.





3.3.6 The complaint handling process is defined in Diagram 1 to manage complaints resultant from the notification.





Diagram 1. Complaint handling process


[image: ]





3.4 Evaluate the Response to the Data Breach





3.4.1 After the data breach has been reported, or data breach has been resolved, the Data Breach Management Team shall review this Data Breach Management Plan, and its Data Breach Response Plan to improve the organisation’s data handling practices.





3.4.2 The Data Breach Management team can consider the following operational and policy related issues





a. Existing Data Protection Measures and Processes;


b. Roles of External Parties;


c. Managing the Data Breach;


d. Training of Staff;


e. Responding to the Data Breach








			Appendix I


			Data Breach Response Plan and Incident Record Log Templates


			


























image1.png


Seek carfcation

Complaint sent
through emai/
call fox

and send interim updates

with DPO on complaint

DPO to respond to complainant on
‘complaint and steps to ectiy if applcable
PO to copy Customer Support

Customer Support to request
[=b{  complainant to complete
customer satisfaction survey

End from complainant
[ e[| acknowiedges the ||  relevant Data clrifcat
T compaint Ouner and 8U ?
-
070 to commuricate to g st Ounersand U refted
compnan s compiety o ot compiant o vork (e

No.








image2.emf


Appendix I - Data  Breach Response Plan and Incident Log Template.xlsx






Appendix I - Data Breach Response Plan and Incident Log Template.xlsx


9 Breach Incident Record Log 



								Please read: This is a sample incident record log that organisations may wish to consider implementing as part of their internal procedures on documenting breaches for internal reference. The first line provided is an example on how to fill the log, and organisations may wish to reduce/include more fields to suit their specific operational needs. Use of this template  does not mean that an organisation will be in compliance with the Personal Data Protection Act 2012 (“PDPA”) (or any other law). 



								No.				Organisation (including name of subsidiary, if applicable)				Data Intermediary (if applicable)				Date of breach discovery				Time of breach discovery				Location of breach				Types of personal data involved				Internal investigation / 3rd party investigation conducted				Key findings/description of incident				Number of affected individuals				Remedial actions taken				Staff in-charged of post-breach remedial actions				Time of record				Date and Regulatory Authority (including sectoral) notified				Other supporting documents 



								1				ABC Pte Ltd				XYZ Pte Ltd				1-Jan-17				1200H				XYZ Pte Ltd's email server				Name; Email addresses				Internal investigation conducted on 1 Jan				Forensic analysis determined that XYZ's email server was hacked on 31 December 2016 at 0600H, and personal data of 500 of ABC Pte Ltd's customers posted on 123 online forum. The breach was discovered on 1200H, 1 January 2017 by a customer of ABC Pte Ltd. The personal data involved were Names and Email addresses. 				500 customers of ABC Pte Ltd				Shutdown server on 1 Jan 17, 1205H. Informed all 500 affected individuals within 24 hours by calling and advising them on remedial actions such as changing their email passwords. Reported to PDPC, and succesfully requested the administrator of 123 online forum to remove all the personal data originating from the breach from its website. 				John Tan, Data Protection Offier				1 Jan 17, 1205H				Yes, PDPC and MAS notified on 3 Jan 17



































9 Breach Response Plan



				Details of Breach				Description



				•When did the breach occur?



				•Where did the breach take place?



				•How was the breach detected and by whom?



				•What was the cause of the breach?



				•What kind and extent of personal data were involved?



				•How many data subjects (Individuals) were affected?



				Contain / Remediation Plan



				•How and when was it escalated to Breach Response Team and Management?



				•what were the steps taken to contain and/or rectify the breach?
•what measures were taken to prevent recurrence of incident?



				Assessing risks and impact on individuals



				•How many people were affected? 



				•Whose personal data had been breached? e.g employees, customers or minors?



				•What types of personal data were involved?



				Assess risks and impact on organisation



				•What caused the data breach? 



				•When and how often did the breach occur? 



				•Who might gain access to the compromised personal data? 



				•Will compromised data affect transactions with any other third parties? 



				Reporting the breach



				Who				•Individuals 



								•Third parties - banks, credit card companies, police, where relevant



								•PDPC when significant harm or impact is likely or 500 or more individuals affected.
•Sectoral regulator if applicable (e.g MOH, MAS) 



				When				•Immediately/when breach resolved



				How				•Most effective ways to reach out to affected individuals (urgency, number) (e.g. media releases, social media, e-mails, telephone calls, faxes and letters). 



								•Simple, specific, clear instructions



				What				•How and when the data breach occurred, types of personal data involved in breach. 



								•What the organisation has done or will be doing in response to the risks brought about by the data breach. 



								•Specific facts on the data breach where applicable, and actions individuals can take to prevent that data from being misused or abused. 



								•Contact details and how affected individuals can reach the organisation for further information or assistance (e.g. helpline numbers, e-mail addresses or websites). 



				Reporting Breach to PDPC



				•Extent of the data breach



				•Type and volume of personal data involved



				•Cause or suspected cause of the breach



				•Whether the breach has been rectified



				•Measures and processes that the organisation had put in place at the time of the breach



				•Information on whether affected individuals of the data breach were notified and if not, when the organisation intends to do so 



				•Contact details of persons whom the PDPC could liaise with for further information or clarification 



				Evaluate



				Operational and Policy Related Issues 				Audits for physical and IT-related security measures? 



								Processes to streamline or to limit damage? 



								Weaknesses in existing security measures? 



								Access and transmission of personal data sufficiently secure?



								Support services from external parties to be enhanced?



								Responsibilities of vendors and partners clearly defined?



								Need to develop new data-breach scenarios? 



				Resource Related Issues 				Enough resources to manage the data breach? 



								External resources be engaged to better manage such incidents? 



								Key personnel given sufficient resources to manage the incident? 



				Employee Related Issues 				Employees aware of security related issues? 



								Training provided on personal data protection matters and 



								incident management skills? 



								Employees informed of the data breach and learning points?



				Mgmt Related Issues 				Management involved in the management of the data breach? 



								Clear line of responsibility & communication during mgmt of data breach? 
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ANNEX H: TRAINING AND COMMUNICATIONS PLAN


			No.


			Timing


			Target


			Purpose


			Objective


			Method





			1. 


			At the start of the organisation’s personal data protection journey


			Board of directors


			· Support


· Approval


			· Awareness of the PDPA


· Highlight the key roles of board and senior management in personal data protection


· Rationalise business benefits of data protection


· Highlight importance of data protection and implication of data breaches


			Briefings to 


· Board of Directors and Senior Management by external vendors; or


· Data Protection Officer





			2. 


			


			Senior management


			· Buy-in


· Support


			· 


			





			3. 


			


			All Staff


			Awareness of changes the PDPA


			· Educate staff on the PDPA and the organisation’s data protection policies and processes


· The organisation’s personal data protection policies and processes


			PDPC’s E-learning module


In-house trainings or briefings by DPO or external vendors on data protection policies and practices


Training by external vendors





			4. 


			Update on changes to the PDPA, PDPA guidelines, or organisation’s data protection policies and practices


			Board of directors


			Update on changes to the PDPA, guidelines and advisories related to the organisation


			Awareness on changes to the PDPA, guidelines and advisories related to the organisation


			· Data Protection Officer 


· Briefings by external vendors





			5. 


			


			Senior management


			


			


			





			6. 


			


			Key Personnel


			


			


			· Briefings by external vendors


· PDPC’s Newsletter


· PDPC’s Events e.g. PAW





			7. 


			


			All Staff


			Update on changes to 


· the PDPA, guidelines and advisories related to the organisation


· the organisation’s data protection policies and practices


			Awareness on changes to 


· the PDPA, guidelines and advisories related to the organisation


· the organisation’s data protection policies and practices


			· circulars/ newsletters/  posters 


· electronic direct mailers (eDMs)/


· videos


· organisation’s intranet 


· brownbag discussions/ roadshows/ town hall 





			No.


			Timing


			Target


			Purpose


			Objective


			Method





			8. 


			Annual Refresher


			Board of directors


			Refresher on organisation’s PDPA obligations


			To ensure awareness of 


· Organisation’s PDPA obligations 


· business benefits of data protection importance of data protection and implication of data breaches


· the organisation’s data protection policies and practices


			Briefing by 


· Data Protection Officer


· External vendor/s





			9. 


			


			Senior Management


			


			


			





			10. 


			


			All Staff


			


			


			· Briefing by DPO


· PDPC e-Learning


· circulars/ newsletters/  posters 


· electronic direct mailers (eDMs)/


· videos


· organisation’s intranet 


· brownbag discussions/ roadshows/ town hall 





			11. 


			Upon assignment to a job role or change in role/job scope 


			Key Personnel1


			· In-depth PDPA training


· Training specific to internal policies and processes 


			· [bookmark: _GoBack]baseline knowledge of the PDPA, guidelines, and advisories 


· internal data protection policies and processes


			· Introduction to the Fundamentals of Personal Data Protection Act 


· Practitioners Certificate in Personal Data Protection


· Workshops by DPO


· Training by external vendors





			12. 


			As part of career development 


			Data Protection Officer


			Obtain professional certification 


			Acquisition of knowledge and abilities related to data protection


			· Certified Information Privacy Manager Programme 


· Certified Information Privacy Technologist Programme


· Certified Information Privacy Professional Asia Programme 








1Key Personnel would include the Data Protection Officer, members of the Data Protection Team, Data Owners





