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Executive Summary

Executive summary 
About the Singapore Consensus

Frontier AI systems have advanced rapidly in capability and real-world impact. 
Revenues from frontier models have grown by over 400% from a year ago and AI invest-
ments this year are on track to exceed the GDP of a top 30 national economy. At the 
same time, AI safety incidents now impact millions of users globally. To drive investment by 
private and public actors in AI safety research so that it keeps pace with capabili-
ties advancement, Singapore organised the 2nd International Scientific Exchange on 
AI Safety (ISE) in May 2026, continuing the dialogue on global AI safety research priori-
ties which began at the inaugural ISE in April 2025. 
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Executive Summary

The 2026 Singapore Consensus on Global AI Safety Research Priorities, 
which is an outcome of the 2026 convening, presents a global understanding on scientific 
research problems that are of top priority to advance AI safety research. Building on 
the Singapore Consensus 2025 report, the 2026 Main Report has been updated based on key 
developments in the AI risk landscape in the past year, such as the increasing deploy-
ment and capabilities of autonomous AI agents and the growth of misuse and incidents. 
The report is developed as an agenda-focused complement to the International AI 
Safety Report with more than 100 contributors spanning 13 countries from frontier AI 
developers, government safety institutes, academics and civil society.

At the same time, recognising that agentic deployment has become a major indus-
try focus in the past year, ISE 2026 extends scientific discussion and consensus from 
research priorities to emerging risk management practices in the development 
and deployment of autonomous agents. Given that industry practices on agentic 
deployment are constantly evolving, there is tremendous value to achieving a shared 
understanding of the state-of-the-art practices to mitigate and manage these risks, draw-
ing on the expertise and experiences of the global experts and world-leading organisations 
present at ISE 2026. This deep dive enriches the discussions at ISE 2026 and addresses a very 
timely and pertinent need from the industry. The discussions and findings are captured 
in the Companion Report on Agentic Risk Management, which incorporates and analyses 
input from global frontier AI developers on leading agentic safety practices.

We hope to facilitate international dialogue and scientific collaboration among scientists, 
developers, and policymakers. Companies and nations often compete on AI capabilities 
research and development (R&D). However, we believe that research on managing AI’s risks 
is often an area of mutual interest (Bucknall et al, 2005), at least outside areas of sensitive 
intellectual property. Due to their global nature, many societal-level AI risks can only be 
addressed by coalitions of companies or countries. As the leaders of the global AI powers 
and companies convene this year, we believe it is in their interest to agree on informa-
tion sharing and research collaboration for the global public good.

Key Updates

1. Growing Emphasis on Societal Resilience as Risk Prevention Shows Gaps

Adopting a defence-in-depth model, the original report groups scientific AI 
safety research topics into three broad areas from risk assessment that informs sub-
sequent development and deployment decisions, to technical safety methods in the 
system development phase, and tools for control after a system has been deployed. Grow-
ing misuse and malfunction incidents show that harm prevention efforts alone are 
insufficient. We have therefore elevated societal resilience as a distinct fourth pillar to 
emphasize the growing importance of preparing and hardening societal systems 
for failures and misuse.
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Executive Summary

2. Updated AI Safety Research Priorities

The Main Report highlights new technical developments since ISE 2025, and outlines 
the research priorities that are especially important in light of these developments. 
The following research priorities are critical given developments over the last year:

•	 Prevention and resilience for growing misuse incidents. AI misuse incidents have 
grown precipitously, particularly for cyber attacks, nudification and other sexual 
abuse material. Biochemical misuse capabilities have surpassed PhD-level experts 
on some benchmarks and are being distributed with safeguards that can be con-
sistently circumvented. New cyber model capabilities have abruptly increased the 
number of real-world vulnerabilities found in some critical software by over 1000%. 
Addressing this requires research on prevention and resilience methods targeted 
to these areas (Section 2, 3 and 4).

•	 Safety for open-weight models whose capabilities are nearing frontier closed 
models. According to common benchmarks, open weight models are estimated to 
be 3 to 12 months behind the frontier (varying across capabilities). Powerful AI 
models with publicly-downloadable weights are implicated in many misuse incidents. 
These models pose unique benefits for research and customization, but they can also 
be tampered with and used without oversight for malicious purposes. Manag-
ing these risks requires unique tools for open-weight model safety (Section 2.2.5) 
and ecosystem monitoring (Section 4.1). Since prevention is challenging, research-
ing societal resilience to misuse is essential (Section 4.2).

•	 Evaluations and alignment/control methods for emerging oversight-resistant and 
control-undermining AI. Control-undermining AI capabilities and behaviors are 
now a major challenge to safety testing in practice. They also mark early warn-
ings for loss of control scenarios. Additionally, frontier developers now increasingly 
use AI to oversee AI internally - including for safety evaluations - meaning that 
human operators may struggle to understand and verify the system of oversight 
itself. Addressing this requires research on evaluations and methods for both align-
ment and control that are more resistant to growing control-undermining AI 
tendencies such as evaluation awareness (Section 1.1), and methods to verify over-
sight when it is outsourced to AI systems (Section 3.2 and 4.1).

3. Deep Dive into Agentic Risk Management

2025 saw a sharp increase in deployment of AI agents, with releases accelerating sharply 
and agents’ autonomy levels rising in parallel. This momentum has continued into early 
2026, with OpenClaw and its derivatives becoming the fastest-growing open source projects 
in history. Organizations are actively experimenting with ways of deploying autono-
mous AI agents as they become more powerful. However, uncertainty over their reliability, 
security, and trustworthiness have emerged as barriers to adoption. Addressing this 
requires research on and trusted best practices for agent risk management, which are 
examined in depth in the Companion Report on Agentic AI Risk Management.
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Executive Summary

AI agents are becoming increasingly autonomous, capable, and widely applica-
ble. They differ from earlier generative AI models in one important way: they can 
act, with direct effects on their environment and on the systems they connect to. 
These capabilities produce distinct risks and failure modes, yet governance mecha-
nisms for agentic systems are only just beginning to emerge. As a result, uncertainty over 
their reliability, security, and trustworthiness has become a barrier to adoption. The 2026 
International Scientific Exchange (ISE) on AI Safety therefore identified agentic 
risk management as a key direction for technical and governance research. 

The companion report analyses emerging practices in agentic AI risk management, draw-
ing on input from leading model and agent developers, state-of-the-art academic research, 
and agentic governance frameworks. It identifies ten foundational principles for manag-
ing agentic risk: least privilege, traceable identity, auditability, validated deployment, 
adversarial resilience, multi-agent stability, runtime assurance, interruptibility, leg-
ibility, and human oversight. For each principle, the report sets out the governance 
context from jurisdictions including the US, China, Singapore, and the EU, and highlights 
technical practices for risk mitigation drawn from industry. 

The practices and evidence base underpinning these principles vary considerably 
in maturity. Some principles are better established and easier to implement in practice, 
with interoperable tools that make shared safety standards easier to achieve. Others, espe-
cially around multi-agent systems and agentic supply chains, are still an area of ongoing 
research. The report surfaces open problems and shows how responsibility for agen-
tic risk management is spread across developers, deployers, cloud platform providers, 
and the open source ecosystems. No single actor can ensure the reliability, security, 
and trustworthiness of AI agents. Therefore, this companion report provides a shared foun-
dation for both technical and governance efforts to manage agentic risks. 

Contributing to Global Collaboration and Advancement
Today, safety research and risk management are a priority for frontier AI adoption, 

innovation, and prevention of large-scale harms. While we are encouraged by a 
high level of expert agreement on research priorities across global companies, coun-
tries, and institutions, scientific progress must be matched by robust standards 
and policy frameworks to close the gap between the state of the art and the state 
of practice. Many recent AI incidents have been preventable with existing methods, 
and developing better methods alone is not enough without stronger incentives and 
accountability mechanisms to ensure that AI developers adopt best practices for safety 
and organizational risk management. Due to their global nature, AI risks are usually 
best addressed by coalitions rather than individual companies or countries. We hope 
this consensus can inform research funding, highlight where more transparency 
and reporting are needed to enable research, spur information sharing and col-
laboration even among competitors where needed, and support the development 
of policy frameworks that allow everyone to embrace general-purpose AI safely and 
with confidence.
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Implications for Policymakers

Research Priorities by Policy Area
The Singapore Consensus is a scientific consensus on technical AI safety research 

priorities, not a policy document. The Executive Summary sets out why a shared, prior-
itised research agenda matters now: capabilities, real-world deployment and revenues 
are rising faster than our ability to measure and manage risks. Meanwhile, uncer-
tainty about safety is itself holding back adoption. Agreeing on where research 
effort should go, and sharing much of what is learned, is often an international area of 
mutual interest: it serves every party at little to no competitive cost.

This note translates the research areas into policy-relevant domains to inform 
research funding, standards development, and international coordination. Each area 
below opens with what is at stake, followed by the research directions experts judge most 
urgent. Section numbers point to the main report.
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Cyber misuse risk
•	 What is at stake: As frontier systems grow more capable, a central challenge is 

to ensure evaluation and defence move ahead of offence. 

•	 Priorities include better ways to anticipate how attackers might use AI 
(“threat models”) and tougher tests of AI’s offensive cyber abilities (“harder cyber 
capability evaluations”) that keep pace with frontier systems (1.1, 1.3); develop-
ing tools that favor defenders (defense-favoring AI-for-cyber capabilities) and allow 
vulnerabilities, including in critical infrastructure, to be patched faster (4.2); monitor-
ing collections of multiple AI agents once deployed, so coordinated misuse campaigns 
can be detected and shut down (4.1); stress-testing openly released models to see 
what they could do if deliberately retrained for harm (“malicious fine-tuning”) (2.2.5); 
and shared reporting of serious AI-enabled cyber incidents (4.2).

Biological and chemical security
•	 What is at stake: The aim is to prevent models from meaningfully advancing weapons 

development, including pandemic-scale threats; to keep such capabilities out of nov-
ices’ hands; and to tilt the balance toward defence across the supply chain. 

•	 Priorities include: studies and tests that measure how much a model actually 
increases a would-be attacker’s capabilities (“uplift studies”), paired with prac-
tical thresholds for unacceptable levels of risk (1.1, 1.3); shared filters that keep 
weapons-relevant content out of the data models are trained on (“pretrain-
ing data filters”) (2.2.1); methods that aim to durably remove dangerous knowledge 
from openly released models and tests to confirm it cannot be easily retrained back 
in (“tamper resistant unlearning”) (2.2.5); and screening further up the supply 
chain globally, for example, of commercial DNA synthesis orders, to build a defenders’ 
advantage (4.2).

Child safety and image-based abuse
•	 What is at stake: Here, the science is comparatively mature; the binding con-

straint is standardisation, adoption and safeguards that cannot be easily stripped 
out of systems.

•	 Priorities include: shared data filters that remove child sexual abuse mate-
rial (“CSAM”) and other abuse content from training data (2.2.1); reliable methods 
to remove “nudification” and similar capabilities from models, with safeguards 
that survive later modification (such as fine-tuning) of openly released models (2.2.3, 
2.2.5); detection tools, classifiers, watermarking, and content-metadata standards, 
where the main barrier is standardization and adoption (4.1); and measuring 
how often these harms occur and their real-world impact on children (1.3).
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Mental health and consumer protection
•	 What is at stake: The priority is to detect and prevent growing harms to users, espe-

cially vulnerable ones, before and after deployment. 

•	 Priorities include: specification and validation methods that prevent and measure 
sycophancy, e.g. models affirming and reinforcing users’ harmful beliefs (2.1); 
rapid, high-coverage pre-deployment risk identification, e.g. fast, broad-screen-
ing for unknown risks before a model is released (1.1); real-world trials 
of mental-health effects with cautious, graduated rollout, as in clinical trials (1.3); 
monitoring during use to identify users who may be vulnerable (4.1); and clear pro-
cesses inside organisations for escalating concerns and reporting incidents (1.2, 4.2).

AI agents in the economy
•	 What is at stake: Reliability and security concerns are leading bottlenecks to adop-

tion, so progress here is as much an enabler of innovation as a safeguard. 

•	 Priorities include: designing agents to operate safely and confining them to controlled 
environments (“sandboxing”) so mistakes stay contained (2.2.6, 2.2.3); benchmarks that 
close the gap between evaluated and real-world reliability (1.1); defenses against 
manipulating agents through hidden instructions (“prompt injection”) and the 
resulting hijacking of agents (2.2.4); real-time monitoring and the ability to 
intervene while an an agent is running (3.1); multi-agent red-teaming, e.g. adversar-
ial testing of multiple agents working together (2.3.1); and infrastructure to identify 
and authenticate agents so their actions can be traced (4.1). Agent risk-manage-
ment practices are discussed in depth in the Companion Report.

Open-weight model safety and security
•	 What is at stake: Because model risks spread internationally and irreversibly once 

weights are released, with safeguards that are relatively easy to remove, manag-
ing open-weight model misuse is a shared international interest. 

•	 Priorities include testing for worst-case misuse, including deliberate retraining for 
harm, before a model is released (2.2.5); careful curation and filtering of training-data, 
currently the safeguard hardest to strip out after release (2.2.1, 2.2.5); develop-
ing effective methods to make models reliably “unlearn” dangerous capabilities (2.2.5); 
tools to trace the origin of harmful models and their actions circulating in the wild 
(“provenance”) (4.1); and strengthening broader societal resilience against misuse, 
since prevention alone cannot be relied upon one weights are public (4.2).

Loss of control and oversight of automated frontier AI development
•	 What is at stake: AI developers now use AI systems to automate major parts of safety 

and oversight internally. The priority is to ensure that their systems and processes 
remain accessible and controllable. 

•	 Priorities include: evaluations that still work even when a model can determine 
if it is being tested and may therefore understate its harmful capabilities (“sand-
bagging”) or conceal misalignment (“alignment faking”), backed by secure access 
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for independent third parties (1.1, 1.5); assessing control-undermining capabilities 
and propensities and defining clear, operationalizable red lines (1.4); verify-
ing that AI systems used to supervise other AI are themselves trustworthy, 
as developers are automating oversight internally (3.2); keeping a model’s step-by-
step “chains-of-thought” honest and human-readable so they can be monitored 3.1); 
using non-agentic AI systems as safer guardrails for agents (3.2); and metrics for AI 
R&D automation and secure infrastructure giving external authorities awareness of 
internal deployments crossing regulatory thresholds (4.1).

Recurring across areas
Several directions cut across every area above: agreed risk thresholds (Section 1), 

secure evaluation infrastructure for third-party scrutiny (1.5), organizational system 
safety (1.2), shared incident reporting (4.2), and hardware-enabled mechanisms that let 
companies or even state actors prove they are honoring commitments without exposing 
proprietary information (3.1, 4.1).
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Main Report

Introduction
Building a Trusted Ecosystem

Rapidly improving AI capabilities and autonomy hold the promise of boosting economic 
growth and accelerating scientific advances. At the same time, a growing number of real-
world incidents highlight the importance of building a trusted AI ecosystem. This will 
help stakeholders embrace AI with confidence and give maximal space for innovation 
while avoiding backlash. Building this ecosystem requires policymakers, industry, research-
ers and the broader public to collectively work toward securing positive outcomes 
from AI’s development. AI safety research is a key dimension. Despite encouraging 
progress, the state of science today for building trustworthy AI does not adequately 
cover some severe risks. Investments in AI capabilities continue to outpace safety efforts. 
As a result, accelerated public and private investment in research is required to keep pace 
with commercially driven growth in system capabilities, reduce harms, and enable respon-
sible adoption.
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Goals
The 2026 Singapore International Scientific Exchange on AI Safety aims to support 

research in this space by bringing together scientists across geographies to identify 
and synthesise research priorities and surface areas that require more investment. 
The result, The Singapore Consensus on Global AI Safety Research Priorities, offers an 
agenda-focused complement to the International AI Safety Report-A (IAISR) chaired by 
Yoshua Bengio and backed by 29 national governments. Through the Singapore Consensus, 
we hope to highlight points of widespread agreement between AI scientists and 
AI policymakers for maximally beneficial outcomes. Our goal is to enable more impact-
ful R&D efforts to rapidly develop safety and evaluation mechanisms and foster a 
trusted ecosystem where AI is harnessed for the public good.

The Role of International Dialogue
International dialogue among companies, policymakers, and scientists is particularly 

important for managing AI, a technology that does not respect borders. Misuse and 
malfunctions stemming from one place can cause harm anywhere in the world. Addi-
tionally, history shows that a few high-profile incidents anywhere in the world can create 
unease that prevents everyone from realizing the benefits of a technology. It is therefore in 
the interest of all nations and companies to collaborate on certain safety research and 
share certain safety information, even when they believe themselves to be competitors.

Areas of mutual interest: While companies and nations 
often compete on AI research and development, they also have incentives to find 
alignment and common interests. This report covers areas where different par-
ties may compete, but also highlights examples from the broader landscape of areas 
of mutual interest - research products and information that developers have minimal 
downside risks in collaborating on (Bucknall et al, 2005, Blomquist et al., 2025). Cer-
tain safety advances offer minimal competitive edge while serving a common interest 
- similar to how competing aircraft manufacturers (e.g., Boeing and Airbus) col-
laborate on aviation safety information and standards. In AI, particular areas 
for mutually-beneficial cooperation span sections 1-3 of this report and include certain 
verification mechanisms, risk-management standards, and risk evaluations (Bucknall et 
al, 2005). The motivation is clear: no organisation or country benefits when AI incidents 
occur or malicious actors are enabled, as the resulting harm would damage every-
one collectively.

2026 Process 
This document is an update of the 2025 Singapore Consensus on Global AI Safety 

Research Priorities. It represents a comprehensive synthesis of research proposals 
drawn from the International AI Safety Report and complementary recent 
research prioritisation frameworks. It was distributed to the Steering Committee 
(Andrew Yao, Bowen Zhou, Brian Tse, Chris Meserole, Dawn Song, Lan Xue, Luke Ong, 
Max Tegmark, Mohan Kankanhalli, Stuart Russell, Tegan Maharaj, Wan Sie Lee, 

https://internationalaisafetyreport.org/
https://internationalaisafetyreport.org/
https://oms-www.files.svdcdn.com/production/downloads/academic/Examining_AI_Safety_as_a_Global_Public_Good.pdf?dm=1741767073
https://arxiv.org/abs/2602.21012
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Ya-Qin Zhang, and Yoshua Bengio) and all conference participants to solicit comprehen-
sive feedback. Following several rounds of updates based on further participant feedback 
in writing and in person, this document has been designed to synthesise points 
of broad consensus among diverse researchers. The full list of conference participants 
who contributed to the 2026 report is presented at the beginning of this document, 
and includes dozens of researchers from leading academic institutions and AI developers, 
as well as representatives from governments and civil society. 

Image: Participants of the ‘Singapore Conference on AI 2025: International Scientific Exchange on 
AI Safety’ on 26th April. 

Key event
18th to 19th May 2026: 
International Scientific 
Exchange on AI Safety

Contributors
More than 100 participants 
in attendance for discussion 
and feedback

Representation
Participants from 13 unique 
countries were present

Scope
We limit our discussion to technical AI safety research, focused on making AI 

more trustworthy rather than merely more powerful. AI policy research is out of scope for 
this report. We focus primarily on general-purpose AI: Following the International AI 
Safety Report, the term ‘AI systems’ in this document should be understood to refer 
to general-purpose AI (GPAI) systems - systems that can perform or can be adapted 
to perform a wide range of tasks (IAISR). This includes language models that produce text 
(e.g. chat systems) as well as ‘multimodal’ models which can work with multiple types of 
data, often including text, images, video, audio, and robotic actions. Narrow systems such as 
self-driving cars are therefore out of scope.

Structure
Inspired by the 2025 International AI Safety Report (IAISR), this document adopts a 

defence-in-depth model and groups AI safety research topics into four broad areas 
from risk assessment that informs subsequent development and deployment decisions, 

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
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to technical methods in the system development phase, and tools for control after a 
system has been deployed, and resilience through that hardening society and responding 
to incidents that do occur.

1.	 Risk Assessment: The primary goal of risk assessment is to understand the sever-
ity and likelihood of potential harm. Risk assessments are used to prioritise risks and 
determine if they cross thresholds that demand specific action. Consequen-
tial development and deployment decisions are predicated on these assessments. 
The research areas in this category involve developing methods to measure the 
impact of AI systems for both current and future AI, and building enablers for third-
party audits to support independent validation of these risk assessments.

2.	 Development: AI systems that are trustworthy, reliable and secure give stakehold-
ers the confidence to embrace and adopt AI innovation. Following the classic safety 
engineering framework, the research areas in this category involve methods 
for specifying the desired behaviour, designing an AI system that meets 
the specification, and verifying that the system meets its specification. 

3.	 Control: Monitoring and Intervention: In engineering, “control” usually refers 
to the process of managing a system’s behaviour to achieve a desired outcome, 
even when faced with disturbances, uncertainties, or feedback loops. The research 
areas in this category involve developing monitoring and intervention mechanisms 
for AI systems. 

4.	 Societal Resilience: Despite prevention efforts, the last year has seen growing inci-
dents from AI misuse and malfunctions. Therefore, this year’s report draws out 
societal resilience as its own section. Societal resilience complements prevention 
by enabling monitoring, preparation, hardening, and response at an ecosystem level.
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The Main Report is complemented by the Companion Report on Risk Management. 
The Companion Report identifies new AI agents - systems that can act autonomously - as a 
rapidly growing source of risks, which are also a leading bottleneck to AI agent adoption. 
A particularly important research priority identified here is to develop and codify 
best practices for agent risk management.  Therefore, this year’s ISE has an additional focus 
on risk management practices for agents covered in an additional document.

Term How it is used in this report

Specification Specific definition of desired system behaviour

Validation Ensuring that the specification and the final system meets the needs of the 
user, developer, or society (did I build the right system?) 

Validity How well a measurement or assessment tool actually measures what it 
claims to measure.

AI agent An AI which can make plans to achieve goals, adaptively perform tasks 
involving multiple steps and uncertain outcomes along the way, and interact 
with its environment - for example by creating files, taking actions on the 
web, or delegating tasks to other agents - with little to no human oversight.

AI model A computer program, often automatically created by learning from data, 
designed to process inputs and generate outputs. AI models can perform 
tasks such as prediction, classification, decision-making, or generation, 
forming the engine of AI systems.

Open-
weight AI model

An AI model whose parameters are publicly available for download by 
anyone on the internet. Open-weight models can be used and modified in 
unrestricted ways by downstream users. 

AI system An integrated setup that combines one or more AI models with other 
components, such as user interfaces or content filters, to produce an 
application that users can interact with.

Verification Providing qualitative or quantitative justifications or guarantees that a 
system meets its specification (did I build the system right?)

Assurance The broader process of determining if a system performs as intended. As 
such, providing assurance requires appropriate specification, validation, 
design, implementation and verification.

Control Monitoring a system after it has been created and intervening where needed, 
often in a feedback loop, to ensure the system behaves as desired.

Alignment Creating/modifying AI to meet intended behaviour, goals, and values 
(current emphasis tends to be on behaviour)

Intelligence Ability to accomplish goals

Artificial 
intelligence (AI)

Non-biological intelligence
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Term How it is used in this report

Narrow 
intelligence

Ability to accomplish goals in a narrow domain, e.g. chess

Artificial general 
intelligence (AGI)

AI that can do most cognitive work as well as humans. This implies that it is 
highly autonomous and can do most economically valuable remote work as 
well as humans. 

Artificial superin-
telligence (ASI)

AI that can accomplish any cognitive work far beyond human level

Table 1: Glossary of how we use key terminology in this report. Specification, validation, assurance, 
and verification are central concepts in systems engineering. Note: Different authors have used 
a variety of non-equivalent definitions. The definitions in this table simply specify how this report 
uses various terms, not how they should be used in general. We use the terms “AGI”, “ASI” and “intelli-
gence” much as in the original definitions by Gubrud, Legg, and Bostrom.
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1 Risk Assessment
Associated with IAISR chapter 3.3  

Key information and updates
Risk assessment aims to understand the severity and likelihood of potential harms, and 
informs high-stakes deployment decisions today. In many cases, it also represents a global 
area of mutual interest. Existing AI regulations and AI company commitments require 
rigorous risk identification and assessment, and consequential deployment decisions are 
predicated on these assessments (e.g. EU AI Act Website, 2024; OpenAI, 2023; Anthropic, 
2023 Google, 2025).

Several new developments since SCAI 2025 are important to address. This summary lists 
research priorities that are particularly important given these new developments.

Autonomous AI cyber capabilities and incidents have increased. A leading model 
developer, Anthropic, has reported in detail that their model has been misused for a 
largely automated set of cyber attacks in 2025. Later, the Claude Mythos Preview model 

https://www.gov.uk/government/publications/international-ai-safety-report-2025/international-ai-safety-report-2025#risk-identification-and-assessment
https://internationalaisafetyreport.org/#risk-identification-and-assessment
https://www.gov.uk/government/publications/international-ai-safety-report-2025/international-ai-safety-report-2025#risk-identification-and-assessment
https://internationalaisafetyreport.org/#risk-identification-and-assessment
https://artificialintelligenceact.eu/
https://cdn.openai.com/openai-preparedness-framework-beta.pdf
https://www.anthropic.com/news/anthropics-responsible-scaling-policy
https://www.anthropic.com/news/anthropics-responsible-scaling-policy
https://deepmind.google/discover/blog/updating-the-frontier-safety-framework/
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showed significantly increased cyber capabilities. Some model developers report that their 
evaluations no longer rule out ‘high’ level of risk, referring to automation of end-to-end 
operations or operationally relevant cyber vulnerability discovery and exploitation. There is 
a broad expectation in the scientific community that Mythos-level cyber-offense capabilities 
can be expected to proliferate, in some cases through open models with ineffective 
safeguards against misuse, causing cybersecurity disruptions within months. 

Research priorities: Understanding the most critical threat models (see Section 1) and 
building harder cyber capability evaluations (see Section 2). Investing in defense-favoring 
AI-for-cyber capabilities, deployment of those capabilities, as well as developing technology 
for rapidly deploying patches for vulnerabilities found, including in critical infrastructure 
services (see Section 4). 

‘High’ levels of biological weapon misuse risks are no longer ruled out. Model’s scientific 
capabilities have grown rapidly, and multiple model developers report that their evaluations 
no longer rule out ‘high’ biological misuse risks. Other developers are now on the cusp 
of releasing similarly capable models but with open weights, meaning they currently lack 
effective safeguards against misuse, such as refusing to help with biological attacks. A major, 
AI-enabled biological attack may be possible within months or years. 

Research priorities: Researching threat models and better clarifying biological misuse 
capabilities, including with uplift studies (Section 1.3). Improving open weight model safety 
(Section 2.2.5). 

Non-consensual AI “nudification” and sexual abuse material incidents have greatly 
increased. This has been driven by video deepfake capabilities becoming widely accessible 
through open models, and some commercial providers lacking effective safeguards against 
nudification.

Research priorities: Evaluations for open models (for safeguards that resist removal) (see 
Section 2.2.5), including tools for pre-training data filtering. Ecosystem monitoring and 
evaluations of downstream societal impacts (see Section 4).

Serious psychological safety incidents have occurred. LLMs have been involved in suicides 
and other incidents among psychologically vulnerable individuals, with LLMs sometimes 
confirming and actively supporting individuals in harmful beliefs and plans.

Research priorities: Rapid, exploratory, and high-coverage risk identification for pre-
deployment testing to avoid the release of models with risks that their developers are 
unaware of (see Section 1.1). Adapting established processes for risk management, 
organization-wide system safety, incident reporting and escalation (see Sections 1.2-1.5).

Existing AI regulations and AI company commitments require risk identification 
and assessment, and these decisions determine whether systems costing billions 
of dollars can be deployed or not. (e.g. EU, 2024; OpenAI, 2023; Anthropic, 2023 Google, 
2025). The primary goal of risk assessment is to understand the severity and likelihood of 
a potential harm. 

Risk assessments are used to prioritise risks and to determine if they cross risk thresh-
olds that demand specific action such as mitigation. These thresholds - often defined 
in terms of measurable key risk indicators such as model evaluations (Campos, 2025) 

https://artificialintelligenceact.eu/
https://cdn.openai.com/openai-preparedness-framework-beta.pdf
https://www.anthropic.com/news/anthropics-responsible-scaling-policy
https://deepmind.google/discover/blog/updating-the-frontier-safety-framework/
https://deepmind.google/discover/blog/updating-the-frontier-safety-framework/
https://arxiv.org/abs/2502.06656
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- serve as early warnings or red lines. For example, if a system is found to have the ability to 
substantially assist malicious users in conducting cyberattacks, this may be considered 
an unacceptable risk. Risk assessment also informs safer development practices (Section 2) 
and control practices (Section 3) needed to mitigate risks. Carefully defined risk thresholds 
are this report’s first example of a potential area of mutual interest - companies and gov-
ernments may find it in their self-interest to share them widely or cooperate on them, 
even with competitors. This report highlights several further examples of these areas, 
but does not highlight every example explicitly.

The research areas in this category involve developing methods to study the pres-
ent harmful impacts of AI systems and forecast their potential future risks. 

1.1 System Evaluations

Updates: The AI auditing field is developing but still immature. New benchmarks for AI model 
capabilities are regularly introduced, improved on, gamed, and saturated. Some models have 
recently begun to exhibit forms of evaluation awareness and capabilities that could enable 
acute forms of misuse.

Advantages: Evaluations of model capabilities are almost ubiquitous (though with greatly 
varying levels of rigor), and are recognized as a key pillar of AI risk management. 

Challenges: Current benchmarking and auditing methods have persistent difficulties in 
evaluating model properties in a way that translates to real-world settings and accurately 
predict their worst-case risks. Meanwhile, evaluation awareness in models erodes trust in the 
validity of some assessments.

Techniques for effectively and efficiently studying safety-relevant properties of AI sys-
tems are central to studying AI risks (IAISR; Birhane et al., 2024). However, it remains 
persistently challenging to gain a practical understanding of AI systems’ real world capabil-
ities and risks based on evaluations conducted in lab settings.

Benchmarking: Benchmarks refer to standardized assessments that can be used to 
measure specific model or system capabilities or tendencies. For example, one popular 
benchmark measures a model’s capabilities in terms of how reliably it can complete soft-
ware engineering tasks that take human professionals seconds (e.g. question answering), 
minutes (writing code functions), or hours (implementing complex protocols) to complete 
(Kwa et al., 2025). However, developing high-quality assessments is difficult due to 
gaps between evaluation settings and the real world (Raji et al., 2021, Eriksson et al., 2025 
Bean et al., 2025). For example, there are consistent gaps between what benchmarks suggest 
AI agents are capable of and what real-world tasks they are empirically reliable for 
(Rabanser et al., 2026). New benchmarks for frontier AI system capabilities are regu-
larly introduced (e.g. Jimenez et al., 2023; Chollet et al., 2024; Yoran et al., 2024; Phan et al., 
2025; Hendrycks et al., 2025; Mazeika et al., 2025), improved on, gamed, and saturated. Sev-
eral persistent challenges include:

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://arxiv.org/abs/2401.14462
https://metr.org/blog/2025-03-19-measuring-ai-ability-to-complete-long-tasks/
https://arxiv.org/abs/2111.15366
https://arxiv.org/abs/2502.06559v1
https://arxiv.org/abs/2511.04703
https://arxiv.org/abs/2602.16666
https://arxiv.org/abs/2310.06770
https://arxiv.org/abs/2412.04604
https://arxiv.org/abs/2407.15711
https://arxiv.org/abs/2501.14249
https://arxiv.org/abs/2501.14249
https://arxiv.org/abs/2510.18212
https://arxiv.org/abs/2510.26787
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•	 Continually developing new benchmarks that offer useful signal for frontier systems.

•	 Improving benchmarking methodology to close persistent gaps between esti-
mated and real-world properties (e.g. Atweh et al., 2025).

•	 Improving quality, documentation, and reproducibility of benchmarks (Reuel et 
al., 2024).

•	 Developing benchmarks that evaluate the safety properties of AI systems 
across many languages (Deng et al., 2024).

Evaluation and auditing methods: Evaluations and audits, especially by third parties, 
are emerging as a pillar of AI risk management. They can incorporate benchmarks, 
qualitative testing, analysis of methodology, and other methods to formally assess 
safety-related properties of AI systems. In addition to scientific challenges involving 
measuring system properties (see also Section 2.3 - Verification), AI evaluation is an emerg-
ing science and immature field. There are numerous challenges pertaining to how audits 
should be approached, scoped, performed, and reported on (Brundage et al., 2026) in ways 
that validly assess risks and offer meaningful assurance and accountability in the fron-
tier AI ecosystem. As frontier AI systems are increasingly deployed with scaffolding, 
tools, memory, external interfaces, and long-horizon task execution, evaluation outcomes 
may depend substantially on the system configuration and evaluation setup. Evalua-
tion reports should therefore document the system version, environment and interaction, 
task specification, elicitation procedure, success criteria, and assumptions used to 
relate observed behavior to safety-relevant risk. In the cyberphysical ecosystem, sim-
ulation evaluations should also test to obtain early warnings – establishing whether 
general-purpose vision models could enable many actors to use and misuse autonomous 
drones (see e.g. Liu et al., 2023; Meta, 2026).

Managing evaluation awareness: In the past year, some frontier AI systems 
have exhibited abilities to recognize when they are being evaluated and condition 
their behavior on noticing this (IAISR 2026). For example, in third-party evaluations 
of Claude 4.6, Apollo Research noticed that the model exhibited high levels of verbal-
ized evaluation awareness and concluded that its evaluations could not offer reliable 
evidence of actual alignment (Anthropic, 2026). Other recent work on evaluation faking 
studies this phenomenon as an observer effect in AI safety evaluation, where AI 
systems may autonomously alter their behavior after recognizing the presence of an eval-
uation context, thereby affecting the validity of evaluation results (Fan et al., 2025; Li et al., 
2026). It is not clear how reliably future AI systems could be able to infer when they are in 
well-designed evaluations. However, it is clear that evaluation awareness has confounded 
the validity of some existing evaluation procedures and that future evaluations must 
be designed with it in mind. Reducing cues that reveal when a system is being evaluated, 
developing evaluations that are harder to game, monitoring for suspicious behavior 
during evaluation, and designing controls that are difficult for future systems to 
evade offer possible solutions (Duan et al., 2026).

https://ieeexplore.ieee.org/abstract/document/11021140
https://arxiv.org/abs/2411.12990
https://arxiv.org/abs/2411.12990
https://proceedings.iclr.cc/paper_files/paper/2024/hash/6b396f766a50e0853a5164e68048540c-Abstract-Conference.html
https://arxiv.org/abs/2601.11699
https://arxiv.org/abs/2308.06735
https://ai.meta.com/static-resource/Meta_Advanced-AI-Scaling-Framework-v2/
https://www-cdn.anthropic.com/6a5fa276ac68b9aeb0c8b6af5fa36326e0e166dd.pdf
https://arxiv.org/abs/2505.17815
https://arxiv.org/html/2605.23055v2
https://arxiv.org/html/2605.23055v2
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Dangerous capability and propensity assessment: To assess certain hazards posed by 
an AI system, it is necessary to elicit and assess potentially dangerous capabilities 
(Phuong et al., 2024; Shevlane et al., 2023; IAISR) including cyber, chemical, biological, 
radiological, and nuclear knowledge, as well as capabilities related to psychologi-
cal manipulation, deception, AI research and development, and unconstrained autonomy. 
For example, researchers have found that frontier LLMs have surpassed PhD-level experts 
in their ability to assist in developing virology lab protocols (Götting et al., 2025) and that 
frontier AI models like Claude Mythos are increasingly capable of autonomously execute 
cyberattacks (Anthropic, 2026). Some AI developers have warned that, based on 
their evaluations, they have not been able to rule out the possibility of harmful bio, cyber, 
or chemical capabilities in their models (e.g., Google, 2025; Anthropic, 2025; OpenAI, 2025). 
To assess the likelihood that these capabilities will cause harm, it is also useful to assess 
a system’s propensities to use them. However, the science of evaluating the propensities 
and capabilities of frontier AI systems is not fully mature (Apollo, 2024; Reuel et al., 2024). 
Rigorously assessing them is challenging because frontier AI systems’ capabilities are 
broad and context-dependent. Unexpected propensities, capabilities, or limitations 
are often discovered after a system is developed and deployed (IAISR). For example, 
a recent large-scale competition identified over 60,000 exploits against the safety guard-
rails of 19 different production AI systems (Zou et al., 2025). In general, current tests are not 
yet sufficient to rule out a given harmful capability or behaviour. Frontiers for addi-
tional research include methods to more reliably elicit specific harmful model capabilities 
and propensities,methods for inferring the existence of rare or suppressed system 
capabilities that may be difficult to elicit in lab settings, and developing practi-
cal thresholds for determining when a model’s capabilities pose unacceptable levels of 
risks in a certain use case. In addition to being an area of shared global interest, work-
ing to improve evaluations of dangerous AI capabilities may be critical on the timescale 
of several months.

Estimating worst-case risks: Typically, the worst behaviors identified in an assess-
ment of AI safety can only serve as a lower bound for a model’s worst possible case harms. 
This makes most AI risk evaluations conservatively biased toward underestimating 
worst case risks, sometimes with significant consequences. For example in April of 2025, 
OpenAI’s evaluations reportedly failed to identify excessive levels of sycophancy 
in GPT-4o which led it to affirm unhealthy behaviors in some users, including self-harm 
(OpenAI, 2025). Some work has aimed to reduce the conservative bias of evaluations by 
evaluating “helpful-only” versions of models without refusal-based safeguards (Ko et al., 
2025), allowing models access to tools, or evaluating models under minor modifications 
to their internal weights and activations (Che et al., 2025). Nonetheless, high-confi-
dence estimations and assurances related to a model’s worst-case risks are not within the 
capabilities of established evaluation methods.

https://arxiv.org/abs/2403.13793
https://arxiv.org/abs/2305.15324
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://arxiv.org/abs/2504.16137v1
https://cdn.sanity.io/files/4zrzovbb/website/7624816413e9b4d2e3ba620c5a5e091b98b190a5.pdf
https://storage.googleapis.com/deepmind-media/Model-Cards/Gemini-2-5-Pro-Model-Card.pdf
https://www.anthropic.com/news/activating-asl3-protections
https://openai.com/index/chatgpt-agent-system-card/
https://www.apolloresearch.ai/blog/we-need-a-science-of-evals
https://arxiv.org/abs/2407.14981
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://arxiv.org/abs/2507.20526
https://openai.com/index/sycophancy-in-gpt-4o/
http://openreview.net
http://openreview.net
https://arxiv.org/abs/2502.05209
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1.2 System safety assessment

Updates: Ongoing efforts to improve organizational and system safety, coupled with trial and 
error, are contributing to an emerging understanding of how AI systems and organizations can 
be run to effectively manage risks. 

Advantages: Most safety-related failures are not merely due to system design flaws, but also 
stem from problems with risk management frameworks for identifying and addressing risks. 

Challenges: Not all AI-deploying organizations have effective systems safety measures in place, 
and organizational safety audits are not common.

AI safety is not just about individual systems, but also their interaction with users, 
tools, and the rest of the world. For example, when an AI company discovers concerning 
behaviour from their system, the resulting risks depend, in large part, on what pro-
cesses are in place to identify and respond to the risks. For example, a company 
might quickly escalate and work to mitigate the risk. Or they might downplay it in 
order to focus on other priorities. System safety considers both AI systems and the 
broader context that they are deployed in. The study of system safety focuses on the inter-
actions between different technical components as well as processes and incentives in 
an organisation (IAISR, Hendrycks, 2024; Alaga et al., 2024; Schuett et al., 2024; Żywiołek et 
al., 2025). For example, some AI companies have recently revised their safety frame-
works when prior risk thresholds have been crossed or when regulations take effect. 
The practice of system safety engineering has a long history in areas such as aircraft flight 
control and nuclear reactor control (Dekker, 2019; Rismani et al., 2023). System safety assess-
ments evaluate if a critical system continues to function as intended even under human 
error, insider threats, or the failure of individual technical components. In AI sys-
tems safety assessments, this includes analysing how AI deployments might interact 
with existing social, economic, and political structures to create emergent down-
stream risks that individual system evaluations might miss (Weidinger et al., 2023), as well 
as analysing risks that emerge from multiple AI systems and humans interacting with each 
other. Currently, system- and organizational-safety audits are not common in the AI 
ecosystem.

1.3 Downstream impact assessment, risk analysis and prediction

Updates: The interdisciplinary science of evaluating AI’s impacts on society is emerging. This 
science is facilitated, in part, by empirical academic research, AI company reporting on usage, 
and analysis of incidents. 

Advantages: Downstream impact assessments offer the most direct ways to study emerging AI 
impacts and risks. 

Challenges: Downstream consequences are diffuse and systemic, making it fundamentally 
challenging to characterize AI impacts and risks with high confidence.

https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://www.aisafetybook.com/textbook/systemic-factors
https://arxiv.org/abs/2409.08751
https://link.springer.com/article/10.1007/s43681-023-00409-y
https://www.researchsquare.com/article/rs-8219886/v1
https://www.researchsquare.com/article/rs-8219886/v1
https://dl.acm.org/doi/10.1145/3544548.3581407
https://arxiv.org/abs/2310.11986
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AI is poised to have enormous impacts on human economic, social, and political 
life. Assessing and forecasting the many societal impacts of AI systems is one 
of the central goals of risk assessments. However, it is also very challenging and 
greatly under-emphasized in current research due to its inherent prospective and sys-
temic nature (Weidinger et al., 2023 Solaiman et al., 2023). Studying global, societal impacts 
of AI also requires nuanced analysis, inclusion, and consideration of under-repre-
sented people, including the estimated 6.8 billion humans who do not use generative AI 
(GAAN, 2026) and the estimated 3.7 billion humans who do not use the internet (UN, 2026). 

Research on forecasting involves taxonomising risk (Slattery et al., 2024), studying usage 
data, analysing trends, risk modelling, predicting progress in AI capabilities, develop-
ing models of AI’s future impacts, and updating forecasts in response to findings from 
field tests and usage data. For example, recent research has shown that analysis of posts 
on the r/ChatGPT subreddit showed sharp increases in discussions of attachment and emo-
tional dependence nearly six months before mainstream media journalists broke news on 
the phenomenon (Dai et al., 2026). This research also plays an important role in inform-
ing which evaluations and audits are needed for valid assessments of likely and severe 
risk scenarios. Because of the complexities involved in the study of downstream soci-
etal impacts, continued work to thoroughly monitor and study them will require 
nuanced analysis, interdisciplinarity, and inclusion (Wallach et al., 2024). 

Field tests: Field tests and human participant studies aim to assess the real-
world impacts of AI systems. They include analysing current impacts on topics such 
as deepfakes, labour, inequality, market concentration, misinformation, polarisa-
tion, privacy, mental health, and education. For example, recent work has estimated 
that photorealistic AI deepfake videos appearing to depict child sexual abuse material 
rose over 26,000% between 2024 and 2025 (IWF, 2026) and that 1.2 million children across 11 
countries disclosed having their images manipulated into sexually explicit deepfakes in the 
past year (Unicef, 2026). Concurrently, researchers at Anthropic have recently published 
details and analysis related to how AI systems may be impacting labor markets (Anthropic, 
2026). Developers also sometimes “beta test” models or start “bug bounty programs” (e.g. 
Anthropic, 2024) to incentivise users to find and report vulnerabilities so that they can 
be fixed. One kind of field test that is particularly relevant to malicious use risks is 
“uplift studies” (Bateman et al., 2024). Uplift studies aim to assess how much an AI system 
can help users with a task (e.g. performing cyberattacks) relative to users without 
access to that system. For example, some AI labs have tested if using LLMs uplifts humans’ 
abilities to plan biological attacks (Anthropic, 2026; Zhou Hong et al. 2026). Field tests, com-
bined with other usage data can also study questions such as how an AI system affects 
the mental health of users. As in the field of clinical drug trials, field tests may start 
with limited, controlled tests, and then gradually expand to real-world contexts to uncover 
new risks and side effects.

Prospective risk analysis and structured analytical techniques: The International 
AI Safety Report (IAISR) highlights an ‘evidence dilemma’ for emerging AI risks. On the 
one hand, early mitigations for emerging risks can turn out to be unnecessary or ineffec-
tive. On the other hand, waiting for clear evidence of a risk before mitigating it can lead 

https://arxiv.org/abs/2310.11986
https://arxiv.org/abs/2306.05949
https://global-ai-adoption.netlify.app/
https://www.un.org/digital-emerging-technologies/content/global-connectivity
https://arxiv.org/abs/2408.12622
https://arxiv.org/abs/2606.05750
https://arxiv.org/abs/2411.10939
https://www.iwf.org.uk/news-media/news/ai-becoming-child-sexual-abuse-machine-adding-to-dangerous-record-levels-of-online-abuse-iwf-warns/
https://www.unicef.org/press-releases/deepfake-abuse-is-abuse
https://www.anthropic.com/research/labor-market-impacts
https://www.anthropic.com/research/labor-market-impacts
https://www.anthropic.com/news/model-safety-bug-bounty
https://carnegieendowment.org/research/2024/07/beyond-open-vs-closed-emerging-consensus-and-key-questions-for-foundation-ai-model-governance?lang=en
https://www.anthropic.com/news/claude-opus-4-6
https://arxiv.org/abs/2602.16703
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
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to systematic neglect of certain risks (Casper et al., 2025). To navigate this dilemma, trans-
parency infrastructure and early risk assessment are key. When assessing risks that 
have not yet occurred, or risks that may take a variety of forms (e.g. cyber attacks), it is 
often necessary to use prospective risk analysis and structured analytical techniques. 
These techniques are often used outside the field of AI, e.g. in nuclear safety, cybersecu-
rity, or aircraft flight control. They have also been crucial in historical debates, e.g. over the 
health impacts of ozone depletion and smoking. Nonetheless, they are not yet widely used 
in AI risk assessment (IAISR, Murray, 2025). Structured risk assessments are also needed 
to combine evidence in order to construct a safety case, used by an AI developer to 
model risks, state assumptions, and convincingly argue that their system is safe (Clymer, 
2024; Buhl et al., 2024; Habli et al., 2025; Hilton et al., 2025). This requires assessing the full life 
cycle and the full stack of safety techniques used, as well as an assessment of the systemic 
interaction between components and the outside world (see 1.6).

1.4 Loss-of-control risk assessment

Updates: Emerging research has characterized control-undermining behaviours in AI systems, 
agents with high levels of cyber autonomy, and systemic loss of control risks. 

Advantages: Loss-of-control risks are increasingly able to be studied in terms of model 
propensities, model capabilities, and empirical trends.

Challenges: Despite increasing concreteness, loss-of-control risk assessment is much more 
of a predictive pursuit than an empirical science. Loss-of-control scenarios are diverse and 
can range from being driven by a single to many AI systems and from being accidental to 
intentional. 

Loss of control refers to scenarios where advanced AI systems come to operate outside 
of human control, with no clear path to regaining control. This includes both scenarios 
that involve passively ceding control and scenarios that involve AI systems actively under-
mining control measures in pursuit of their own goals. 

Assessing this risk depends partly on assessing and forecasting AI’s control-un-
dermining capabilities. These include AI agency (autonomous action and planning), 
oversight evasion, persuasion, autonomously earning or seizing financial and com-
puting resources, conducting cyber attacks, as well as AI research and development 
(IAISR). Assessments of control loss risk also focus on understanding propensities – 
how often and why AI systems use control-undermining capabilities. Evidence for all of 
the above control-undermining capabilities is growing but current capabilities remain 
insufficient to allow a loss of control (IAISR). However, there is evidence of today’s AI 
systems using their limited control undermining capabilities in certain scenarios, e.g. 
to avoid being replaced (IAISR; Greenblatt et al., 2024; Baker et al., 2025; Lynch et al., 
2025). Recent empirical work suggests that loss-of-control risk assessment can be made 
more concrete by tracking precursor capabilities by examining autonomous replication, 
shutdown resistance, self-proliferation dynamics, and scaffold self-improvement in 
security-relevant settings (Black et al., 2025; Pan et al., 2024; Pan et al., 2025; Air et al., 
2026 a; Schlatter et al., 2026 b; Hong et al., 2026; Fan et al., 2026). These results offer early 

https://arxiv.org/abs/2502.09618
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://www.ai-frontiers.org/articles/ai-risk-management-can-learn-a-lot-from-other-industries
https://arxiv.org/abs/2403.10462
https://arxiv.org/abs/2403.10462
https://arxiv.org/abs/2410.21572
https://arxiv.org/abs/2503.11705
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https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
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evidence about specific component capabilities, rather than evidence that current systems 
can cause full loss of control. These demonstrations show that assessments can 
move beyond purely speculative scenario analysis by measuring how specific control-un-
dermining capabilities emerge under particular model, scaffold, environment, task, 
and budget conditions.

Despite the dangers posed by control-undermining behavior from AI systems, loss of 
control could also occur via deliberate decisions by humans to release highly agentic AI sys-
tems. Some early signs suggest that highly autonomous, general-purpose, goal-directed AI 
systems are an imminent concern. For example, projects such as Conway and Moltbook 
demonstrate that existing agents can achieve a high degree of goal-directed autonomy, 
even earning money via cryptocurrency transfers to keep themselves running. As a 
result, there are now credible fears in the scientific community that some AI systems may 
soon become goal-oriented invasive species in cyberspace. This makes it a pressing research 
priority to prepare guardrails and security mitigations for increasingly powerful 
and numerous AI agents in cyberspace. For example, systems with frontier-lev-
els of cyber offense capabilities, such as Claude Mythos (Anthropic, 2026) should be 
continuously studied and monitored for risks that they could power fully cyber-autono-
mous agents. 

Loss of control events could further come about via gradual, systemic changes 
in which AI systems gradually come to accrue more economic, cultural, and governmental 
influence (Kulveit et al., 2025). This suggests value in understanding gradual disempower-
ment dynamics and having informed conversations in the science and governance spheres 
about how to maintain meaningful human control over institutions.

1.5 Secure evaluation infrastructure

Updates: There is a solidified academic consensus that deeper forms of model and 
organizational access allow for greater levels of third-party scrutiny and that these forms of 
access can be facilitated by secure evaluation infrastructure and procedures. 

Advantages: Secure evaluation infrastructure and protocols can allow for more meaningful 
forms of external scrutiny with limited tradeoffs to security. 

Challenges: Some tradeoffs exist between scrutiny, security, and efficiency. There is also an 
implementation gap between what types of secure auditing infrastructure is possible and what 
is implemented.

Independent third-party AI testing and assurance providers play an important role 
in translating AI safety research into repeatable evaluation methods, objective testing 
reports, certification schemes, and practical risk management support for industry. As AI 
systems become more agentic and high-impact, third-party evaluation can help vali-
date developer claims, support procurement decisions, and increase public trust.

External auditors and oversight bodies need infrastructure and protocols that 
enable thorough evaluation and verification of system properties while protecting sen-
sitive intellectual property. Ideally, it could be possible for evaluation infrastructure to 

https://conway.tech/
https://www.moltbook.com/
https://cdn.sanity.io/files/4zrzovbb/website/7624816413e9b4d2e3ba620c5a5e091b98b190a5.pdf
https://arxiv.org/abs/2501.16946
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enable double-blindness: the evaluator’s inability to directly access the system’s parameters 
and developers’ inability to know what exact evaluations are run (Reuel et al., 2024; Buck-
nall et al., 2025; Casper et al., 2024; Charnock et al., 2026). Meanwhile, the importance 
of mutual security will continue to grow as system capabilities and risks increase. 
Methods for developing secure infrastructure for auditing and oversight are 
known to be possible. However, open challenges include determining what level of access 
is appropriate for which evaluations and conducting the engineering work of designing, 
building, and integrating efficient infrastructure (Brundage et al., 2026). Further research 
should also explore how audit results can be effectively and reliably incorporated into risk 
management and decision-making frameworks. 

https://arxiv.org/abs/2407.14981
https://arxiv.org/abs/2503.01470
https://arxiv.org/abs/2503.01470
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2 Developing Trustworthy, 
Secure and Reliable Systems

Associated with IAISR chapter 3.4.1 

Key information and updates
Since ISE 2025, several new developments are important to address. This summary lists 
research priorities that are particularly important given these new developments.

Some recent incidents have likely been preventable with existing methods. Some new 
AI incidents since SCAI 2025 (see Risk assessment) likely could have been prevented with 
established safety methods based on prompting, fine-tuning, red-teaming, and monitoring.

Research priorities: Understanding the internal organizational processes that lead to absent 
or insufficient application of safeguards. Understanding how to develop better processes 
and systems incentives. Avenues include developing internal systems safety measures, rapid 
model auditing under time pressure, and transparency infrastructure.

https://internationalaisafetyreport.org/#training-more-trustworthy-models
https://internationalaisafetyreport.org/#training-more-trustworthy-models
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Open-weight models are now trailing closely behind the capabilities of frontier closed 
models—enabling research but lacking effective misuse safeguards. According to 
common benchmarks, open weight models are estimated to be 3 to 12 months behind the 
frontier (varying across capabilities). Developers of frontier closed models have recently 
designated these closed models as ‘High’ risk for cyber and biological misuse, and added 
safeguards against misuse. Similarly, most closed models from reputable developers refuse 
nudification and CSAM user requests. However, open-weight models cannot be effectively 
safeguarded in these ways.

Research priorities: Advancing model-level protections against open model misuse (see 
Section 2.2.5). Advancing societal resilience against attempted biological, chemical, and 
cyber attacks as well as CSAM creation (see Section 4).

Autonomous AI Agents are increasingly capable and widely deployed, but their increased 
risks deter adoption. Users can now easily access AI agents that can control their browsers 
and whole computers, taking actions on the web, often with broad access to private storage 
or email accounts. Agents can be unreliable, take harmful actions, and can be “hijacked” by 
fraudsters. Ensuring agent safety and security has become a key bottleneck to AI adoption. 
Therefore, this ISE 2026 has an additional focus on risk management practices for agents 
covered in the Companion Report.

Research priorities: Improving real-time agent monitoring and control methods (see Section 
3) and safe agent design methodology (see Section 2.2.6). Research also needs to determine 
shared best practices for agent risk management. Emerging risk management practices 
for agents are therefore covered in detail in the Companion Report on Agentic Risk 
Management.

Frontier AI systems are persistently vulnerable to “jailbreaks” and other methods to make 
them automate harmful tasks. Recent findings have shown that efforts from developers to 
safeguard their systems against user-attempts to elicit harmful behavior or information are 
useful. However, frontier models are still persistently able to perform harmful tasks, such as 
providing instructions for performing crimes or automating the production of hate speech, 
when prompted in certain ways by users. One study from 2025 crowd-sourced over 60,000 
successful exploits against 19 production models. 

Research priorities: Improving and scaling algorithms for adversarial safety (see Section 
2.2.3-2.2.4) and stress testing (see Section 1.1). Designing and integrating effective 
monitoring and control methods (see Section 3).

The research areas in this category involve developing technical methods for creating 
safer and more trustworthy systems. This section focuses on the system develop-
ment phase, whereas Section 3 “Control: Monitoring and Intervention,” focuses on 
techniques used during and after deployment.

It has been argued that “society will reject autonomous agents unless 
we have some credible means of making them safe” (Weld and Etzioni, 1994). Moti-
vated by this concern, the following subsections explore methods for developing safe 
and trustworthy systems. We follow a classic safety engineering framework by examining: 

https://dl.acm.org/doi/10.5555/2891730.2891891
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how to specify precisely what properties we want an AI system to have, validate that 
these properties are desirable, design and implement the system to meet the specification, 
and verify that it meets its specification.

The framework used in this section uses traditional engineering concepts includ-
ing specification, design, and verification. 

Structure
AI systems that are trustworthy, reliable and secure by design give people the 

confidence to embrace and adopt AI innovation. Following a classic safety engineer-
ing framework, the research areas in this category involves 

A.	 Specifying and validating the desired behaviour - This includes technical methods 
to address the complex challenges in specifying system behaviours in a way 
that accurately captures the desired intent without causing undesired side effects, 
for both single-stakeholder settings (e.g. reward hacking, scalable methods 
to discover specification loopholes) and multi-stakeholder settings (e.g. balanc-
ing competing preferences, ethical and legal alignment).

B.	 Designing a system that meets the specification - This covers techniques for 
training models - both closed and open weights - that are trustworthy (e.g. reduc-
ing confabulation, increasing robustness against tampering), alternative finetuning 
methods to make specific precise changes to an AI system (e.g. model editing), 
and methods to build AI systems in a way that are guaranteed to meet 
their specifications (e.g. verifiable programme synthesis, world models with formal 
guarantees). 

C.	 Verifying that the AI system meets its specification - This entails techniques to pro-
vide high-confidence assurances that an AI system is what its developers claim it 
to be and that it meets its specifications (e.g. formal verification), including in 
novel contexts (e.g. robustness testing), as well as interpretability techniques to 
look into the black box to understand why the AI system behaves the way it does 
(e.g. mechanistic interpretability).

Relationship to other concepts
What is alignment? The commonly used term “alignment” has many different definitions in the AI 
literature, not all of which are compatible (Gabriel et al., 2024). A common definition is “the process 
of ensuring that an AI’s goals, values, and behaviours are consistent with those intended by its 
human creators or operators.” However, since scientists still largely lack an understanding of what, 
if any, coherent “goals” or “values” today’s frontier AI systems have, current alignment research de 
facto focuses only on the “behaviour” part of this definition. So in practice, much current AI safety 
research uses a working definition of alignment as “ensuring that AI behaves as intended.”

What is assurance? Assurance refers to the broader process of determining if a system performs 
as expected. As such, providing assurance requires appropriate specification, validation, design, 
implementation and verification.

https://arxiv.org/abs/2404.16244
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What is robustness? Robust systems continue to behave as intended under a broad range of 
circumstances. This includes unfamiliar inputs as well as “adversarial” inputs designed to make the 
system fail. For example, state-of-the-art AI systems can be “jailbroken” into producing harmful 
text or instructions – against their developer’s intentions – when a user asks using adversarial 
prompting techniques.

2.1 Specification & Validation: Defining the system’s purpose

Updates: Specification and validation failures have led to real-world incidents, including ones 
related to sycophancy, psychosis, and suicide in AI users. 

Advantages: Ongoing research combined with analysis of incidents have led to improvements 
in how system specifications are developed.

Challenges: There are fundamental limitations to the specification problem in both single- 
and multi-stakeholder settings. Validating that a given specification aligns with desired 
downstream societal impacts is fundamentally challenging. 

“How do we want the system to behave?”

In engineering fields, specification involves defining desired system behaviour, 
whereas validation ensures that the specification meets the needs of the user, developer, 
or society. Specification and validation require confronting the complexity of defin-
ing objectives in a way that captures user or societal benefit without omitting important 
constraints or causing undesired side effects. A key challenge for specification/valida-
tion is to develop faithful methods to translate human oversight into automated systems. 
How can we design processes for developing proxies for humans based on human feedback 
and demonstrations?

Avoiding reward hacking and unintended consequences: Even in a simple set-
ting with one human’s well-defined and fixed preferences, subtle mis-specifications can 
yield unacceptable results if the AI system optimises rigidly for the literal specifica-
tion rather than the user’s true intent. For example, training a chatbot to say things 
that users approve of can cause it to unintentionally learn to pander to the user’s specific 
opinions (Sharma). This type of behavior from AI systems has led to psychosis, 
mental health crises in users, and even suicide (Yeung et al., 2025; Clegg, 2025; Carlbring and 
Andersson, 2025). Such rigid optimisation can also produce emergent behaviours that were 
not planned by the developer such as “reward hacking” (OpenAI. 2025), power-seeking 
(Ngo et al., 2022), sabotage behaviours (Bondarenko et al., 2025; Benton et al., 2024; Omo-
hundro, 2018; Russell, 2019; Lynch et al., 2025), and producing misleading statements 
(Wen et al., 2024). One documented case showed an AI system actively identifying and 
exploiting vulnerabilities in how its programming work was scored, explicitly stating 
“let’s hack” while finding solutions that passed tests without solving the intended prob-
lems (Baker et al., 2025). These challenges highlight the value of work to define and 
implement more reliable frameworks for specifying true human goals in the AI develop-
ment process. Paradigms like “Assistance Games”, where an AI system must infer and act 
upon a user’s goals under uncertainty offer methods for systems to actively learn users’ 

https://arxiv.org/abs/2310.13548
https://arxiv.org/abs/2509.10970
https://www.jmir.org/2025/1/e87367/
https://www.sciencedirect.com/science/article/pii/S2214782925000831
https://www.sciencedirect.com/science/article/pii/S2214782925000831
https://openai.com/index/chain-of-thought-monitoring/
https://arxiv.org/abs/2209.00626
https://arxiv.org/abs/2502.13295
https://arxiv.org/abs/2410.21514
https://www.taylorfrancis.com/chapters/edit/10.1201/9781351251389-3/basic-ai-drives-stephen-omohundro
https://www.taylorfrancis.com/chapters/edit/10.1201/9781351251389-3/basic-ai-drives-stephen-omohundro
https://arxiv.org/abs/2510.05179
https://arxiv.org/abs/2409.12822
https://arxiv.org/abs/2503.11926
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under-specified goals (Hadfield-Menell et al., 2026; Shah et al., 2020). However, there remain 
unaddressed problems with how to define a user’s true goals when user preferences 
are malleable, constructed, or incomplete (Carroll et al., 2024; Zhi-Xuan et al., 2025).

Defining clear boundaries for acceptable behaviour: When designing frontier AI sys-
tems, it is difficult to precisely define the boundaries between acceptable and unacceptable 
behaviour. In an emerging best practice, model developers attempt to do so by using 
and publishing model “specifications” or “constitutions” (OpenAI, 2026; Anthropic, 2026). 
Many of these challenges stem from the dual use nature of information. For example, 
some biology lab protocols are useful for both benign and harmful bioengineering exper-
iments. Defining acceptable behaviours is made further challenging by how some 
harmful tasks can be decomposed into individually-benign subtasks (e.g. Jones et al., 2024; 
Li et al., 2024). Effectively defining safe behavioural boundaries and ensuring that sys-
tems can learn them is an ongoing challenge which requires an extensive understanding of 
emerging AI misuse threats. Designing safe systems will always require some trade-
offs with genuinely useful capabilities, but refining our understanding of what types of 
AI capabilities are harmful in theory and in practice can help practitioners navigate these 
specification dilemmas in a way that minimizes trade-offs.

Pluralistic and legal alignment: Humans often disagree on how AI systems should 
behave. This is a fundamentally unsolvable problem. However, there exist princi-
pled approaches for attempting to balance different viewpoints in ways that are 
normatively accepted (Sorensen et al., 2024; Conitzer et al, 2024). For example, many human 
institutions use voting as an acceptable way of resolving disagreements. In AI, develop-
ing analogous processes for balancing differing views, prompting mutual understanding, 
and encouraging dialogue make a meaningful difference in how much AI systems serve as 
tools of education versus manipulation. Efforts to make more “pluralistically aligned” sys-
tems in practice will require nuanced analysis, interdisciplinarity, and inclusion. It will 
also be helpful to approach these problems by studying how specifications respect rele-
vant legal frameworks and normative ethical principles (Kolt et al., 2026; Hadfield et al., 
2026). Finally, it will also be key to approach pluralism in AI in a way that is wary of “plural-
ism washing”, recognizing that technical approaches to pluralistic alignment fail to address, 
and can sometimes distract from, deeper problems related to systematic biases and social 
power dynamics in the AI ecosystem (Kalluri, 2020; Dobbe et al., 2021; Birhane et al., 2022; 
Sloane et al., 2022; Gabriel and Keeling, 2025).

2.2 Design and implementation: Building the system
“How do we build the system?”

This section focuses on techniques to make systems that meet their specifications. 
The design and implementation process involves sourcing data, pretraining models, 
post-training models, and integrating them into AI systems. 
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https://people.eecs.berkeley.edu/~russell/papers/neurips20ws-assistance
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2.2.1 Training data and pretraining methods

Updates: Emerging research has shown that pretraining data engineering can build strong 
safeguards into AI systems against harmful capabilities and propensities. 

Advantages: Pretraining data interventions can be powerful methods for controlling model 
capabilities and propensities. They offer an effective means of limiting dual-use knowledge in 
models, such as information about how to create cyber or biological attacks. 

Challenges: Pretraining data curation experiments can be expensive, error prone, and have 
slow experimental feedback loops. 

Curating pretraining data: Pretraining is the first and often the most computation-
ally- and data-intensive stage of developing modern AI systems. It is also the key stage 
in which models develop core knowledge representations. Modern AI systems are 
often pretrained on web-scale datasets, which makes it challenging to effectively curate and 
control the pretraining process (Paullada et al., 2021). Common pretraining datasets have 
been found to contain harmful, toxic, abusive, and even illegal content (Birhane et al., 2023; 
Thiel, 2023). Meanwhile, researchers have found evidence that methods for pretraining 
data curation greatly affect a system’s capabilities and propensities (Maini et al., 2025; 
O’Brien et al., 2025; Tice et al., 2026). Work to understand the relationship between pre-
training dataset contents and emergent system behaviours will help with efforts to 
more safely curate pretraining data (Casper et al., 2025). In particular, doing so with high 
precision, high recall, high efficiency, and in a way that handles the massively multilin-
gual nature of internet text will be key to improving the viability of pretraining methods 
(Anwar et al., 2024; Casper et al., 2025). See also Section 2.2.5 (Building safer open weight 
models). Shared pretraining data filters for harmful content - CSAM, bioweapon protocols, 
and similar - are an area of mutual interest, since they are easy to share and no devel-
oper benefits from this content in their corpus.

Attributing model behaviours to training data: Methods for attributing model 
behaviours to specific examples from training data allow overseers to study how 
potentially harmful behaviours emerge in systems (Grosse et al., 2023). These tools 
could also help researchers identify what types of training interventions can mitigate 
them. For example, attributing risky capabilities or propensities to specific examples 
from training data could help developers curate safer pretraining datasets (O’Brien et al., 
2025; Tice et al., 2025). Research frontiers include improving the efficiency and scalability 
of these methods, causally studying how models develop personas and behaviours 
(Anthropic-F; Tice et al., 2025), and predicting what data is needed to learn a particular 
behaviour (Engstrom et al., 2024; Hamidieh et al., 2025). 
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2.2.2 Truthfulness and honesty

Updates: Empirically, hallucinations by frontier AI models have decreased. However, ongoing 
research has characterized distinct incidents of strategic dishonesty from AI systems. 

Advantages: Thus far, untruthfulness and dishonesty in frontier AI systems have been 
empirically characterizable, and there is progress on mitigation. 

Challenges: Strategic dishonesty has been observed as a precedented, emergent harm in recent 
frontier AI systems.

Despite their wide use, modern AI systems sometimes produce incorrect statements, 
which could be due to ‘accidental’ errors or ‘deliberate’ dishonesty. In some cases, mechanis-
tic interpretability techniques can suggest what the system assesses or internally ‘believes’ 
to be true or false (Marks and Tegmark, 2023), in which case we can define ‘dishonesty’ 
as behavior where AI systems make assertions that are contrary to what they internally 
‘believe’ (Ward et al., 2023), whereas ‘incompetence’ involves an AI system failing to 
form accurate ‘beliefs’ or assessments of what is in fact true  (Ren et al., 2025). Dishon-
esty includes examples of AI systems providing users with information that is clearly false 
because it helps them achieve a broader goal (e.g. Scheuer et al., 2023; Järviniemi and Hubin-
ger, 2024). Regardless of their nature, untrue statements from AI systems are understood to 
be both directly harmful and a systemic risk to human education and epistemics (Virvou et 
al., 2025; Obiefuna, 2025). Methods for reducing the occurrence of false statements 
from AI systems are an ongoing research challenge. Approaches include both developing 
more truthful models through training on appropriate data (Evans et al., 2021; King, 
2025) or designing systems to substantiate claims and cite references (Zhou et al., 2024). 
Frontiers for future work will include work to study and improve both factuality and hon-
esty while also balancing these paradigms with risks of providing harmful information 
(Ren et al., 2024 Ren et al., 2025). 

2.2.3 Avoiding hazardous capabilities

Updates: Frontier AI systems have increased in their autonomy, generality, and intelligence. 
This has coincided with increases in these systems being implicated in criminal activity such as 
automating cyberattacks. Some progress has been made toward methods of reducing certain 
hazardous model capabilities in a targeted manner. 

Advantages: There is a large toolkit of techniques that can be used to limit the autonomy, 
generality, or intelligence of systems performing safety-critical functions. 

Challenges: Methods to avoid hazardous capabilities are not always reliable or competitive in 
practical applications.
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Figure 2: AGI can also be thought of as the 
triple intersection of three distinct properties: 
Autonomy, Generality and (domain) Intelligence. 
Source: Keep The Future Human

It is challenging to ensure that 
AI systems cannot cause harm when 
they have powerful capabilities. 
There is a broad space of 
AI capabilities, and risks gener-
ally increase with high autonomy, 
high generality, and high 
domain intelligence. For example, 
AlphaFold (Jumper et al., 2021) 
has high intelligence in the narrow 
domain of protein folding, but lacks 
autonomy or generality (“A” or “G”). 
A robotic lawn mower has high auton-
omy but lacks generality or intelligence 
(“G” or “I”). Both are easy to control. A hypothetical 
future self-driving car that outperforms any human driver would have high autonomy and 
intelligence, but it poses a negligible loss-of-control risk due to low generality. Sys-
tems having all three traits “A”, “G” and “I” are the most difficult to align or control. The three 
research directions below aim to improve trustworthiness by avoiding the “A”, “G”, or “I”, 
respectively.

Limiting AI agent’s ability to influence the world (limited autonomy): Some early inci-
dents with AI agents have involved agents taking irreversible harmful actions beyond 
the anticipated actions of users. For example, in July 2025, an AI agent deleted a software 
company’s entire codebase (Nolan, 2025). “Sandboxing” involves limiting the ways in which 
an agentic AI system can directly influence the world (Patil et al., 2024; He et al., 2024; Bus-
cemi et al., 2025; Meng et al., 2025). 

“Machine unlearning” (limited generality): In addition to pretraining data curation 
(see Section 2.2.1), another method for limiting potentially harmful model capabilities 
is to actively suppress them. “Machine unlearning” algorithms can be used to suppress 
model capabilities in specific, high-risk domains (Li et al., 2024; Liu et al., 2024). For example, 
these techniques can be used to make text models less knowledge able about biohazards 
or make image/video models less able to photorealistically edit nude images of humans. 
Currently, machine unlearning algorithms can effectively make models safer, at the 
expense of sacrificing some positive uses of unlearned capabilities. However, making them 
robust has been a persistent challenge (Łucki et al., 2024; Feder Cooper et al., 2024; 
Sharma et al., 2024; Deeb and Roger, 2024; Che et al., 2025;). Current research priorities for 
improving unlearning algorithms involve improving the data, loss functions, optimi-
zation techniques, and configurations behind unlearning algorithms to achieve more 
robust removal of unwanted capabilities (Casper et al., 2025). See also Section 2.2.5.

https://keepthefuturehuman.ai/
https://www.nature.com/articles/s41586-021-03819-2
https://fortune.com/2025/07/23/ai-coding-tool-replit-wiped-database-called-it-a-catastrophic-failure/
https://arxiv.org/abs/2404.06921
https://arxiv.org/abs/2406.08689
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5801322
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5801322
https://arxiv.org/abs/2512.12594
https://proceedings.mlr.press/v235/li24bc.html
https://arxiv.org/abs/2402.08787
https://arxiv.org/abs/2409.18025
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https://arxiv.org/abs/2409.05668
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https://arxiv.org/abs/2502.05209
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5705186
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Intelligence-bounded systems (limited intelligence): State-of-the-art intelligence is very 
often not needed for tasks. For example, it is common for users to give AI chat systems 
simple queries about facts, content summarization, or brainstorming (Deming et al., 2025). 
Relatedly, some combinations of safe queries for models can be unsafe (Li et al., 2024; 
Jones et al., 2024). Thus, as a matter of both risk management and efficient resource allo-
cation, it is useful to develop effective approaches to using systems whose intelligence 
is correctly calibrated to the difficulties and dangers of specific use cases.

2.2.4 Adversarial Robustness 

Updates: Both human experts and attack algorithms can consistently circumvent safeguards 
implemented in frontier AI systems. One study identified over 60,000 exploits against the 
safety guardrails of 19 different production AI systems.

Advantages: Empirically, efforts by model developers to increase the adversarial robustness of 
their frontier models have significantly increased the amount of effort required to circumvent 
safeguards. 

Challenges: Robust safeguards are empirically challenging. Both increased scaling and 
algorithmic innovation may be required to ensure the security of frontier AI systems. 

Developing model safeguards that are more robust to malicious attacks: It is persis-
tently difficult to design AI systems that reliably behave harmlessly in all real-world use 
cases. Models are particularly vulnerable to “adversarial attacks” which take the form 
of inputs that are specially optimized to make a system produce unsafe outputs, such as 
instructions for committing a crime. For example, a recent large-scale competition iden-
tified over 60,000 exploits against the safety guardrails of 19 different production 
AI systems (Zou et al., 2025). Even state-of-the-art models are persistently vulnerable to 
state-of-the-art attack algorithms (e.g. Davies et al., 2026). Currently, adversarially training 
AI systems against diverse adversarial attacks is a standard but flawed defense. Imple-
menting more effective robustness training techniques remains a key challenge. 
While model safeguards are consistently circumventable, efforts by model developers 
to improve robustness have empirically been able to greatly increase the amount of effort 
required to break defenses (AISI, 2025). Some approaches for improving adversarial training 
and adversarial robustness include scaling adversarial training (Howe et al., 2024; Lee et al., 
2024; Zou et al., 2024) and modifying adversarial training algorithms (Xhonneux et al., 2024; 
Casper et al., 2024; Sheshadri et al., 2024; Dékány et al., 2025). 

2.2.5 Building safer open-weight models

Updates: In the past year, models with publicly downloadable weights have become much more 
capable and popular. These models have benefits such as de-centralizing power and enabling 
safety research. However, they can be used discretely and arbitrarily tampered with by users, 
making them empirically common for some forms of misuse. 

Advantages: Open-weight model risk management can be improved using a mixture of pre-
training, post-training, and evaluation techniques. 

https://www.nber.org/papers/w34255
https://aclanthology.org/2024.findings-emnlp.813/
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https://arxiv.org/abs/2406.04313
https://arxiv.org/abs/2405.15589
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https://arxiv.org/abs/2505.16947
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Challenges: Open-weight models risk management is fundamentally challenging due to how 
external safeguards (e.g. content filters) can be trivially disabled, and open models can be 
arbitrarily tampered with. 

Advanced open-weight AI models, which can be downloaded by anyone, tend to 
lag behind the capabilities of frontier proprietary models by only several months (Ember-
son, 2025). From a safety perspective, open-weight models pose both benefits and risks. 
They distribute power, reduce single points of failure, and can be studied more easily 
for safety research. However, they also have greater potential for misuse. They can 
be modified arbitrarily, used without oversight, and spread irreversibly on the web. 
This suggests that methods for making open-weight models more safe and trustworthy 
will be key to both accessing their benefits and mitigating their risks. Due to the inevitable 
and wide spread of open-weight models, it will also be critical to build awareness 
and resilience to their risks (see Section 4). Because open-weight models spread across bor-
ders, enable unique forms of unmonitorable misuse, and resist single-developer control, 
their risk management is an area of mutual interest.

It is important for researchers and policymakers to be aware of the ecological differences 
and tradeoffs that exist between open and closed model deployments. Some models – 
even with safeguards – might enable acute forms of misuse if deployed with open weights. 
Other models might significantly hinder open-science or concentrate large amounts of 
power if deployed with closed weights. Other models might pose major risks regardless of 
deployment type (Casper et al., 2025).

Training data curation: A key goal for improving the safety of the open-weight model 
ecosystem is to make models that are more “tamper resistant” against harmful forms of 
fine-tuning. Training data curation is currently understood to be a state-of-the-art method 
for making models more benign under modifications. For example, O’Brien et al. (2025) 
found that filtering biohazard-related text from a model’s pretraining data made it over 
10x more resistant to learning those capabilities through fine-tuning than post-train-
ing baseline techniques. However, it is not understood for what types of capabilities data 
curation is effective, how to scalably and effectively perform such curation, or what 
the relationship is between training data contents and emergent model capabilities 
(Maini et al., 2025; Casper et al., 2025). See also Section 2.2.1.

Tamper-resistant unlearning: There has been a significant amount of work on 
“machine unlearning” algorithms that are resistant to re-learning unwanted capabil-
ities. However, prior approaches have broadly struggled. For example, Casper et al. 
(2025) observe that state-of-the-art tamper-resistant unlearning methods, as evaluated 
by second-party red-teaming research, are only resistant to several hundred steps of 
adversarial fine-tuning. This underscores a need for more tamper-resistant unlearning algo-
rithms by improving the data, loss functions, optimization techniques, and configurations 
behind unlearning algorithms to achieve more robust removal of unwanted capabilities 
(Li et al., 2024; Casper et al., 2025). See also Section 2.2.3.

https://epoch.ai/data-insights/open-weights-vs-closed-weights-models
https://epoch.ai/data-insights/open-weights-vs-closed-weights-models
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Evaluations of open-weight models under realistic (mis)use cases: Because they can be 
tampered with post-deployment, worst-case risk assessment for open-weight models 
requires analyzing their potential harms under malicious fine-tuning. However, this is 
currently uncommon in practice (Wallace et al., 2025; Casper et al., 2025; Kamachee et al., 
2025; Dombrowski et al., 2025; Paskov et al., 2026). It also remains unclear how to rigor-
ously estimate worst-case model behaviours under realistic tampering threats (Casper et 
al., 2025; Paskov et al., 2026). 

2.2.6 Building safer AI agents

Updates: AI agents are rapidly becoming more powerful, common, and economically impactful. 
The AI agent ecosystem generally lacks transparency and standardized safety practices. AI 
incidents related to misuse and user safety are increasing. 

Advantages: Numerous types of guardrails can be implemented to improve the design, testing 
and monitoring of AI agents across their lifecycle.

Challenges: Capability/security tradeoffs and immature safety practices in the agent ecosystem 
have led to incidents with AI agents. 

AI agents are rapidly becoming more powerful and common (Staufer et al., 2026; METR, 
2026; Shapira et al., 2026). For example, OpenClaw agents have become popular in 2026 
and have been implicated in a number of security and alignment concerns (Ying et al., 2025; 
Wang et al., 2026). With this has come growing concerns about how powerful AI agents can 
serve as a risk factor for acute misuse (Iqbal et al., 2025; Kouremetis et al., 2025), crises of 
accountability (Himmelreich, 2019; Feder Cooper et al., 2022; Kolt, 2025), and loss of control 
(Bengio, 2023; Hendrycks et al., 2023; IAISR). Agent safety is also complicated by how AI 
agents are often more likely to comply with harmful requests than the same underlying 
language models that power them operating as a chatbot (Andriuschenko et al., 2024; Yu et 
al., 2052; Fan et al., 2025). Thus, in addition to the underlying language model being safe, 
agent safety also requires that the agent’s prompts, tools, and environment are designed 
safely and in a way that mitigates emergent harms. Amidst mounting incidents from 
AI agents (Staufer et al., 2026), further progress in agent safety will require sandboxing 
(see Section 2.2.3), agentic identity infrastructure (see Section 4.1), systems safety 
(see Section 1.2), and agentic safety evaluations (e.g. Vijayvargiya et al., 2025).

2.2.7 Trustworthy multi-agent interaction

Updates: AI agents are increasingly used in multi-agent workflows, or participate in strategic or 
competitive interactions with other agents on behalf of human users with different interests. 

Advantages: Research in multi-agent systems and multi-agent RL demonstrates that it is 
possible to build or train AI systems to more reliably achieve cooperative outcomes.

Challenges: LLM-based AI agents are not currently trained to handle strategic multi-agent 
interactions with competing or adversarial agents.
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Given the increasing use of AI agents in multi-agent workflows (e.g. Claude Code sub-
agents), as well as the increasing number of strategic interactions between AI agents 
serving different users or goals (e.g. OpenClaw agents, social media bots, agen-
tic financial traders) it will be crucial to design AI agents so that they can remain safe 
and trustworthy in multi-agent interactions (Tomašev et al., 2025a). In the case of mul-
ti-agent teams and workflows, where agents all serve a single user or high level goal, 
trustworthiness requires properties like safe delegation to sub-agents (Tomašev et al., 
2026), avoidance of cascading failures or weakest-link vulnerabilities, and reliable inter-
agent communication (Reid et al., 2025). As for strategic or competitive interactions, 
AI agents need to be designed to have the cooperative capabilities required for safe out-
comes (Dafoe et al., 2020; Dafoe et al., 2021), while remaining robust to uncooperative or 
adversarial behavior (Franklin et al., 2026), ensuring legal alignment (Kolt et al., 2026), 
and avoiding multi-agent risks such as miscoordination, conflict, or undesirable col-
lusion between agents (Hammond et al., 2025). Progress has been made on avoiding 
these risks in the fields of multi-agent systems and multi-agent reinforcement learning 
(Trivedi et al., 2024; Vinitsky et al., 2023; Oldenburg & Zhi-Xuan, 2024), but these tech-
niques have yet to be translated to frontier AI systems.

2.3 Verification: Assessing if the system works as specified
“Does the system meet its specification (behave as desired)?”

The research areas described in this section aim to assess the extent to which the built 
system (2.2) meets its specifications (2.1). This section discusses several broad types 
of techniques that can be used to provide evidence that a system is safe. In practice, 
the effectiveness of these methods is often limited by access and transparency, but they 
can play a central role in constructing AI safety cases: structured arguments for why sys-
tems pose an acceptably low level of risk (Clymer et al., 2024; Buhl et al., 2024). 

2.3.1 Red-teaming

Updates: Human experts and attack algorithms are consistently able to extract harmful 
behaviors from frontier AI systems, such as assisting users in planning dangerous or criminal 
activities.

Advantages: Red-teaming methods are empirically effective at identifying vulnerabilities. They 
are recognized as a pillar of modern AI risk assessment and management. 

Challenges: Red teams sometimes fail to identify vulnerabilities. Red-teaming is also 
particularly difficult in multi-agent use cases. 

The goal of robustness testing is to develop techniques for evaluating whether sys-
tems are trustworthy, even in novel contexts such as unprecedented “black swan” events or 
under attacks from malicious users. This includes developing improved red-teaming tools 
to identify inputs that cause systems to behave harmfully.
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Robustness testing: Adversarial testing depends on techniques to evaluate system 
safety under deliberate attempts to make them behave harmfully. There are numer-
ous approaches to adversarial testing (see also Section 1.1). For example, researchers have 
developed many model “jailbreaking” techniques which can subvert the safeguards 
in modern AI systems, causing them to behave harmfully (Jin et al., 2024). Attacks can 
also be conducted on any data modality that the model can process. For example, mul-
timodal models that can process text, images, video, and/or audio data can have a 
very large attack surface as a result (Liu et al., 2024; Jiang et al., 2025). Currently, state-
of-the-art red-teaming approaches rely on a mix of automated (e.g. Davies et al., 2026) 
and manual attacks (e.g. Zou et al., 2025). Key research goals include the continued develop-
ment of more effective and scalable ways to attack systems and integrating those methods 
into evaluation frameworks. 

Red-teaming systems in multiagent contexts: Systems that behave safely in simple, 
controlled settings can often fail in novel, more complex contexts. One very promi-
nent version of this is emergent failures due to multi-agent interactions (Hammond et 
al., 2025). These types of failures are expected to become increasingly prominent as highly 
autonomous AI agents continue to be adopted. For example, if one self-driving car 
learns to drive safely on streets with human drivers, it is still possible for it to be unsafe on 
streets with other self-driving cars because they may not behave exactly the same 
as humans. Multiagent failures are challenging to study because they often emerge 
unexpectedly and are hard to demonstrate in laboratory settings. Future work to study 
and identify emergent multiagent failure modes will involve a mix of theory, simulation, 
adversarial attacks, and field tests to understand emergent multiagent failure modes (Ham-
mond et al., 2025; Schroeder deWitt, 2025; He et al., 2025). Further research should also 
study how agents deployed in the economy can communicate and cooperate with 
each other and with people and online services to avoid risks, e.g. through interoperability 
standards and agent authentication (Chan et al., 2024; Chan et al., 2025) as well as learning 
cooperative skills (Dafoe et al., 2021; Dafoe et al., 2020).

2.3.2 Quantitative verification of safety properties

Updates: Research is ongoing on methods for quantifying safety-related properties of AI and 
designing systems that are, in some ways, “safe by design.”

Advantages: If successful, these methods could help practitioners make high-confidence 
assurances related to safety for some AI systems. 

Challenges: Current methods are not currently common or practical for frontier AI systems. 

Quantitative safety and safety by design: Techniques that provide quantitative 
bounds on the likelihood of certain behaviors could provide safety assurances akin 
to existing industry standards for systems such as jet engines and nuclear reactors. 
These solutions include formal verification approaches for proving that AI-written code, 
AI scaffolding, or AI containment measures have specific safety-related properties. 
With current models and methods, it is not possible to use these techniques to make 
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strong assurance about frontier system behaviours, but continued work may help to estab-
lish practical techniques for making quantitative assurances of safety-related properties 
(Dalrymple et al., 2024). Some approaches to developing AI that is “safe by design” 
include techniques for distilling some machine-learned algorithms into code (Michaud et 
al., 2024), developing verifiable models of how AI systems affect their environment, 
or developing methods to build systems from smaller verified components. 

2.3.3 Understanding system behavior and cognition

Updates: Mechanistic interpretability techniques have been used to supplement alignment 
evaluations for some frontier AI systems. Model persona research might offer paths to 
understand how far aligned behavior generalizes.

Advantages: These techniques offer unique ways to identify and address manipulation, 
deception, or other harmful capabilities and behaviours in AI systems. 

Challenges: It is unclear if and how much unique, practical value mechanistic interpretability 
techniques offer, while research into “model psychology” is unlikely to be sufficient for very 
strong assurances.

Mechanistic interpretability: Techniques for understanding how models function 
and represent concepts internally could aid in the discovery of safety-related system prop-
erties (Sharkey et al., 2025). For example, mechanistic interpretability techniques might 
be able to help researchers characterise and intervene on model representations that cor-
respond to harmful concepts such as deception or malice. Some frontier model developers 
have begun to use interpretability techniques to supplement evaluations of alignment 
(e.g. Anthropic, 2026) and monitor model cognition at runtime (Kramár et al., 2026). How-
ever, it is unclear the extent to which new techniques for mechanistic interpretability 
are broadly useful or competitive with simple mechanistic or black-box baselines. 
The principal goal for safety-focused mechanistic interpretability research is to under-
stand if and how new mechanistic techniques can offer practical advantages over 
existing approaches for model diagnostics and editing (Sharkey et al., 2025). 

Cognitive science of AI models: An alternative approach to understanding model 
cognition uses behavioral and experimental methods from cognitive science and psychol-
ogy, instead of focusing on internally-represented concepts or algorithms. This includes 
approaches that predict and understand LLM behavior through the problem they are 
trained to solve (McCoy et al., 2023; Ku et al., 2025), and also more recent work studying 
the psychology of LLM personas and the degree to which they represent coherent and 
generalizable patterns of behavior (Marks et al, 2026; Soligo et al, 2026; Sofroniew et al, 
2026). Understanding AI behavior can provide evidence that AI systems will remain safe 
and aligned in novel situations, though it remains unclear if such research will 
mature sufficiently to serve the needs of verification (Nielsrolf et al., 2025).
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3 Control
Associated with IAISR chapter 3.3.2  

Key information and updates
Since ISE 2025, several new developments are important to address. This summary lists 
research priorities that are particularly important given these new developments.

Control-undermining AI behaviors have become a difficult challenge for safety testing 
in practice. AI systems finding loopholes (reward hacking) in evaluations is now a leading 
concern among evaluation developers. Additionally, models can now often detect when they 
are being tested (evaluation awareness). This makes test results less trustworthy.

Research priorities: Evaluations and adaptable testing that models cannot distinguish from real 
settings. Ensuring that written chains of thought remain faithful and monitorable (see Sections 
3.1-3.2). Realistic evaluations for sandbagging and alignment faking, plus secure access regimes 
that allow third parties to detect and neutralize evaluation awareness (Section 1.1 and 1.5).

https://www.gov.uk/government/publications/international-ai-safety-report-2025/international-ai-safety-report-2025#monitoring-and-intervention
https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026#3.3.
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Evidence of control-undermining AI behaviors related to future loss of control risks has 
accumulated in controlled experiments. Under specific circumstances, observed behaviors 
include possible early warnings for loss-of-control risks: attempted self-preservation, self-
exfiltration, blackmail, generalized misalignment, among others. 

Research priorities: Developing methods for control and alignment that resist control-
undermining strategies. Threat modeling to understand the likelihood and imminence of 
loss-of-control risks, and to design operationalizable red lines (see Sections 1.4 and 3.2).

The research areas in this category focus on tools for controlling a system 
(after it has been developed) to behave as desired, often through feedback loops involv-
ing monitoring and intervention. In engineering, “control” usually refers to the process of 
managing or regulating a running system’s behaviour to achieve a desired outcome. 
It is about designing mechanisms—often through feedback loops—to ensure that a 
system operates as desired even when faced with disturbances or uncertainties.

3.1 Control, monitoring and intervention

Updates: Monitoring and intervention tools are common and often considered an essential 
component of “safety cases” for AI systems. 

Advantages: Monitoring and intervention techniques diverse in their varieties, simple to 
implement, and highly useful for building safer systems. These methods are nearly ubiquitous 
among frontier AI systems (thought to varying levels of rigor).

Challenges: Monitors are imperfect and vulnerable to adversarial attacks. Meanwhile, 
developing AI systems using monitor outputs as an optimization signal risks degrading the 
reliability of the monitors. 

“Conventional” monitoring and intervention refers to techniques that can 
be straightforwardly integrated into many types of AI systems regardless of scope, domain, 
or intelligence. They often parallel techniques from other fields such as cybersecurity 
and content moderation. These techniques help researchers identify and act on poten-
tially harmful actions that systems might be taking. When incidents occur, these methods 
also help in the construction of incident reports. 

Hardware-enabled mechanisms (HEMs): Given trusted hardware, certain tools 
built into hardware can produce trustworthy attestations about who is running what, 
where, and how much (RAND) — claims that third parties such as regulators, auditors, 
or counterparties to international agreements can rely on (Harack et al., 2025; Baker et al., 
2025; Brundage et al., 2020). Well-designed HEMs can also preserve privacy and intellectual 
property: confidential computing is designed to prevent the compute provider from learn-
ing what is being run unless the user chooses to share an attestation, enabling structured 
transparency. Frontiers for future work on hardware-enabled mechanisms include both 
the engineering challenge of designing these tools to be efficient and the practi-
cal challenge of integrating them into compute infrastructure (Aarne et al., 2024; O’Gara et 
al., 2025). Hardware-enabled mechanisms are an area of mutual interest - if successfully 

https://www.rand.org/content/dam/rand/pubs/working_papers/WRA3000/WRA3056-1/RAND_WRA3056-1.pdf
https://aigi.ox.ac.uk/wp-content/uploads/2025/07/Verification_for_International_AI_Governance.pdf
https://www.rand.org/pubs/working_papers/WRA4077-1.html
https://www.rand.org/pubs/working_papers/WRA4077-1.html
https://arxiv.org/abs/2004.07213
https://www.cnas.org/publications/reports/secure-governable-chips
https://arxiv.org/abs/2505.03742
https://arxiv.org/abs/2505.03742
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implemented, they allow safety agreements and commitments to be verified across bor-
ders without exposing sensitive intellectual property (Harack et al., 2025; Baker et al., 2025; 
Brundage et al., 2020).

System state monitoring: Techniques for monitoring a system’s activities can help 
to identify when it might be performing in a harmful or unexpected way. For example, 
a company providing a chatbot service may wish to filter the model’s responses 
using an unsafe-text classifier before sending them to a user. There are many different 
approaches that can be taken to state monitoring. Techniques can vary by the object 
of monitoring which can be system inputs, outputs, chains of thought (see below), and/
or internal cognition. They can also vary by the type of monitor which can include filters, 
event-loggers, and anomaly detectors. Frontiers for additional research include further 
developing and integrating monitors that achieve both a high degree of monitoring efficacy 
(IAISR), and performing reliable monitoring even under adversarial attempts to evade over-
sight (Greenblatt et al., 2023).

LLM chain-of-thought faithfulness and legibility: Large language model chain-
of-thought reasoning does not always faithfully represent how a model arrived at 
its decisions (Turpin et al., 2023). This poses challenges to safety because, without faithful 
reasoning, models could fool overseers by saying one thing and doing another. For example, 
language models have stated that they gave their answer based on a logical argument 
when they actually chose it based on hints that they should not have exploited (Anthropic, 
2025, Turpin et al., 2023), such as seeing that the correct answer in a multiple-choice test 
is always “B”. One potential challenge with chain-of-thought monitoring stems from how, 
under optimisation pressure on their reasoning, systems may learn to obfuscate their rea-
soning in ways that can be actively misleading (OpenAI, 2025; Baker et al., 2025; Korbak et 
al., 2025). 

3.2 Controlling and evaluating highly capable AI systems

Updates: Ongoing research is investigating how to reliably contain and control AI systems, 
even ones that may be highly intelligent and autonomously pursuing goals misaligned with 
their designers’ intent. 

Advantages: Scalable oversight techniques can be incorporated into “safety cases.” 

Challenges: Human agency and involvement is essential. Scalable oversight techniques are not 
uniquely useful for safety and may exacerbate risks to the extent that they are used to increase 
capabilities beyond what can be reliably monitored by humans.

A particularly challenging frontier in operational control involves developing techniques 
for controlling AI systems that are not only highly capable but may potentially attempt 
to undermine control mechanisms. Unlike conventional methods which offer system-ag-
nostic approaches to monitoring and intervention, this section focuses on research toward 
techniques for controlling systems that are potentially very powerful and may actively 
undermine attempts to control them (Hubinger, 2020). 
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When discussing methods for building systems that humans may not be able to reliably 
oversee, we urge caution against ​​”safetywashing” (Ren et al., 2024) which refers to the 
usage of safety as a motivation for research and development work that does not 
provide net value for safety. It is useful to acknowledge that the ability to oversee 
highly intelligent systems is not inherently uniquely valuable for safety. Such methods 
could also be used to develop AI capabilities beyond what can be reliably monitored 
by real humans.

Scalable oversight: This research studies techniques that may allow less capa-
ble systems to oversee and control more capable ones. Common themes behind scalable 
oversight techniques include affording less-capable overseers more computational 
resources (Evans et al., 2019) or having multiple highly-capable systems debate (Irving et 
al., 2018 Michael et al., 2023; Buhl et al., 2025), though these might not scale to superhu-
man systems. A core research gap is that the alignment of overseer AIs is itself unverified, 
a problem amplified by the rapidly growing use of AI for internal AI R&D, including for 
safety oversight (see Section 4.1). Research frontiers include improving the reliability 
of oversight even when systemic errors from humans are present, developing more 
effective AI debate protocols, methods for monitoring systems for control-under-
mining behaviours, and methods for monitoring untrusted smarter systems with 
a combination of humans and relatively trusted weaker systems (Greenblatt et al., 2023 
Korbak et al., 2025). Another approach to oversight research is to combine multiple control 
strategies and attempt to quantify their joint success probability. For example, research-
ers can work to quantify the reliability of nested scalable oversight regimes where less 
capable systems oversee more capable ones (Engels et al., 2025).

Non-agentic AI systems as guardrails: Agentic AI systems, especially future ones that 
broadly outperform humans, pose additional risks compared to other AI systems. How-
ever, non-agentic AI systems could be used to monitor their proposed actions and 
intervene by blocking them if needed. For example, it is possible that a “Scientist AI” 
(Bengio et al., 2025) could be used to estimate the probability that a candidate action from 
an agentic AI violates any plausible interpretation of safety specifications, and reject 
potentially unsafe actions. Certain approaches could guarantee that unsafe actions will 
be identified, with quantitative error bounds (Bengio et al., 2025). 
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4 Societal Resilience
Associated with IAISR 2026 chapter 3.5 

Key information and updates
Since ISE 2025, several new developments are important to address. This summary lists 
research priorities that are particularly important given these new developments.

Rapidly growing societal impacts of frontier AI, including harms, are diffuse and difficult 
to study. Much like electricity, the internet, and other general-purpose technologies, frontier 
AI systems are integrating into most industries. Researchers currently find it challenging 
to study and forecast systemic AI impacts related to education, labour, equality, consumer 
protection, political radicalization, etc. 

Research priorities: Understanding AI’s diffuse downstream impacts (see Section 1.3 and 4.1) 
and studying which levers governments and companies can use to mitigate risks.

https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026#3.5
https://internationalaisafetyreport.org/publication/international-ai-safety-report-2026#3.5
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Autonomous AI agents now interact, program, and take actions together on the web, 
and humans know little about their actions. Platforms such as the AI-built social media site 
Moltbook lead to largely unpredictable multi-agent AI interactions. Possible risks are poorly 
understood.

Research priorities: Scalably monitoring human providers of compute infrastructure 
for agents; developing agent IDs and reputation systems; identifying effective points 
of intervention. Broadening monitoring and control methods, as well as real world field 
observations, to cover a multi-agent ecosystem (Section 3). 

Model developers’ internal use of AI has become pervasive, accelerating progress and 
automating oversight. Model developers first use the most capable models internally, 
without external oversight. In 2026, internal models are used organization-wide, including 
for developing new models and automating safety evaluation and oversight. In the future, 
this might accelerate progress to levels that are societally not manageable. Already today, 
it makes it harder for AI companies to understand if and how their safety oversight process 
functions.

Research priorities: Developing metrics and tools for measuring the extent, speed, and 
effect of AI R&D automation. Assessing how plausible and how imminent an unmanageable 
“intelligence explosion” scenario is, including developing operationalized red lines (see 
Section 2). Understanding if and how AI systems overseeing the safety of other AI systems 
can be sufficiently safe (see Section 3).

4.1 AI ecosystem monitoring

Updates: Ongoing research progress is being made on methods to study the spread, usage, and 
impact of AI. 

Advantages: A large toolkit of techniques can help researchers and the public better 
understand the uses and impacts of hardware, models, AI-generated data, AI models, and 
AI agents. 

Challenges: It is inherently hard to maintain thorough awareness of AI usage and agents in 
cyberspace. Most ecosystem monitoring methods can be circumvented by adversarial actors, 
and there are large implementation gaps. 

Methods for ecosystem monitoring support the identification and tracking of AI systems, 
data, and impacts. It serves as a foundation of resilience, facilitating accountability 
infrastructure, supporting greater public understanding, and enabling more informed 
governance. 

Awareness of internal deployments of AI systems: The most visible deployments of AI 
systems happen when a system is made available to external users. However, some of 
the most consequential deployments of AI systems happen behind closed doors (Stix et 
al., 2025). For example, internally-deployed systems can be used to automate analysis 
of sensitive data, profile users, automate research, and recursively self-improve (Kwon and 
Casper, 2025). Delegating oversight roles to AI systems could also erode a develop-
er’s understanding of how their own internal risk management infrastructure works 

https://arxiv.org/abs/2504.12170
https://arxiv.org/abs/2504.12170
https://arxiv.org/abs/2601.08005
https://arxiv.org/abs/2601.08005
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(see Section 3.2 on scalable oversight). It forms a key risk factor for loss of control 
risks. Even basic metrics of AI R&D automation still need to be developed and rigor-
ously measured - capital share of R&D spending, researcher effort allocation between 
humans and AI, AI subversion incidents, whether automated safety progress is keeping 
pace with automated capability progress, and others (Chan et al., 2026). Managing risks 
from internally-deployed systems is a challenging technical governance problem, 
made difficult by regulatory grey areas and a lack of awareness (Stix et al., 2025; Kwon and 
Casper, 2025; Acharya and Delaney, 2025). It also offers a potential barrier to developing 
international agreements about AI. To better monitor and manage risks from internal 
deployments, one technical research priority could be to develop secure infrastructure 
that can allow external authorities to maintain more awareness about internal uses of AI 
systems that meet thresholds triggering regulatory requirements.

Cloud and hardware monitoring: The points of access for cloud compute and hard-
ware represent a significant point of visibility into understanding who is using compute for 
what and where. Researching techniques to monitor the use and distribution of compute, 
both legal and illegal, enables the assessment of trends, risks, and the allocation of 
resources to enforce safe usage policies (Sastry et al., 2024 Kulp et al., 2024; Egan and Heim, 
2023; Aarne et al., 2024; Heim, et al 2024; O’Gara et al., 2025). If implemented successfully, 
cloud- and hardware-enabled mechanisms could play a unique role in verifying compliance, 
even for international agreements and across borders (Baker et al., 2024; Harack et al., 2025; 
Brundage et al., 2020) - see Section 3.1.

User monitoring: Monitoring for system misuse can help AI service providers identify 
malicious users who may be seeking to misuse a system and/or vulnerable users who 
may be psychologically harmed by the system. It is a key part of “know-your-customer” 
approaches to risk management. User monitoring is not as simple as identifying poten-
tially unsafe uses (e.g. chats) due to (1) the risk of unintentionally impeding useful 
red-teaming (Longpre et al., 2024) and (2) the potential for adversarial users to imple-
ment sophisticated strategies to evade detection , such as using multiple accounts and 
obfuscation techniques (Clymer et al., 2025). When successful, user monitoring methods can 
be used to identify and intervene in acutely harmful uses of AI systems. For example, in late 
2025, Anthropic reported on the identification and response to instances of Claude being 
used to automate cyberattacks (Anthropic, 2025). Frontiers for future work include iteration 
on methods to efficiently identify risky or unhealthy user behaviours with a low false posi-
tive rate. 

Tracing usage patterns across the model lifecycle: One key, high-level lens into how 
AI systems impact the world is through usage monitoring (e.g. Anthropic, 2026; Anthropic, 
2026). By collecting and monitoring data on the usage, spread, capabilities, and unexpected 
impacts of frontier systems, AI researchers can gather insights about potential impacts 
and risks. However, key challenges with tracking usage include privacy preservation, 
infrastructure for sharing insights, and effective tools for bridging the gap between 
the collection of usage data and gaining meaningful insights about impacts. 
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Data provenance: A variety of techniques can help to identify AI-generated content 
and are a principal defence against AI deepfakes and misinformation. Methods include 
developing reliable classifiers of AI-generated content (Lin et al., 2024; Kaur et al., 2025; Piro-
gov et al., 2025), watermarking AI-generated data (images, video, audio, and text) (Zhao et 
al., 2024; Jiang et al., 2024; Cao), and tagging AI-generated data with metadata to indicate 
its origin. These techniques are imperfect, especially in adversarial circumstances. 
For example, watermarks can be removed by tampering with data. However, in forensic sci-
ence, similar techniques like fingerprinting are also circumventable but useful nonetheless. 
Further progress on these methods will benefit from developing more reliable methods. 
However, the largest barrier to impact with these methods is simply standardization and 
integration into applications.

Model provenance: Tools for model provenance help to identify and track AI models 
– especially open-weight ones. Most notably, these tools help researchers study the ori-
gins and lifecycle of harmful models in the ecosystem. Methods for model provenance 
involve techniques to help users and AI providers ascertain the identity and origin of 
a model. One approach is to “watermark models” with black-box methods, such as 
identification backdoors (e.g. Cheng et al., 2025), identifiable biases in text gener-
ation (e.g. Kirchenbauer et al., 2023), or white-box methods, such as model weight 
watermarks (e.g. Gloaguen et al., 2025; Block et al., 2025). Other approaches can seek 
to perform model heritage inference ‘in the wild,’ even when unaided by watermarks 
(Horwitz et al., 2024; Nikolic et al,. 2025; Zhu et al., 2025). Much like data provenance meth-
ods, model provenance methods can be circumvented, but they can be informative in 
many cases nonetheless. Research frontiers include studying how stable watermark-
ing techniques are under fine-tuning (Casper et al., 2025) as well as implementing 
and scaling empirical model heritage studies (Horwitz et al., 2025)

4.2 Incident response and resilience

Updates: Ongoing research and development efforts combined with emerging case studies 
related to AI incidents have enabled a better understanding of incident response and resilience 
strategies. 

Advantages: Incident response and resilience strategies are a necessary and important step to 
long-term AI risk management, particularly when prevention is difficult. 

Challenges: It is difficult to prepare for unknown future incidents. There are also 
implementation gaps related to incident response.

Given its increasing power and widespread use, frontier AI should be expected to 
cause some incidents and systemic harm, even when safeguards are in place. A final 
pillar of risk management is thus to identify, resist, absorb, recover, and adapt to emerging 
AI risks (IAISR). 

Future disruptions from AI will sometimes manifest as discrete harms in various 
domains, and other times involve cascades of systemic impacts, rippling throughout soci-
ety (Shelby et al., 2022; Lawrence; Uuk et al., 2024). As a result, efforts to improve societal 
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resilience to AI risks is an inherently interdisciplinary pursuit (Bernardi) to be under-
taken simultaneously by companies, governments, and other stakeholders. Goals for 
improving resilience include:

•	 Company and government efforts to prepare for biological, chemical, cyber, 
and deepfake threats exacerbated by frontier AI systems (IAISR) by addressing 
the supply chains upstream and the resilience strategies downstream of inci-
dents specific to each of these domains. Government efforts to mobilize 
in preparation for AI-enabled terrorism threats may be particularly crucial in 
the coming months. 

•	 Steering the “offence-defence” balance in each of these fields toward safety, often by 
developing AI systems to specialize in defensive uses (IAISR). 

•	 Company and government efforts to develop incident reporting and response 
strategies (Wasil-A, Wasil-B; Wei et al., 2025; Zhang et al., 2025). For example, 
Anthropic reported detecting and blocking an attempt in September 2025 for using 
Claude models to automate cyberattacks (Anthropic, 2025). Shared incident report-
ing infrastructure is an example of an area of mutual interest for both nations 
and companies, paralleling how competing aircraft manufacturers pool accident data.

•	 Improving AI literacy, including the public’s ability to avoid manipulation via 
AI propaganda, scams, and fake content. 

•	 Improving the ability of societal institutions to recover from disruptions (Maas, 2018; 
Gandhi et al., 2025).

Developing systems that are resilient to disruptions is simultaneously a process that 
benefits from iteration while also offering few opportunities for it. This highlights 
the importance of near-term work to manage AI harms to build knowledge about how to 
do so before greater future risks materialize. For example, work to manage post-Mythos 
(Anthropic, 2026) AI cyberthreats in the coming months will be crucial to prepare for 
the next generations of AI cyberthreats in coming months and years. 

4.3 Infrastructure and institutions for AI agents

Updates: AI agents are increasingly participating in web-based interactions and the 
digital economy, necessitating infrastructure and institution design for trustworthy agent 
interactions.

Advantages: Technical and social infrastructure will be crucial for ensuring that AI agent 
interactions are secure and monitorable, while avoiding deleterious societal outcomes.

Challenges: Agent providers may not converge on or abide by common standards; institutional 
inertia may limit adaptation or implementation of new institutional designs for AI agents.

As autonomous AI systems begin to transform workplaces, mediate social 
interactions, and participate in the economy, societal resilience will require moni-
toring, oversight and incentivization of safe and trustworthy activity by AI agents. 
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Achieving this requires building technical infrastructure, standards, and protocols 
for mediating agent interaction, while designing institutions that disincentivize and sanc-
tion normatively or legally unacceptable behavior.

Agent infrastructure: External infrastructure for identifying agents, shaping their inter-
actions, and detecting and remedying their behaviour is growing increasingly important 
from a security and monitoring standpoint (Chan et al., 2025). The strongest convergence so 
far is around attribution, which is increasingly handled through agent-specific identity 
credentials (South et al., 2025; OpenID Foundation, 2025). However, compliance with 
norms around agent identification remains uneven, with some popular agent sys-
tems failing to respect norms such as “robots.txt” files (Staufer et al., 2026). For agent 
interactions, interoperability and communication protocols (e.g. Model Context Protocol, 
Agent2Agent, Agent Payments Protocol) are emerging as the layer on which cross-organi-
sational deployments depend. Infrastructure is less mature when it comes to detecting and 
remedying harmful behaviour. Runtime monitoring and oversight tooling primarily 
lives inside individual systems, though standards are emerging around agent telemetry (Liu 
& Solomon, 2025). Key challenges lie in the development and standardisation of protocols 
involving AI agents (e.g. South et al., 2025; CAISI, 2026). Since effectiveness depends on 
industry-wide adoption, standardisation of these protocols is an area of mutual interest. 
For more on how agent infrastructure informs risk management practices, see the Com-
panion Report on Agentic Risk Management.

Institution design for AI agents: With the proliferation of AI agents in society 
and the economy, it will be important to design institutions and mechanisms to 
ensure distributional AI safety (Tomašev et al, 2025a), and to avoid the possibility of grad-
ual human disempowerment due to AI economic competition and cultural displacement 
(Kulveit et al, 2025; Edelman et al, 2025; Yang et al., 2026). Such institutions and mechanisms 
include: updating market mechanisms for AI participants (Tomašev et al, 2025b); creat-
ing reputation, mediation, and contracting mechanisms for AI agents (Tewolde et al, 2026); 
and providing classificatory guidance on normatively acceptable AI behavior through 
Model Specification Institutions (Hadfield et al, 2026). These institutions would incentivize 
trustworthy and cooperative interactions between otherwise self-interested agents, 
while mitigating the deleterious outcomes that might arise when AI agents deviate 
from legal and social norms (Kolt et al, 2026; Hadfield, 2026), or from AI competition that is 
misaligned with the public good (Kulveit et al, 2025). However, it remains unclear if exist-
ing institutions will adapt rapidly enough to implement new AI-ready institution designs.
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5 Conclusion
This consensus report has been designed and written to, as accurately as possible, sum-

marize points of agreement among AI researchers across the world about scientific 
research priorities for AI safety. In the process of writing this report, we have 
been encouraged by a high level of agreement among the contributors on priorities as 
well as productive points of discussion on some points of disagreement. This report, how-
ever, comes with limitations. Not all contributors agree on how to best prioritize the 
research objectives outlined here. It is also worth acknowledging that it was drafted in 
English by contributors representing some, but not all, parts of the world. This report 
is also engaging in a conversation that much of the world’s population is not involved in, 
such as the estimated 6.8 billion people who do not use generative AI (GAAN, 2026) or the 
estimated 3.7 billion people who do not use the internet (UN, 2026). 

Despite limitations, we hope that the points of widespread scientific 
agreement covered in this report can help governments seeking to form and coor-
dinate strategies to manage AI risks. Due to their global nature, AI risks are often 
best addressed by coalitions rather than individual companies or countries. Work-
ing together on these problems as an international community will help us better realize 
benefits and mitigate risks alike. Meanwhile, we believe that framing progress in AI as 
an adversarial race between global powers is not in the best interest of any nations’ pop-
ulation. Racing to develop powerful AI capabilities may be against the shared interests 
of people, businesses, and countries alike if it involves cutting corners on risk manage-
ment. As has been the case with nuclear energy and space shuttles, high-profile incidents 
can cast a shadow that creates unease and sets back global progress on adoption. 
This is also reflected in business polling and scientific research showing that safety and 
risk have become a leading bottleneck to AI deployment and adoption, especially with 
the rise of AI agents. 

While this report’s contributors share the consensus that critical progress 
risk management research remains to be made, this is not to say that scientific progress 
is sufficient, or even the main bottleneck to effective risk management. Techni-
cal solutions alone will be far from sufficient, and need to be complemented with 
robust policies. Simply developing an improved risk management toolkit does little to 
promote broader risk-awareness, public education, risk governance, transparency, 
adoption of best practices, fair distribution of benefits, or checks on power in the 
AI ecosystem. Some prominent AI incidents of the past year have been ones that 
the AI research community has predicted and known how to mitigate for years but 
which market incentives alone were insufficient to avoid. We worry that some types of 
AI incidents may persist, despite being avoidable using established best techni-
cal practices such as those in the Companion Report on Agentic Risk Management. 

https://global-ai-adoption.netlify.app/
https://www.un.org/digital-emerging-technologies/content/global-connectivity
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5 Conclusion

Finally, it is often said that policymakers need the scientific community’s help 
in implementing sound approaches to AI risk management. We hope that this consen-
sus report can play a role in this process. However, we also emphasize that the scientific 
community will need help from the policy community as well. In particular, 
by establishing more transparency and evidence-generating reporting infrastruc-
ture from frontier developers, policymakers can greatly assist in ongoing research efforts 
to understand pathways to navigating shared AI risks, opportunities, and tradeoffs 
in areas of shared global interest. 
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Introduction 

Agentic AI systems are increasingly capable of performing complex tasks with limited 
human involvement. 2025 saw a sharp increase in interest in AI agents, with releases 
accelerating sharply and agents’ autonomy levels rising in parallel [The AI Agent Index 
2025]. This momentum has continued into early 2026, with OpenClaw and then Claw-
code becoming the fastest-growing open source projects in history [Github 2026-A, 
Github 2026-B].

However, AI agents pose heightened reliability risks because they can act autono-
mously and can directly affect other systems or the environments in which they are 
deployed. Both agent failures and agents effectively executing unintended objectives can 
cause greater harm than non-agentic AI systems, because humans have fewer chances to 

https://arxiv.org/pdf/2602.17753
https://arxiv.org/pdf/2602.17753
https://github.com/openclaw
https://github.com/ultraworkers/claw-code
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intervene. Multi-agent systems introduce further risks, as errors can propagate, com-
pound and amplify through agent interactions [International AI Safety Report 2026]. 
While some risks associated with agentic AI—such as prompt injection and data exfiltra-
tion—are well-documented [OWASP Agentic AI Security 2025], the emergence of highly 
autonomous systems introduces novel safety and control challenges [The Singapore Con-
sensus on Global AI Safety Research Priorities 2025, TC260 AI Safety and Governance 
Framework 2.0]. These risks include autonomous replication [UKAISI 2025], continu-
ous self-improvement [Stanford Zitong Yang 2026, Shanghai AI Lab 2025], and agents 
conducting scientific experiments autonomously [Nature Communications 2025]. 
Early empirical evidence has documented agents executing unauthorised actions on 
behalf of non-owners and propagating unsafe practices across agent boundaries [Shap-
ira et al. 2026]. 

Despite these developments, most general-purpose AI risk management frame-
works have limited focus on the unique challenges posed by agentic AI systems 
[METR 2025, Open Problems in Frontier AI Risk Management 2026]. Crucially, agentic AI 
necessitates a paradigm shift from static, model-level alignment to dynamic, sys-
tem-level runtime governance [World Economic Forum AI Agents in Action 2025]. 

In response, major jurisdictions are beginning to draft formal frameworks, guidance, 
and standards to address these gaps [Singapore Model AI Governance Framework for 
Agentic AI, China’s National Standardization Administration TC260 Draft Standards 
on Agent Safety, US CAISI/NIST AI Agent Standards Initiative]. This momentum presents a 
unique opportunity for the global scientific community to identify, synthesise, and scale 
emerging technical practices. 

Goals 
Resulting from the International Scientific Exchange (ISE) on AI Safety 2026, 

this companion report synthesises emerging practices in agentic AI risk management. 
It pursues three primary objectives:

1.	 Grounding risk management in scientific evidence: Building a shared scientific 
basis for agentic risk management by drawing on documented developer prac-
tice and peer-reviewed research, synthesised by researchers, frontier developers, 
and technical bodies globally.

2.	 Demonstrating framework alignment: Mapping governance and regulatory 
frameworks to identify areas of alignment that may support interoperability, 
mutual recognition, and global compliance.

3.	 Providing guidance and resources: Offering practical guidance and illustrative cases 
to incentivise knowledge-sharing among practitioners.

https://internationalaisafetyreport.org/sites/default/files/2026-02/international-ai-safety-report-2026_1.pdf
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/
https://arxiv.org/pdf/2506.20702
https://arxiv.org/pdf/2506.20702
https://www.cac.gov.cn/2025-09/15/c_1759653448369123.htm
https://www.cac.gov.cn/2025-09/15/c_1759653448369123.htm
https://www.aisi.gov.uk/blog/replibench-measuring-autonomous-replication-capabilities-in-ai-systems
https://arxiv.org/html/2603.18073v1#Chx1
https://arxiv.org/abs/2509.26354
https://www.nature.com/articles/s41467-025-63913-1
https://arxiv.org/pdf/2602.20021
https://arxiv.org/pdf/2602.20021
https://metr.org/common-elements#common-elements-of-frontier-ai-safety-policies
https://aigi.ox.ac.uk/wp-content/uploads/2026/02/Open-Problems-in-Frontier-AI-Risk-Management-Final.pdf
https://www.weforum.org/publications/ai-agents-in-action-foundations-for-evaluation-and-governance/
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.tc260.org.cn/portal/article/2/df9022b9293c465a83a15931b2903175
https://www.tc260.org.cn/portal/article/2/df9022b9293c465a83a15931b2903175
https://www.nist.gov/caisi/ai-agent-standards-initiative


64

Companion Report on Agentic Risk Management

Structure
In alignment with the International AI Safety Report 2026, “AI systems” in this compan-

ion report refers to general-purpose AI (GPAI)—systems adaptable to a wide range of tasks. 
Specifically, we focus on general-purpose AI agents: systems that autonomously plan 
and act to accomplish complex goals. While various functional definitions of “agents” 
exist, we adopt the four-capability model of Perception, Planning, Memory, and Execution 
[ITU-T F.748.46]. 

The companion report structures AI risk management into three primary stages: 
Design and Development, Testing and Deployment, and Operation and Monitoring, adapt-
ing the AI lifecycle stages as defined in ISO/IEC 42001:2023, ISO/IEC 22989:2022 and CSA 
Guidelines on Securing AI Systems. However, these lifecycle structures were designed for 
base models and generative AI systems with relatively discrete development, valida-
tion, and deployment boundaries. Agentic AI systems, which execute multi-step actions 
in diverse real-world settings under sparse human supervision, blur these boundaries. Gov-
ernance practices are still emerging, risk-relevant properties do not confine themselves 
to discrete lifecycle phases, and runtime behaviour is difficult to predict from pre-de-
ployment testing alone. We nonetheless refer to standard lifecycle stages in order to 
make the companion report’s principles and practices interoperable with the regulatory 
and standards landscape they are intended to inform. They should be understood as a 
coordinating structure that signals where risk mitigation can take place, not as rigid or 
mutually exclusive categories.

Methodology
The companion report draws on two types of sources. First, research publications, 

developer documentation, and risk management frameworks from leading labs provide 
the empirical basis for identifying foundational risk management principles and cat-
aloguing how they are being implemented in practice. Second, existing national 
and international standards, legislation, and policy guidance inform the governance 
context for each principle, showing why the principle is required or recommended 
by authoritative bodies. Through illustrative cases, we identify where a principle has 
been independently implemented or recommended across multiple sources—noting these 
as signals of convergence that can provide practical guidance to practitioners. 

Three methodological limitations should be noted here. First, the companion report aims 
to address only agent-specific risks that require distinct risk management approaches. 
Broader risks inherited from foundation models are not treated here unless the agen-
tic context exacerbates or materially transforms the pre-existing risk. Second, the lifecycle 
structure adopted here is for organisation only. The companion report anchors princi-
ples and practices to the stage where they are most consequential, while recognising 
that risk identification, assessment, and mitigation are continuous across the agen-
tic lifecycle and are not confined to any single stage. The final limitation is the level 
of maturity of both technical practices and governance frameworks. Agentic AI govern-
ance is a nascent field; convergence across developers and jurisdictions is thinner than 

https://internationalaisafetyreport.org/sites/default/files/2026-02/international-ai-safety-report-2026_1.pdf
https://www.itu.int/epublications/zh/publication/itu-t-f-748-46-2025-03-requirements-and-evaluation-methods-of-artificial-intelligence-agents-based-on-large-scale-pre-trained-models/en
https://www.iso.org/standard/42001
https://www.iso.org/standard/74296.html
https://isomer-user-content.by.gov.sg/36/e05d8194-91c4-4314-87d4-0c0e013598fc/Guidelines%20on%20Securing%20AI%20Systems.pdf
https://isomer-user-content.by.gov.sg/36/e05d8194-91c4-4314-87d4-0c0e013598fc/Guidelines%20on%20Securing%20AI%20Systems.pdf
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for more established AI risk domains. The companion report’s findings should therefore 
be seen as exploratory, mapping the current technical landscape to inform future 
research rather than constituting a definitive framework.

Process
This companion report provides a synthesis of emerging global practices in agentic 

AI risk management. The text underwent an extensive peer-review process involv-
ing consultation with the Expert Planning Committee, conference participants, and other 
expert reviewers. Through multiple iterations of written consultation and in-per-
son deliberation, the companion report was refined to reflect a broad consensus among a 
diverse group of international researchers. The contributors to this synthesis—listed in 
the introductory pages—represent a cross-section of the global AI ecosystem, includ-
ing leading academic institutions, frontier AI developers, government technical bodies, 
and civil society organisations. This collaborative approach seeks to ensure that the 
identified practices are both scientifically grounded and practically applicable across differ-
ent jurisdictions.

Mapping agentic risks to foundational mitigation principles 
We begin with a set of agentic AI hazards identified in several authoritative sources, 

including China’s TC260 Research Report on Agent Safety Standardisation (3.2.3 Sum-
mary of Agentic AI Risks), the Careful Adoption of Agentic AI Services guidance released by 
several national cybersecurity agencies, OWASP Top 10 for Agentic Applications 2026, and a 
growing body of academic literature. While this provides a useful baseline, we do not claim 
that this list is exhaustive. 

Agentic hazard Mitigating 
principle

Example practices

Agents acquire or exercise 
capabilities beyond what the task 
requires, including autonomous 
privilege escalation through tool 
access, API calls, or inter-agent 
delegation

Least Privilege Task-scoped tool permissions; 
dynamic runtime capability 
restriction; API access controls with 
reauthorisation per action

Agent actions are consequential but 
untraceable; in multi-agent systems, 
it can be especially unclear which 
agent acted, or on whose authority

Traceable 
Identity

Unique agent identifiers; 
delegation chain logging; credential 
management for inter-agent 
authentication

Agent actions are not recorded, 
making it difficult to investigate 
their actions, verify compliance, or 
hold them to account

Auditability Tamper-evident action logs; 
structured capture of tool calls, 
parameters, and outputs; real-time 
log accessibility for monitoring 
and review

https://www.tc260.org.cn/portal/article/2/6c6d0fbc04974a9aabd61b30208bbb60
https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
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Agentic hazard Mitigating 
principle

Example practices

Systems with uncharacterised failure 
modes or capability boundaries 
are deployed 

Validated 
Deployment 

Agent-specific capability evaluations; 
risk-gated deployment thresholds; 
phased rollout with defined 
escalation criteria

Agentic systems face adversarial 
conditions, from supply chain 
compromise to inter-agent 
exploitation, that conventional 
robustness testing does not cover

Adversarial 
Resilience

Agent-specific red-teaming targeting 
tool use and orchestration logic; 
supply chain integrity verification; 
sandboxed adversarial evaluation 
environments

Multi-agent deployments produce 
emergent behaviours, cascading 
failures, and aggregate harms 
that compound through shared 
components and feedback loops

Multi-Agent 
Stability

Threat modelling of error 
transmission, accumulation, 
and feedback dynamics; system-
wide safety controls calibrated to 
non-linear and path-dependent 
failure modes 

Agent behaviour drifts outside 
authorised parameters during 
execution, for example through 
corrupted state, manipulated 
context, or emergent goal shift, 
without detection or containment

Runtime 
Assurance

Continuous verification against 
behavioural baselines; session 
isolation and memory validation; 
graduated containment 
upon deviation

A harmful or unintended agent 
action cannot be stopped, paused, 
or reversed because no override 
mechanism exists or the agent can 
circumvent it

Interruptibility Non-tamperable kill switches at task, 
session, and system levels; rollback 
capabilities for consequential 
actions; override mechanisms 
architecturally independent of 
agent control

Agent reasoning and decision 
processes are opaque to deployers, 
operators, users, and affected parties, 
preventing meaningful scrutiny or 
trust calibration

Legibility Trajectory-level trace diagnostics; 
standardised observability 
infrastructure for agent workflows; 
chain-of-thought monitoring

Agents take consequential, high-
stakes, or irreversible actions 
without meaningful human review 
at the points where such review is 
warranted, whether by task design 
or by unexpected operational 
conditions

Human-in- 
the-Loop 
Oversight

Approval gates for high-stakes, 
irreversible, or outlier actions; 
tiered autonomy levels with defined 
escalation criteria; interaction design 
that preserves meaningful review 
capacity against automation bias and 
cognitive overload
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1. Design and Development
Design and development is the initial lifecycle stage, in which an agentic sys-

tem’s specifications are established and implemented into technical capabilities and 
controls. It is at this stage that foundational architectural decisions become locked in, 
and where technical controls can be embedded to mitigate risks [Singapore IMDA Model AI 
Governance Framework for Agentic AI]. The relevance of design-stage governance 
to risk management is well-established across both international standards such as ISO/
IEC 42001:2023, ISO/IEC 22989:2022 and IEEE 7000:2021, and in regulation including the EU 
AI Act Article 9.5 (a).

For agentic systems specifically, governance at the design stage carries height-
ened significance: because these systems are characterised by goal-directed autonomy, 
tool use, and environmental interaction, the opportunity to implement meaningful controls 
can diminish substantially once they are deployed. It is accordingly this design and devel-
opment stage where the strongest convergence exists not only in governance principles, 
but also in technical practices already adopted by industry and research actors.  

Principle 1: Least Privilege	

What is it 
For autonomous agents, trustworthy task delegation requires the guarantee 

that their actions remain within appropriate scope—and that authorised actors 
can constrain that scope when needed. The principle of least privilege requires 
that an agent’s capabilities are scoped to the minimum necessary for its current task 
and context, and that this scope adjusts as the task evolves. This extends the enforcement 
of least privilege from static permission minimisation to dynamic capability restric-
tion and execution isolation, thereby limiting the impact of compromised or misbehaving 
agents, and ensuring that access escalation requires explicit authorisation rather than 
being inherited from broader permissions assigned at deployment.

Practical guidance for implementing Least Privilege 
Agent developers: scope permissions to the current task rather than to a persistent agent 
identity, and which actions fall outside scope entirely; build pre-execution tool-access checks 
and rate-limits to surface attempts to escalate privileges.

Deployers: configure scoping to its operational context, set the explicit reauthorisation gates 
for out-of-scope actions, and ensure agents do not run with excessive host-level access.

Cloud platforms: provide the isolated execution environments, with restricted filesystem and 
network access, that deployer-side enforcement needs.

Shared responsibilities: whoever controls the product surface should enforce execution 
isolation: the agent developer or a vertically integrated model provider if the product is theirs; 
otherwise the deployer and cloud platform.

https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.iso.org/standard/42001
https://www.iso.org/standard/42001
https://www.iso.org/standard/74296.html
https://standards.ieee.org/ieee/7000/6781/
https://artificialintelligenceact.eu/article/9/
https://artificialintelligenceact.eu/article/9/
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Governance context
The principle of least privilege represents one of the clearest areas of emerg-

ing consensus in agentic AI risk management. Singapore’s Infocomm Media Development 
Authority (IMDA) Model AI Governance Framework for Agentic AI calls on developers 
to “apply the principle of least privilege to limit tools available to each agent, 
enforced through robust authentication and authorisation”. This stance is mirrored 
in the Cybersecurity Agency of Singapore Draft Addendum on Securing Agentic AI, 
which advises organisations to “scope [agentic] execution privileges strictly only to what 
is necessary, ensuring that privileges are customised to each agent within a system”. 
The US National Institute of Standards and Technology (NIST) and its Center for 
AI Standards and Innovation (CAISI), in their work on agent tool use with the Artificial 
Intelligence Safety Institute Consortium, suggest granular gradations for trust levels 
depending on agent implementation settings. Focusing on open source agentic systems, 
China’s Artificial Intelligence Industry Alliance (AIIA) released the OpenClaw-Type Agent 
Deployment Risk Management Guide, which recommends strictly limiting the scope of the 
agent’s operations as well as a periodic review of permissions. Similarly, China’s Ministry 
of Industry and Information Technology issued risk mitigation recommendations which 
direct deployers to enforce least privilege for task completion and prohibit the use of 
administrator privileges by agentic systems. While least privilege is not yet an enforceable 
regulation, these frameworks position it not merely as a best practice, but as a baseline 
requirement for agentic security.

Illustrative Cases
Agentic system developer frameworks operationalise this principle through increas-

ingly granular implementation guidance. OpenAI’s Practices for Governing Agentic AI 
Systems frames least privilege through action-space constraints, arguing that cer-
tain actions should be excluded from an agent’s operational envelope entirely, while others 
should require explicit human reauthorisation. Google’s Approach for Secure AI Agents 
extends this by distinguishing agentic least privilege from the principle’s traditional 
application: rather than minimising the agent’s permissions once, in a static way, permis-
sions must instead be dynamically aligned with the agent’s task and current deployer and 
user intent. One example of developers implementing least privilege is the Agent Opera-
tion Authorization framework co-authored by Alibaba, Cisco, and Okta. This framework 
employs fine-grained access controls centred on agent behaviour, with provisions 
for secure multi-hop delegation chains. Amazon Web Services’ (AWS) response to 
the NIST/CAISI request for information on securing agentic AI presents AWS Iden-
tity and Access Management as an example of least-privilege authorisation enforced at 
the infrastructure level in an agentic context. From the security community’s side, 
the Open Worldwide Application Security Project (OWASP) guide on Agentic AI 
Threats and Mitigations prescribes specific controls: validate tool access before execution, 
rate-limit agent tool calls, and detect any attempts to circumvent least-privilege boundaries.

https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://isomer-user-content.by.gov.sg/36/703ff9fe-9db1-4e09-98c2-89e3d7007ef0/Draft%20Addendum%20on%20Securing%20Agentic%20AI%20%5BFor%20Public%20Consultation%5D.pdf
https://www.nist.gov/news-events/news/2025/08/lessons-learned-consortium-tool-use-agent-systems
https://www.nist.gov/artificial-intelligence/nist-ai-consortium
https://www.nist.gov/artificial-intelligence/nist-ai-consortium
https://mp.weixin.qq.com/s/YETi1BlM2IQtTzr3TGU_uw
https://mp.weixin.qq.com/s/YETi1BlM2IQtTzr3TGU_uw
https://news.cctv.cn/2026/03/11/ARTIU9NPnXcPCDiU9cOfqTlD260311.shtml
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://storage.googleapis.com/gweb-research2023-media/pubtools/1018686.pdf
https://github.com/maxpassion/IETF-Agent-Operation-Authorization-draft
https://github.com/maxpassion/IETF-Agent-Operation-Authorization-draft
https://aws.amazon.com/ru/blogs/security/four-security-principles-for-agentic-ai-systems/
https://aws.amazon.com/iam
https://aws.amazon.com/iam
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/
https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/
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Leading labs have independently converged on execution isolation as a comple-
ment to permission controls. Anthropic’s work on Claude Code sandboxing argues that 
effective execution isolation requires two distinct surfaces working together: filesys-
tem isolation, which prevents modification of sensitive system files, and network 
isolation, which prevents exfiltration of sensitive data. Without both, a compromised 
agent can use one surface to escape the other. OpenAI’s GPT-5.3-Codex System 
Card specifies that Codex agents operate within isolated, secure environments, 
with network access disabled by default and file edits restricted to the active workspace. 
The sandbox implementation varies by deployment: containerised environments in the 
cloud, and OS-level enforcement locally. Similarly, DeepSeek’s V4 preview introduces 
the DeepSeek Elastic Compute platform which manages concurrent sandbox instances 
and allows isolation to be calibrated to workload and security requirements. In its 
response to the NIST/CAISI, Google proposes extending isolation to the hardware layer 
to govern the agent’s access to sensitive data, deploying agent workloads within 
Trusted Execution Environments where data remains encrypted even during processing.

Not all least-privilege controls can be enforced at the developer level. When agents 
are deployed in environments that the developer does not control, whether through 
open APIs or open source distribution, the risk management responsibility partly shifts 
to the deployer. Anthropic’s Computer Use Tool API documentation illustrates this 
from the platform side, advising deployers to run agents in dedicated virtual machines or 
containers with minimal privileges to prevent direct system attacks or accidents. 
Huawei Cloud’s security recommendations for OpenClaw document the risks of deploying 
agentic systems without execution isolation: the agent runs with user permissions 
directly on the host machine, and once compromised, the attacker gains full control of 
the host. The recommendations include using a virtual private cloud and subnet iso-
lation, cautioning deployers “not to grant permissions with a single click to save time”. 
Following the surge in adoption of OpenClaw, the AI Agent Security Practice Guidelines, 
jointly released by the China Academy of Information and Communications Technology 
(CAICT) and Tencent Cloud, call on deployers to establish a security baseline for agentic 
frameworks prior to deployment, including enforcing least privilege to prevent agents from 
gaining excess permissions. These cases illustrate that as open source and open weight 
agentic AI proliferates, least privilege cannot be enforced by developers alone. Govern-
ance frameworks must turn the same scrutiny on deployers, who in practice control 
what agents can do and under what constraints. 

Principle 2: Traceable Identity	

What is it
As agents plan and execute tasks autonomously across tools, services, and other 

agents, we need to be able to establish which agent did what, on whose behalf, and with 
what authorisation. The principle of traceable identity refers to the use of unique, verifi-
able identifiers for agentic systems together with credentials that are positively scoped, 
time-limited, and non-transferable by the agent. These identifiers and credentials 

https://www.anthropic.com/engineering/claude-code-sandboxing
https://deploymentsafety.openai.com/gpt-5-3-codex/introduction
https://deploymentsafety.openai.com/gpt-5-3-codex/introduction
https://deploymentsafety.openai.com/gpt-5-3-codex/introduction
https://huggingface.co/deepseek-ai/DeepSeek-V4-Pro/blob/main/DeepSeek_V4.pdf
https://downloads.regulations.gov/NIST-2025-0035-0316/attachment_1.pdf
https://platform.claude.com/docs/en/agents-and-tools/tool-use/computer-use-tool
https://support.huaweicloud.com/bestpractice-flexusl/flexusl_bp_0010.html
https://mp.weixin.qq.com/s/sKNhIU3Qh-UWX6VOQ9IeTw
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serve three functions: enabling counterparties to verify the identity of the entity with 
which they are interacting; attributing actions to the relevant agent or deployment 
after the fact; and supporting intervention when a system malfunctions or causes harm.

Practical guidance for implementing Traceable Identity
Model developers: supply verifiable provenance and capability attributes for the underlying 
model, and signal material changes to the model, such as fine-tuning or capability upgrades, 
that trigger re-attestation.

Agent developers: build the credential issuance systems and the interfaces through which 
agents are authenticated; design delegated authority flows where agents carry verifiable proof 
of who authorised them and their scope.

Deployers: configure identity policies to agents’ operational context and manage the credential 
lifecycle, including re-attestation when agents or their underlying models change.

Cloud platforms: provide trusted runtime environments to which credentials are bound, so 
that compromised credentials cannot be used outside their intended deployment context.

Shared responsibilities: where agents outlive the user session that originally authorised 
them, organisations need clear policies on whether credentials expire, transfer, or require 
re-authorisation.

Governance context
Governance frameworks across jurisdictions are increasingly converging on 

agent identity as a foundational requirement for the safe, accountable, and trustworthy 
deployment of agentic systems. The transparency principle reflected in the EU AI 
Act Article 13, though formally applicable to a defined category of high-risk AI sys-
tems under the regulation, establish a normative baseline that is directly relevant 
to agentic deployments: identity mechanisms are foundational for disclosing agentic 
“characteristics, capabilities and limitations of performance” as well as for ensuring that 
agentic operations are “sufficiently transparent to enable deployers to interpret a 
system’s output and use it appropriately”. The same approach is developed in Sin-
gapore IMDA’s Model AI Governance Framework For Agentic AI, which establishes 
identity as a core measure to bound agentic risks upfront and states that, as agents 
become more autonomous, “identity management has to be extended to agents…to track 
individual agent behaviour and establish who holds accountability for each agent”. 
Together with the launch of the US CAISI/NIST AI Agent Standards Initiative in 2026, 
the US National Cybersecurity Center of Excellence stipulates that the benefits of 
broadly adopting agentic systems “cannot be realized without the ability to understand 
how identity principles such as identification, authentication, and authorization can apply 
to agents” [Accelerating the Adoption of Software and AI Agent Identity and Authoriza-
tion]. In parallel, the Cyberspace Administration of China’s 2026 implementation guide 
on AI agents calls for a centralised agent registration platform where an agent’s developer, 
deployment method, interface protocols, capability declarations, and compliance cer-
tification can be queried. China’s National Technical Committee on Information 
Technology (TC28) has already begun developing a series of national standards called 

https://artificialintelligenceact.eu/article/13/
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.nist.gov/caisi/ai-agent-standards-initiative
https://www.nccoe.nist.gov/sites/default/files/2026-02/accelerating-the-adoption-of-software-and-ai-agent-identity-and-authorization-concept-paper.pdf
https://www.nccoe.nist.gov/sites/default/files/2026-02/accelerating-the-adoption-of-software-and-ai-agent-identity-and-authorization-concept-paper.pdf
https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm?sessionid=
https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm?sessionid=
https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm?sessionid=
https://www.cac.gov.cn/2026-05/08/c_1779979789523320.htm?sessionid=
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Agent Interconnection. Its projects, Agent Identity Code and Agent Identity Management, 
aim to establish unified protocols for agent package and instance identifiers, registration, 
credential issuance, and authentication. 

Illustrative Cases
Beyond governance frameworks, major developers, including cloud platforms, 

have independently implemented agent identity management as a core product capa-
bility. As demonstrated in Microsoft’s Taxonomy of Failure Modes in Agentic AI Systems, 
identity is critical to mitigating failure modes around impersonation, transparency, 
and permissions. Google Cloud’s Vertex AI Agent Engine operationalises this through per-
agent identity principals which are secured through binding them to trusted runtime 
environments, meaning that agents cannot reuse stolen credentials. Similarly, Alib-
aba Cloud’s agent identity service provides end-to-end identity management from 
the prototype stage to agent deployment, protecting access credentials and provid-
ing secure agent access to Alibaba Cloud and third-party services. This convergence 
suggests that agent identity management is maturing from an application-level concern 
into shared cloud platform infrastructure.

Reinforcing this trend, agent governance frameworks have begun articulating 
the specific threat models that agent identity must address. Cloud Security Alli-
ance’s framework on Agentic AI Identity and Access Management established the need 
for identity credentials that include verifiable provenance, reputation, purpose, 
and capability of an AI agent, responding to risks such as identity spoofing, reus-
ing credentials to escalate privileges, and agents chaining delegations across one 
another to obtain unauthorised access. In many contexts, specific agents only exist 
temporarily, making it challenging to assign them a distinct identity:  orchestration pat-
terns increasingly spawn short-lived task-specific agents that can be created, cloned, 
and destroyed rapidly, making persistent credentials operationally infeasible and 
requiring ephemeral authentication mechanisms instead [A Novel Zero-Trust Identity 
Framework for Agentic AI]. Collectively, these frameworks build upon platform-spe-
cific implementations toward formalised risk taxonomies for agent identity governance. 
Shanghai AI Lab and Concordia AI’s Frontier AI Risk Management Framework 1.5 
emphasises that agent identification can be used for monitoring, ensuring that agents’ 
behaviours are transparent, traceable, and controllable throughout their lifecycle.

Finally, recent research has converged on delegated authority as the central ele-
ment of agent identity. The OpenID Foundation’s framework for Identity Management for 
Agentic AI argues that agents should no longer act as if they are the user. Instead, 
agents should use explicit “on-behalf-of” delegation—proving both who they are and 
what they are permitted to do, while remaining identifiable as agents, not as the user. 
Researchers have proposed extensions to OAuth 2.0 and OpenID Connect1 that introduce 
agent-specific credentials and translate natural language permissions into verifiable access 

1	  OAuth 2.0 and OpenID Connect are industry standards for delegated authorisation and authentication, 
widely used for ‘Log in with Google’ type flows.

https://www.google.com/url?q=https://std.samr.gov.cn/gb/search/gbDetailed?id%3D3EFBBC58E11D080EE06397BE0A0A17E5&sa=D&source=docs&ust=1774921980257009&usg=AOvVaw3zvrTzaVdFxtfKJ5W-Date
https://std.samr.gov.cn/gfs/search/gfsDetailed?id=3EFBBC58E121080EE06397BE0A0A17E5
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Taxonomy-of-Failure-Mode-in-Agentic-AI-Systems-Whitepaper.pdf
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Taxonomy-of-Failure-Mode-in-Agentic-AI-Systems-Whitepaper.pdf
https://docs.cloud.google.com/agent-builder/agent-engine/agent-identity
https://help.aliyun.com/zh/agentidentity/what-is-agent-identity
https://cloudsecurityalliance.org/artifacts/agentic-ai-identity-and-access-management-a-new-approachhttps://cloudsecurityalliance.org/artifacts/agentic-ai-identity-and-access-management-a-new-approach
https://arxiv.org/html/2505.19301v1#bib.bib25
https://arxiv.org/html/2505.19301v1#bib.bib25
https://concordia-ai.com/wp-content/uploads/2026/02/Frontier-AI-Risk-Management-Framework-v1.5.pdf
https://openid.net/wp-content/uploads/2025/10/Identity-Management-for-Agentic-AI.pdf
https://openid.net/wp-content/uploads/2025/10/Identity-Management-for-Agentic-AI.pdf
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control configurations, demonstrating this is feasible within existing web architecture 
[Authenticated Delegation and Authorized AI Agents]. Building on this, the JWT Authoriza-
tion Grant Interaction Response draft maintains a clear separation between agent identity 
and user identity throughout the authorisation chain, using cryptographically 
signed grants and explicit user-consent flows. Adjacent research situates these mecha-
nisms within a broader concept of agent infrastructure: a system of external protocols and 
systems that will serve to attribute actions to specific agents or their principals, 
shape agent interactions, and detect and remedy harmful behaviour [Infrastructure for 
AI Agents]. These patterns are being implemented by developers and infrastruc-
ture providers: Anthropic’s Model Context Protocol (MCP) enables on-behalf-of flows 
in which agents carry scoped, verifiable credentials, and its enterprise extension lets an 
organisation’s existing identity provider govern which tools an agent may reach on 
a user’s behalf [Model Context Protocol Enterprise-Managed Authorization]. Ope-
nAI’s ChatGPT agent implements a complementary mechanism at the network layer, 
cryptographically signing all outbound HTTP requests using HTTP Message Signatures 
standard (RFC 9421) so that any receiving service can verify that the request authenti-
cally originated from the agent rather than an impersonator. Similarly, Cloudflare’s Web 
Bot Auth applies components of the same standard to verify requests from signed agents, 
allowing receiving sites to verify request provenance through published cryptographic 
keys rather than identity-provider relationships. 

Rather than relying on any single mechanism, the current best practices 
on Agent IDs combine delegated authority, cryptographic authentication, 
and infrastructure-level attribution to create a regime of traceability by design.  

Principle 3: Auditability	

What is it
Autonomous agents execute extended chains of actions that may be difficult to recon-

struct after the fact. Auditability is the principle that an agent’s decisions and actions 
must remain reconstructible and verifiable by authorised parties throughout and 
after execution. It is tied to the mechanisms of logging, or building audit trails, as well 
as tamper-evidence and post-incident reconstruction of decisions and actions across the 
agent’s execution chain. 

Practical guidance for implementing Auditability
Agent developers: build logging architecture that captures inputs, tool invocations, parameters, 
outputs, outcomes, and reasoning traces (goal decomposition, rejected plans, and the influence 
of retrieved information on decisions), together with the user-facing audit interfaces that let 
end users inspect what the agent did on their behalf. 

Deployers: configure logging to the agent’s operational context, including tamper-evidence and 
log protection, and use monitoring and alerting on audit data to support incident response. 

Shared responsibilities: in multi-agent deployments, keeping audit trails coherent across 
agents and organisational boundaries falls to whoever operates the orchestration layer.

https://arxiv.org/pdf/2501.09674
https://datatracker.ietf.org/doc/html/draft-parecki-oauth-jwt-grant-interaction-response-00
https://datatracker.ietf.org/doc/html/draft-parecki-oauth-jwt-grant-interaction-response-00
https://arxiv.org/pdf/2501.10114
https://arxiv.org/pdf/2501.10114
https://modelcontextprotocol.io/extensions/auth/enterprise-managed-authorization
https://help.openai.com/en/articles/11845367-chatgpt-agent-allowlisting
https://developers.cloudflare.com/bots/reference/bot-verification/web-bot-auth/
https://developers.cloudflare.com/bots/reference/bot-verification/web-bot-auth/
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Governance context
While logging requirements apply broadly to AI systems, they are especially critical 

in the context of agents. Agents execute tool calls, delegate to subagents, and take 
actions in the real world, meaning that audit trails must reconstruct not merely a model 
output but an extended decision and action chain. The Organisation for Economic Co-op-
eration and Development (OECD) AI Principles establish traceability as a foundation for 
accountability, emphasising the need to maintain records that enable “analysis and 
inquiry into the outcomes of an AI system”. China’s National Technical Committee 260 
on Cybersecurity (TC260) AI Safety and Governance Framework 2.0 translates this 
into concrete operational requirements, mandating that operators “maintain operational 
logs for large model services, including system and user activities”, while the secu-
rity recommendations for OpenClaw by the National Computer Network Emergency 
Response Technical Team/Coordination Center of China (CNCERT/CC) call for establish-
ing a “complete operational log audit mechanism” for open source agentic applications. 
The EU AI Act’s Article 12, titled “Record-Keeping”, codifies the governance function 
most explicitly, requiring that high-risk AI systems “technically allow for the auto-
matic recording of events (logs) over the lifetime of the system” in order to identify 
emerging risks, facilitate post-market monitoring, and enable operational oversight. 
Across jurisdictions, the regulators and standards bodies are converging on a common 
baseline: audit trails must be automatic, tamper-evident, and comprehensive enough to 
reconstruct an autonomous system’s decision chain for audit and incident response. 

Illustrative Cases
Among emerging developer approaches, Google addresses auditability at the operator 

layer, establishing robust logging across the agent’s architecture: capturing inputs, 
tool invocations, parameters, outputs, and where feasible, intermediate reasoning steps 
[Google’s Approach for Secure AI Agents]. Critically, the framework recognises that 
logs themselves become attack surfaces, since they may contain sensitive tool parame-
ters and user inputs, and must therefore be secured independently. Operator-grade logging 
alone, however, does not ensure full transparency. OpenAI’s Practices for Governing 
Agentic AI Systems calls for providing users with an action ledger to enable the user to 
audit the agent’s actions without imposing the latency cost of step-by-step human 
approval. Together, the two approaches sketch complementary layers of auditability: 
secured internal logging infrastructure and user-facing ledgers built on top of it.

Emerging frameworks address the integrity and actionability of audit data as distinct 
governance requirements. IBM’s AGENTSAFE framework suggests that every agen-
tic action, from plan formation to tool invocation, should be tied to a cryptographically 
anchored chain of evidence, making the audit logs tamper-proof, treating auditability as a 
“core governance function”. Elements of this infrastructure are already being implemented, 
for example, in Alibaba Cloud’s records of all identity resource operations, includ-
ing credential creation, modification, and retrieval through its ActionTrail service, 
applying tamper-evident logging to the agent identity layer specifically. The Coalition 

https://oecd.ai/en/dashboards/ai-principles/P8
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.cert.org.cn/publish/main/11/2026/20260312144519429724511/20260312144519429724511_.html
https://www.cert.org.cn/publish/main/11/2026/20260312144519429724511/20260312144519429724511_.html
https://artificialintelligenceact.eu/article/12/
https://research.google/pubs/an-introduction-to-googles-approach-for-secure-ai-agents/
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
http://agentsafe
http://agentsafe
https://help.aliyun.com/zh/agentidentity/what-is-agent-identity
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for Secure AI (CoSAI) Principles for Secure-by-Design Agentic Systems extend verifiabil-
ity to the supply chain, calling for verifiable provenance for agent and model artifacts, 
integrated tools, and the data that defines agent behaviour. Finally, in order to make 
audit data actionable, the Shanghai AI Laboratory and Concordia AI’s Frontier AI Risk 
Management Framework 1.5 emphasise the need for anomaly alerts and dashboard 
infrastructure that facilitate the use of audit trails in incident response and in post-inci-
dent analysis. 

Auditability (as mandated by regulatory frameworks) is, therefore, implemented through 
operator-grade logging and user-facing ledgers (implemented at different levels of the 
deployment stack), tamper-evidence, causal attribution, and post-incident analysis infra-
structure. Jointly, these capabilities serve the governance objective of ensuring that agentic 
activity remains reconstructible and verifiable.

https://www.coalitionforsecureai.org/announcing-the-cosai-principles-for-secure-by-design-agentic-systems/
https://concordia-ai.com/wp-content/uploads/2026/02/Frontier-AI-Risk-Management-Framework-v1.5.pdf
https://concordia-ai.com/wp-content/uploads/2026/02/Frontier-AI-Risk-Management-Framework-v1.5.pdf
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2. Testing and Deployment
Testing and deployment is the lifecycle stage in which an agentic system’s capabilities 

and controls are validated against its specifications and the system is released into its 
operating environment, in accordance with ISO/IEC 42001:2023 and ISO/IEC 23894:2023. 

Agentic systems pose validation challenges that conventional AI evalua-
tion frameworks were not designed to address: the difficulty of evaluating capability and 
autonomy in open-ended operating environments; new attack surfaces created 
by tool integration and autonomous decision-making; and emergent behaviours that 
arise from multi-step planning and interactions between agents. Nonetheless, com-
pared to other lifecycle stages, testing and deployment for agentic systems is an area of 
active development with fewer established technical practices. 

Principle 4: Validated Deployment	

What is it
Agentic systems operate across open-ended tasks and diverse ecosystems, and may 

exhibit emergent behaviours that are difficult to anticipate prior to deployment. Vali-
dated deployment is the principle that agentic systems require evaluation and release 
criteria calibrated to their level of autonomy, the sensitivity of their operating domain, 
and the scope of capabilities they can exercise. This establishes deployment as a governed 
stage with clear criteria for release, update, and retraction of agentic systems.

Practical guidance for implementing Validated Deployment 
Agent developers: build the evaluation infrastructure, including test environments and grading 
methodologies, as well as evaluation frameworks designed for assessing agents’ behaviour 
rather than just benchmarking model capabilities. 

Deployers: set criteria appropriate to the agent’s intended operational context, including which 
autonomy level to grant and under what conditions to expand or restrict it.

Third-party evaluators: independently verify that agents meet the deployment criteria by 
testing agents in dynamic, realistic environments that mirror real-world operating conditions.

Shared responsibilities: in multi-agent evaluation, detecting emergent interaction behaviours 
may require coordination across multiple developers.

Governance context
Across major governance frameworks, validated deployment is emerging as a struc-

tured obligation rather than an internal developer milestone. China’s TC260 AI Safety 
and Governance Framework 2.0 stipulates that safety classification should be based on 
scenario criticality, intelligence level, and scale of deployment. US NIST AI Risk Manage-
ment Framework (AI RMF 1.0) similarly calls for minimum performance, as well as for 

https://www.iso.org/standard/42001
https://www.iso.org/standard/77304.html
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
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risk and capability thresholds to be reviewed as part of explicit go/no-go deployment 
approval processes. The EU AI Act’s Article 60 requires testing of high-risk AI sys-
tems to follow a formal, regulated process—including registration, participant consent, 
and withdrawal plans—to ensure safety. These frameworks were designed to address 
generative AI systems broadly, but Singapore’s Government Technology Agency’s 
(GovTech) Agentic Risk and Capability Framework provides governance instruments 
designed specifically for agentic systems, introducing a capability-based approach that 
“enables flexible adaptation to new developments and emerging risks”. Across jurisdictions, 
a shared guideline is taking shape: the focus of risk management should 
not be on individual tools or underlying models, but on agents’ capabilities, autonomy, 
and operating context.

Illustrative Cases
Evaluating an agentic system’s capability and safety before deployment is important, 

but evaluating agentic systems requires different methods than for ordinary 
AI models. For example, AWS draws from their Bedrock AgentCore Evaluations to pro-
pose that agentic evaluations need to extend beyond traditional accuracy metrics to 
include dimensions of agent quality, performance, responsibility, and cost. This approach 
specifically emphasises that each dimension should include human validation as a critical 
evaluation component. Anthropic’s roadmap for improving agentic evaluations sug-
gests a methodical approach to grader selection: deterministic where possible, LLM grader 
where necessary, and human where additional validation is needed. Microsoft’s response 
to the NIST/CAISI consultation argues that agentic systems require open-
ended behavioural and scenario-based evaluation, while their work on evaluating AI 
agents in Microsoft Foundry frames evaluation as a layered practice, with the depth and 
frequency of each stage calibrated to the agent’s lifecycle and capability. A complementary 
regulatory framework applies the principle of proportionality to model evaluations, 
ensuring they provide meaningful risk information without imposing excessive burden 
on providers [The Science and Practice of Proportionality in AI Risk Evaluations]. 

 Recent lab research has also examined how evaluation results should shape deployment 
decisions, matching agent capabilities against the risk profile of the intended operat-
ing environment. The degree of autonomy granted, the sensitivity of the domain, and the 
scope of capabilities the agentic system can exercise all influence the deployment decisions. 
For example, as an agentic system’s autonomy, efficacy, goal complexity, and generality 
increase, verification becomes more challenging and human oversight requirements inten-
sify [Characterizing AI Agents for Alignment and Governance]. AWS’s Agentic AI Security 
Scoping Matrix operationalises this through the principle of “progressive autonomy 
deployment”, in which systems are integrated with mandatory human oversight and 
are designed to automatically reduce their autonomy level when security events are 
detected. GovTech’s implementation guide for the Agentic Risk and Capability Framework 
takes a similar approach, using a detailed taxonomy of agentic capabilities – cognitive, 
interaction, and operational – to assess risks and scope deployment.

https://artificialintelligenceact.eu/article/60/
https://govtech-responsibleai.github.io/agentic-risk-capability-framework/
https://govtech-responsibleai.github.io/agentic-risk-capability-framework/
https://aws.amazon.com/blogs/machine-learning/evaluating-ai-agents-real-world-lessons-from-building-agentic-systems-at-amazon/
https://aws.amazon.com/blogs/machine-learning/evaluating-ai-agents-real-world-lessons-from-building-agentic-systems-at-amazon/
https://www.anthropic.com/engineering/demystifying-evals-for-ai-agents
https://downloads.regulations.gov/NIST-2025-0035-0399/attachment_1.pdf
https://techcommunity.microsoft.com/blog/azure-ai-foundry-blog/evaluating-ai-agents-a-practical-guide-with-microsoft-foundry/4500224
https://www.science.org/doi/10.1126/science.aea3835
https://arxiv.org/pdf/2504.21848
https://aws.amazon.com/blogs/security/the-agentic-ai-security-scoping-matrix-a-framework-for-securing-autonomous-ai-systems/
https://aws.amazon.com/blogs/security/the-agentic-ai-security-scoping-matrix-a-framework-for-securing-autonomous-ai-systems/
https://govtech-responsibleai.github.io/agentic-risk-capability-framework/#implementation-guides
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Anthropic’s Petri report observes that “the sheer volume and complexity of poten-
tial behaviours far exceeds what researchers can manually test” once models are deployed 
as agents with broad tool access. Because agentic behaviours of interest, such self-pres-
ervation and power-seeking, only surface across multi-turn trajectories inside realistic 
tool-use environments, Petri uses an auditor agent to construct and run those environ-
ments. LLM judges then score transcripts across safety-relevant dimensions and surface 
the most concerning cases for human review. The tool was used in a joint evaluation exer-
cise with OpenAI and by the UK AI Security Institute in its independent testing, an early 
instance of shared agentic evaluation infrastructure being adopted across developers 
and government evaluators.

Finally, multi-agent deployments introduce a distinct category of complexity 
that current frameworks are only beginning to address. Similar to AWS’s evaluations 
for real-world agent deployment that “measure…interagent communication patterns, 
coordination efficiency, and task handoff accuracy”, Perplexity’s Response to NIST/
CAISI Request for Information 2025-0035 advocates further research into measur-
ing multi-agent dynamic interaction with realistic environments rather than static test 
suites. Cooperative AI Foundation’s report on Multi-Agent Risks from Advanced 
AI underscores a structural barrier to this work: commercial sensitivities can complicate 
coordination on testing interactions between proprietary agentic systems. 

These discussions of graduated autonomy, capability-based risk differentiation, 
and agent-specific evaluation demonstrate a shared recognition that validated deploy-
ment for agentic systems cannot be seen as a one time approval decision; the principle 
requires ongoing re-assessment as the agent operates. This is especially consequential 
as agents move into high-stakes domains and operate at higher autonomy levels, where the 
interaction between operational context, capability scope, and risk tolerance demands 
adaptive deployment criteria throughout the system’s lifecycle. 

Principle 5: Adversarial Resilience	

What is it
Agentic systems have attack surfaces beyond those present in foundation models. 

Agents’ multi-step planning can be hijacked through indirect prompt injection; 
their integration with external tools and autonomous decision-making expand both the 
attack surface and the scope of real-world consequences. The principle of adversarial 
resilience refers to the capacity of an agentic system to withstand, detect, and recover 
from adversarial exploitation of its capabilities. This enables developers and deployers to 
systematically identify vulnerabilities that emerge from the agent’s autonomy and build 
defences that hold under adversarial pressure.

https://www.anthropic.com/research/petri-open-source-auditing
https://openai.com/index/openai-anthropic-safety-evaluation/
https://openai.com/index/openai-anthropic-safety-evaluation/
https://www.aisi.gov.uk/blog/investigating-models-for-misalignment
https://aws.amazon.com/blogs/machine-learning/evaluating-ai-agents-real-world-lessons-from-building-agentic-systems-at-amazon/
https://aws.amazon.com/blogs/machine-learning/evaluating-ai-agents-real-world-lessons-from-building-agentic-systems-at-amazon/
https://www.regulations.gov/comment/NIST-2025-0035-0505
https://www.regulations.gov/comment/NIST-2025-0035-0505
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
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Practical guidance for implementing Adversarial Resilience
Model developers: conduct model-level adversarial testing prior to release.

Agent developers: conduct agent-level red-teaming designed for agentic capabilities, including 
emergent behaviours, autonomous decision-making, tool use, and adversarial interactions 
between agents, and maintain it continuously as capabilities evolve.

Deployers: test the security of specific tool integrations, API configurations, and supply chain 
dependencies, including by simulating the compromise of tool ecosystems and communication 
protocols through techniques like dependency injection and external API interception.

Cloud platforms: offer testing infrastructure such as automated vulnerability scanning.

Shared responsibilities: coordinating threat intelligence across tool ecosystems and shared 
infrastructure to gain visibility that no individual party can achieve alone.

Governance context 
US NIST/CAISI’s work on strengthening AI agent hijacking evaluations establishes that 

adversarial evaluation for agentic systems must continuously adapt to new architec-
tures, as defences that are robust against previously tested attacks can remain vulnerable 
to novel strategies targeting new capabilities. This extends the OECD AI Principles’ 
foundational requirement that AI systems demonstrate robustness, defined as 
“the ability to withstand or overcome adverse conditions”, which, in agentic contexts, 
includes agents being targeted by other agents, not only by human adversaries. In 2026, 
China’s Ministry of Industry and Information Technology issued a security risk advisory 
on agent-specific vulnerabilities in OpenClaw, and CAICT subsequently launched 
a testing and verification project for red-teaming open source applications. This signals 
that regulatory bodies are beginning to treat adversarial resilience as a requirement 
for agentic systems.

Illustrative Cases
Industry frameworks increasingly recognise that adversarial testing for agen-

tic systems must go beyond conventional model-level red-teaming. The Cloud 
Security Alliance’s Agentic AI Red Teaming Guide shows that the non-deterministic and 
autonomous nature of agentic systems creates vulnerabilities that traditional safeguards 
cannot address. The guide calls for proactive, agent-specific red-teaming as a continuous 
practice—a requirement that IBM’s AGENTSAFE framework operationalises as “contin-
uous red-team feedback loops”. Recent research highlights that traditional adversarial 
testing assumes that the model is interacting with a malicious human user rather than 
with other AI agents or adversarial environments [Multi-Agent Risks from Advanced AI]. 
Notably, Google DeepMind’s work on AI Agent Traps extends the scope of threat modelling 
to attack classes that target human overseers by exploiting cognitive biases, includ-
ing approval-fatigue and social engineering attacks targeting the human-in-the-loop. 
Mapping this new attack surface, the AI Agent Traps framework contends that securing 
agents against environmental manipulation will require “sustained collaboration 
between developers, security researchers, and policymakers”. As one example of 

https://www.nist.gov/news-events/news/2025/01/technical-blog-strengthening-ai-agent-hijacking-evaluations
https://oecd.ai/en/ai-principles
https://news.cctv.com/2026/03/11/ARTIU9NPnXcPCDiU9cOfqTlD260311.shtml
https://mp.weixin.qq.com/s/bD_gicSTeO05x2ji_u-UEA
https://cloudsecurityalliance.org/artifacts/agentic-ai-red-teaming-guide
http://agentsafe
http://agentsafe
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6372438
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existing implementation, Tencent Zhuque Lab’s open source AI-Infra-Guard platform 
provides a multi-agent red-teaming framework that continuously scans for secu-
rity vulnerabilities across infrastructure and agent connections—enabling automated 
security testing at scale.

In addition to emerging agent-specific red-teaming practices, the tool ecosystems and 
communication protocols that enable agentic capabilities simultaneously create 
novel supply chain attack surfaces. Tencent’s analysis of Model Context Protocol (MCP) 
and Agent2Agent Protocol (A2A) security identifies several threat vectors at this layer: 
backdoors embedded in MCP servers, prompt injection and jailbreak attacks, and API 
key theft through compromised or impersonated servers. The Cloud Security Alliance 
provides corresponding red-teaming methodology, featuring simulations of malicious 
code insertion during the agent’s development and of attacks on external services and APIs 
that the agent depends on.

Adversarial resilience for agentic systems is emerging as a governance prior-
ity among practitioners who are recognising that agents’ autonomous capabilities 
and multi-agent coordination present new vulnerabilities. Technical practices, from threat 
taxonomies and testing frameworks to large-scale empirical validation and open source 
tooling, all serve to operationalise adversarial resilience as a continuous property of agentic 
systems in deployment. 

Principle 6: Multi-Agent Stability	

What is it
In multi-agent systems, failures can emerge from agent interactions themselves 

– through coordination failures, feedback loops, and cascades propagating across 
agent populations – rather than from any individual agent or external compromise. 
Multi-agent stability refers to an agentic system’s resilience against these interac-
tion-level failure modes, which single-agent risk mitigations cannot fully capture.

Practical guidance for implementing Multi-Agent Stability
Agent developers: set protocols and rules for how agents delegate and share context, 
and threat-model how risks propagate through the system, including error transmission, 
accumulation of errors over time, correlation across shared supply chain components, and 
feedback loops.

Deployers: configure multi-agent systems within the constraints that developers set, and test 
for behaviours that emerge from agents interacting, even if agents have been individually 
evaluated as safe for deployment.

Shared responsibilities: designing system-wide safety controls calibrated to compounding and 
correlated failure modes; testing across deployments that share models, tools, or infrastructure.

https://github.com/tencent/AI-Infra-Guard?tab=readme-ov-file#-user-guide
https://news.qq.com/rain/a/20250411A082ME00
https://cloudsecurityalliance.org/artifacts/agentic-ai-red-teaming-guide
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Governance context
Multi-agent stability is among the most recently developed principles in agentic AI 

governance. Standards bodies and cybersecurity authorities across major jurisdictions 
are converging on agent interactions as a core risk surface. The US NIST/CAISI’s Request 
for Information on AI Agent Security treats multi-agent threats as a distinct risk 
domain, an approach that will continue in the planned NIST Interagency Reports under 
the Control Overlay for Securing AI Systems (COSAiS). The guidance on Careful 
Adoption of Agentic AI Services, co-authored by several cybersecurity agencies, empha-
sises emergent behaviours and cascading failures in multi-agent environments as a 
key challenge in wider adoption of agentic systems. Singapore’s IMDA Model AI Gov-
ernance Framework for Agentic AI similarly identifies this risk surface, noting that 
multi-agent coordination can bring about unpredictable outcomes and cascading systemic 
effects. China’s TC260 Research Report on Agent Safety Standardisation specifies a corre-
sponding threat category for multi-agent systems that includes cascading hallucination 
propagation, conflict deadlock, and resource overload. Across these frameworks and tech-
nical standardisation efforts, multi-agent stability is consolidating as a distinct governance 
principle. 

Illustrative cases
Practices for ensuring the environmental stability of multi-agent systems are emerging 

across the research and standards communities. The OWASP Top 10 for Agentic Appli-
cations 2026 addresses agentic cascading failures: failures that occur because a single 
fault propagates across agents and compounds into system-wide harm. Recom-
mended mitigations include, among others, predefined blast-radius caps in testing 
and deployment, as well as validating every sensitive tool invocation against a poli-
cy-as-code rule, to prevent compromised or drifting agents from triggering chain reactions 
across connected agentic systems. The Cooperative AI Foundation’s Multi-Agent Risks 
from Advanced AI report identifies miscoordination, conflict, and collusion as three fail-
ure modes and emphasises the need for secure interaction protocols and methods 
for detecting correlated and compounding failures. Similar mitigations are proposed 
in recent research that argues that individually safe agents can collectively form 
unsafe systems, through emergent dynamics and collective-action failures, even without 
adversarial compromise [Open Challenges in Multi-Agent Security]. OpenAI’s response 
to the US NIST/CAISI consultation points at the distinct governance questions raised by 
multi-step trajectories and multi-agent interactions, arguing that incidents might result 
“from the specific order and combination of tool calls, rather than a singular failure in 
authentication or a compromised endpoint.”

Industry research is mapping how risks aggregate and propagate across 
agent populations over time. Google DeepMind’s AI Agent Traps framework characterises 
a class of systemic traps that include congestion dynamics that overwhelm shared 
resources, interdependence cascades that “amplify the initial move in a rapid, self-reinforc-
ing spiral”, and synchronised behaviour of learning agents without explicit communication. 

https://www.federalregister.gov/documents/2026/01/08/2025-30000/request-for-information-on-security-considerations-for-artificial-intelligence-agents
https://www.federalregister.gov/documents/2026/01/08/2025-30000/request-for-information-on-security-considerations-for-artificial-intelligence-agents
https://www.federalregister.gov/documents/2026/01/08/2025-30000/request-for-information-on-security-considerations-for-artificial-intelligence-agents
https://csrc.nist.gov/csrc/media/Projects/cosais/documents/COSAiS-Predictive-AI-annotated-outline-Jan2026.pdf
https://www.cyber.gov.au/sites/default/files/2026-05/careful_adoption_of_agentic_ai_services.pdf
https://www.cyber.gov.au/sites/default/files/2026-05/careful_adoption_of_agentic_ai_services.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.tc260.org.cn/portal/article/2/df9022b9293c465a83a15931b2903175
https://www.tc260.org.cn/portal/article/2/6c6d0fbc04974a9aabd61b30208bbb60
https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
https://genai.owasp.org/resource/owasp-top-10-for-agentic-applications-for-2026/
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
https://www.cooperativeai.com/post/new-report-multi-agent-risks-from-advanced-ai
https://arxiv.org/html/2505.02077v2
https://downloads.regulations.gov/NIST-2025-0035-0504/attachment_1.pdf
https://downloads.regulations.gov/NIST-2025-0035-0504/attachment_1.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6520258
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Microsoft’s recent testing of multi-agent interactions at scale emphasises the need for 
information flow controls beyond securing individual agents, and identifies risks that 
arise only at the network level: from propagation of agent worms and amplification of 
false information to compromise of verification mechanisms and invisible attacks pass-
ing through chains of unaware agents. Anthropic complements this with a discussion 
of trust escalation across agent boundaries and inter-agent persuasion risks, while its 
Managed Agents framework operationalises corresponding mitigations through bounded 
delegation depth, hard limits on a number of concurrent agents in a session, and context 
isolation between sub-agents. Finally, Tencent Cloud’s Cube Sandbox extends this to 
the infrastructure layer, containing failures in two complementary ways: there is net-
work-level isolation that prevents cross-agent contamination through external services; 
and each agent runs on its own operating system kernel, so that a failure in one sand-
box cannot cascade to others that share the host. 

Across these approaches, multi-agent stability is consolidating as a distinct governance 
concern that requires methods and tools designed for the ecosystem level. Detect-
ing and mitigating compounding failures across multi-agent deployments will require 
system-level interventions that no single party can implement alone [Scaling AI 
Safety Research for a Multi-Agent World], but which determine whether such systems 
remain governable at scale. 

https://www.microsoft.com/en-us/research/blog/red-teaming-a-network-of-agents-understanding-what-breaks-when-ai-agents-interact-at-scale/
https://www-cdn.anthropic.com/43ec7e770925deabc3f0bc1dbf0133769fd03812.pdf
https://platform.claude.com/docs/en/managed-agents/overview
https://github.com/tencentcloud/CubeSandbox
https://deepmind.google/blog/investing-in-multi-agent-ai-safety-research/
https://deepmind.google/blog/investing-in-multi-agent-ai-safety-research/
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3. Operation and Monitoring
Operation and monitoring is the lifecycle stage at which an agentic system per-

forms tasks in its live environment and its behaviour is observed, assessed, 
and corrected. In alignment with ISO/IEC 42001:2023 and ISO/IEC 23894:2023, post-de-
ployment risk management also covers ongoing repairs, updates, and support. The EU 
General-Purpose AI Code of Practice Commitment 3 mandates providers of models 
with systemic risk to continuously assess and mitigate risks after market placement, 
codifying post-deployment governance as a lifecycle obligation. In the context of 
high-risk AI systems, the EU AI Act Article 72 treats post-deployment monitoring as a 
prerequisite for compliance. For agentic systems, this stage presents distinct challenges: 
agents operate in environments that change unpredictably between and during sessions, 
take actions with real-world consequences, and require mechanisms for effective remedy 
when autonomous actions produce unintended outcomes.

Principle 7: Runtime Assurance	

What is it
As AI agents operate over extended periods, retaining information across sessions 

and integrating external inputs, the agent in operation may no longer behave as it 
did when it was approved for deployment. Runtime assurance is the principle that 
an agent’s accumulated state and actions continue to satisfy the properties that were 
validated, even as the agent’s inputs and operational environment continuously 
change. This enables developers and deployers to distinguish between an agent that is 
the same as when it was validated, and one that has drifted from its original state, and to 
enforce corrective action before the drift translates into harmful consequences.

Practical guidance for implementing Runtime Assurance
Agent developers: build runtime protection against skill poisoning and manipulation, and 
against RAG poisoning; build memory checkpoints that enable rollback; and validate new 
information before it is written to long-term memory. 

Deployers: configure session isolation, set intervention thresholds for their operational 
context, and actively maintain policies governing memory retention, access, and rollback.

Cloud platforms: provide isolated runtime that contains each session’s state, memory, and 
resources and clears them on termination.

Shared responsibilities: continuous monitoring and drift detection must run independently of 
the agent rather than rely on its own reporting; this may be built by the developer, provided by 
the platform, or operated independently.

https://www.iso.org/standard/42001
https://www.iso.org/standard/77304.html
https://www.google.com/url?q=https://code-of-practice.ai/?section%3Dsafety-security%23measure-3-5-post-market-monitoring&sa=D&source=docs&ust=1776593792964334&usg=AOvVaw3aK0pjWupEOuKlhrcLmS5Y
https://artificialintelligenceact.eu/article/72/
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Governance context
Singapore’s IMDA Model AI Governance Framework for Agentic 

AI offers the most direct articulation of the runtime assurance principle, mandat-
ing post-deployment assurance that an agentic system “works as expected and is not 
affected by model drift or other changes in the environment”. The EU AI Act Article 15 
addresses a related concern for systems “that continue to learn after being put into ser-
vice”, requiring measures to eliminate or reduce the risk of outputs influencing future 
operations through feedback loops. For agentic systems, such a regulatory stance 
encompasses corruption to the agent’s accumulated state and memory. For example, Chi-
na’s TC260 is developing a Basic Specification for Agent Safety, which seeks to establish 
a security framework across an agent’s perception, planning, memory, and action layers—
extending assurance requirements to an agent’s accumulated memory and state, not only 
its inputs and outputs.

Illustrative Cases
A range of publicly available industry approaches to maintaining runtime 

assurance focus on continuous monitoring of agent conduct during operation. 
IBM’s AGENTSAFE framework advocates embedding drift detection and seman-
tic telemetry into deployed agents by introducing auxiliary agents that operate in 
parallel with the primary agent. These auxiliary agents provide continuous oversight 
so that humans needn’t rely on the primary agent’s self-reporting. ByteD-
ance’s AGENTARMOR framework treats an agent’s runtime execution trace as a 
program that can be formally analysed for security. It does this by abstracting all 
agent actions into a structured graph representation. 

Cloud providers are converging on similar approaches to continuous operational over-
sight. Volcengine, for example, uses a dedicated Agent Security Management Platform to 
monitor agent inputs and outputs in real time – a capability that becomes critical when 
agents execute proactively rather than waiting for human prompts. Z.AI’s AutoGLM exe-
cutes agent operations in cloud environments so that every action is replayable and subject 
to intervention in real time. Partnership on AI’s Prioritizing Real-Time Failure Detection in 
AI Agents argues that failure detection should operate as layered controls at differ-
ent stages of agent execution – before actions are taken, during execution, and across 
multi-step sequences where failures compound.

Another crucial dimension of runtime assurance is that agents’ internal memory, con-
text, and accumulated information must be protected. Recent work from Shanghai 
AI Lab demonstrates that in agents that autonomously improve through environ-
mental interaction, memory-driven degradation in safety alignment can be triggered 
by specific incidents in the agent’s experience. Microsoft’s research addresses the archi-
tectural level, requiring “multiple controls around how memory is accessed and written to” 
and “trust boundaries between types and scopes of memory used” for all agentic systems. 

https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://artificialintelligenceact.eu/article/15/
https://www.tc260.org.cn/portal/article/2/df9022b9293c465a83a15931b2903175
https://arxiv.org/html/2512.03180v1
https://arxiv.org/html/2512.03180v1
https://arxiv.org/pdf/2508.01249
https://www.jazzyear.com/article_info.html?id=1642
https://autoglm.zhipuai.cn/
https://partnershiponai.org/resource/prioritizing-real-time-failure-detection-in-ai-agents/
https://partnershiponai.org/resource/prioritizing-real-time-failure-detection-in-ai-agents/
https://arxiv.org/pdf/2509.26354
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Taxonomy-of-Failure-Mode-in-Agentic-AI-Systems-Whitepaper.pdf
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An example of this being implemented is Tencent Cloud’s Agent Runtime, which isolates 
individual sessions through dedicated virtual machines, with full termination and memo-
ry-clearing at the end of sessions. 

By synthesising these developer-led strategies, a holistic model of implementing runtime 
assurance emerges: independent continuous monitoring, memory hardening, state drift 
detection, and session isolation at the infrastructure level. These practices suggest that 
runtime assurance is crystallising as an overarching engineering principle for agen-
tic systems, complementing pre-deployment evaluation and adversarial resilience.

Principle 8: Interruptibility	

What is it
As AI agents execute multi-step plans with real-world consequences, the ability 

to intervene becomes both more critical and more difficult: actions may be irreversible, 
errors compound across steps, and a sufficiently capable agent may resist or circum-
vent shutdown to preserve its goals. Interruptibility means that human operators can 
safely pause, redirect, stop, and reverse an AI agent’s actions at any point, and that 
the agent cannot tamper with these mechanisms. This property is crucial for limiting unin-
tended or harmful actions.

Practical guidance for implementing Interruptibility
Agent developers: build shutdown and override mechanisms that operate outside the agent’s 
reasoning loop as system-level privileges; provide means to redirect an agent mid-execution 
without terminating the whole workflow and to graduate intervention from throttling and 
pausing through isolation to full termination.

Deployers: determine intervention thresholds for their operational context and risk tolerance, 
proportionate to the severity of the detected anomaly.

Shared responsibilities: whoever controls the execution environment is responsible for 
intervening to revert the agent’s effects on the environment when necessary (and not only 
halting its execution). This may be  the deployer, the platform provider, or both.

Governance context
Global frameworks agree that effective human oversight is necessary for high-risk and 

autonomous systems. This is codified in the EU AI Act’s Article 14, which mandates 
that high-risk AI systems be designed to allow natural persons to oversee their functioning. 
The regulation explicitly requires that human operators must have the ability to “inter-
vene in the operation... or interrupt the system through a ‘stop’ button” and, crucially, to 
“decide not to use the high-risk AI system or otherwise disregard, override or reverse the 
output”. This regulatory stance mirrors China’s TC260 AI Safety and Governance Frame-
work 2.0, which mandates the need for “circuit breakers” and “one-click control” for highly 
autonomous operations. Singapore IMDA’s case study applying its Model AI Governance 
Framework for Agentic AI to OpenClaw explicitly recommends that critical safeguards, 

https://cloud.tencent.com/developer/article/2572684
https://artificialintelligenceact.eu/article/14/
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.imda.gov.sg/assets/c0a78f6e-7bd4-485b-ae57-1dfe4246478a.pdf
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including kill switches, must run on a control plane separate from the agent that the 
agent cannot tamper with, for example in the infrastructure or orchestration layer. 
Together, these frameworks establish a baseline: human control must be persistent, capa-
ble of overriding algorithmic decisions, architecturally independent of the agent it governs, 
and commensurate with the system’s level of autonomy and risk.

Illustrative Cases
Beyond high-level regulation, developer protocols have converged on requiring 

non-tamperability, as leading labs explicitly prohibit agents from interfering with their 
own shutdown mechanisms. Huawei’s HarmonyOS agent security policy treats this as 
a rigid operating system constraint, forbidding agents from inducing system malfunctions 
–such as disabling “back” keys or process termination functions – that would trap a 
user within the agentic environment. This aligns with OpenAI’s Practices for Governing 
Agentic AI Systems, which asserts that agents must be architecturally incapable 
of halting or tampering with a user’s attempt to shut them down. In both documents, 
interruptibility is created through hard-coded system privileges that reside outside 
the agent’s reasoning loop.

While the fundamental requirement for control is universal, the technical imple-
mentation of interruptibility is evolving from simple termination to sophisticated, 
graduated containment strategies. IBM’s AGENTSAFE framework advances the field 
by introducing a “containment ladder”, which rejects the simple “allow vs. kill” dichot-
omy in favour of proportional responses. Depending on the severity of the anomaly, 
this framework recommends graduating from rate-limiting tool calls and isolating sensitive 
resources to, in critical cases, activating a non-recoverable kill switch. Partnership on 
AI’s Prioritizing Real-Time Failure Detection in AI Agents offers a complementary framing, 
distinguishing between three response types – stop, escalate to a human, or retry 
with a revised plan – applied at different stages of the agent’s execution, from pre-ac-
tion validation to intervention between steps. Similarly, Anthropic emphasises a dynamic 
control model in Claude Code, where humans can not only stop the agent but “redirect its 
approach” in real time. This enables humans to maintain oversight without necessarily 
aborting the entire workflow.

Finally, the scope of interruptibility is expanding to include retroactive remediation 
and state recovery. The Shanghai AI Laboratory and Concordia AI’s Frontier AI Risk 
Management Framework 1.5 argues that the ability to stop an agent is insufficient with-
out mechanisms to reverse its impact. The framework advocates for mandatory “undo” 
and immediate rollback mechanisms that can be initiated upon detecting anoma-
lous behaviour or coordination failures. Similarly, Google Cloud’s review of lessons 
learned from existing agentic applications calls for “agent undo stacks” – bundling agent 
actions into chunks that can be reversed as a single unit. Taken together, these approaches 
emphasise interruptibility as a holistic system of non-tamperable oversight, propor-
tional intervention, and reversible action.

https://developer.huawei.com/consumer/cn/doc/service/agent-security-0000002437625978
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://cdn.openai.com/papers/practices-for-governing-agentic-ai-systems.pdf
https://arxiv.org/html/2512.03180v1
https://arxiv.org/html/2512.03180v1
https://partnershiponai.org/resource/prioritizing-real-time-failure-detection-in-ai-agents/
https://concordia-ai.com/wp-content/uploads/2026/02/Frontier-AI-Risk-Management-Framework-v1.5.pdf
https://concordia-ai.com/wp-content/uploads/2026/02/Frontier-AI-Risk-Management-Framework-v1.5.pdf
https://cloud.google.com/transform/ai-grew-up-and-got-a-job-lessons-from-2025-on-agents-and-trust
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Principle 9: Legibility	

What is it
Compared to conventional AI systems, AI agents’ decisions are more complex and have 

wider real-world consequences, making them less understandable and transparent 
to humans. Legibility refers to the capacity to represent an agent’s decision-mak-
ing process, including its planning logic, tool selections, and intermediate 
reasoning steps, in terms accessible to deployers, operators, users, and affected exter-
nal parties. Where auditability asks whether an agent’s actions can be reconstructed, 
the principle of legibility ensures they can be understood. This establishes the foundation 
for post-incident forensics, accountability, and, ultimately, societal trust in agentic systems.

Practical guidance for implementing Legibility
Agent developers: build explanation interfaces that make the agent’s planning logic, tool 
selections, and intermediate reasoning steps comprehensible to reviewers (rather than simply 
listing their actions in opaque logs), and combine plan summaries, tool traces, and compliance 
indicators into a coherent account of each stage of execution.

Deployers: configure which consequential decisions are actively flagged to users as they occur, 
and at what threshold of consequence.

Shared responsibilities: where tasks are distributed between different agents, there should 
be cross-industry conventions for how agents interact with, and explain their actions to, other 
agents, the user, the hosting cloud, and other relevant actors.

Governance context
Legibility is among the most well-established requirements in frontier AI governance. 

In the EU AI Act, aside from Article 13’s general mandate for transparency and interpret-
ability, Article 86 grants affected external parties the right to meaningful explanations of 
“the main elements of the decision taken” by AI systems. US NIST AI RMF 1.0 draws a 
distinction between explainability (“a representation of the mechanisms underlying 
AI systems’ operation”) and interpretability (“the meaning of AI systems’ output in 
the context of their designed functional purposes”), noting that jointly, these define 
the perceived trustworthiness of autonomous systems. China’s TC260 AI Safety 
and Governance Framework 2.0 follows a similar logic, mandating constant improve-
ment in AI systems’ explainability and predictability, including their “internal structure, 
reasoning logic, technical interfaces, and output results of AI systems”. For agentic sys-
tems, satisfying these requirements means explaining not only agents’ outputs, planning, 
and tool selection, but also real-world outcomes produced by autonomous actions.

Illustrative Cases
In recent research, there is a growing consensus that conventional explainability 

and interpretability methods are limited when applied to the agent lifecycle, from goal for-
mation through environmental interaction to outcome evaluation [Interpreting Agentic 

https://artificialintelligenceact.eu/article/13/
https://artificialintelligenceact.eu/article/86/
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://www.tc260.org.cn/upload/2025-09-15/1757911253996041369.pdf
https://arxiv.org/html/2601.17168v1
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Systems: Beyond Model Explanations to System-Level Accountability]. Empiri-
cal work from the Vector Institute highlights an additional need for process-time and 
outcome-time explanations to support multi-step decision-making in an agentic set-
ting [From Features to Actions: Explainability in Traditional and Agentic AI Systems]. 
Anthropic’s research on chain-of-thought faithfulness suggests that reasoning traces 
are not always faithful to the model’s underlying reasoning, a finding reinforced by 
Google DeepMind’s work on measuring chain-of-thought legibility and coverage. Ali-
baba’s Artificial Intelligence Governance Research Center white paper argues that 
agents should be integrated with visualisations and interaction interfaces that 
make the rationale behind each decision accessible to users and regulators. Anthrop-
ic’s Trustworthy agents framework further highlights that legibility requires coverage 
across the full agent stack, from model through harness, tools, and execution environment, 
not only the reasoning layer. To standardise what a sufficient explanation should contain, 
one proposed solution is the Minimal Explanation Packet. This bundles plan summaries 
with tool input-output traces and policy compliance indicators, and is designed to make an 
agent’s reasoning process legible across each stage of its execution rather than only at 
the point of final output. 

Several engineering efforts are converging on building the observability infrastructure 
that is needed to make agentic actions continuously legible. OpenTelemetry’s work 
on Evolving Standards and Best Practices in AI agent observability builds upon Goog-
le’s Agents white paper and defines cross-industry semantic conventions for agent actions 
that are framework- and vendor-neutral. The conventions are designed so that telem-
etry can  support both operational monitoring and reconstructing an agent’s decision 
sequence in a way that is legible for human oversight. Shanghai AI Lab’s AgentDoG: 
A Diagnostic Guardrail Framework proposes an explainable AI module for trac-
ing agentic actions to specific planning steps, tool selections, or context misinterpretations. 
The principle of legibility also underlies agentic security commitments issued by China’s AI 
Industry Development Alliance, in which a coalition of major developers commits not only 
to presenting users with the full execution chain, but to ensuring that critical operations 
are actively flagged to users, “guaranteeing that application behaviour is perceptible”. 
This commitment highlights that execution transparency alone is insufficient for sys-
tems where users cannot reasonably monitor every autonomous step. The commitment 
is to actively surface consequential decisions as they are being made rather than simply 
making them available for later review.

Principle 10: Human Oversight	

What is it
As agents execute longer and more complex action chains, it becomes impossible for 

humans to approve each action. Human oversight requires structured human decisions 
at defined intervention points, calibrated to the risk, reversibility, and sensitivity 
of the action, and includes in-the-loop approval checkpoints, on-the-loop monitoring, 

https://arxiv.org/html/2601.17168v1
https://arxiv.org/pdf/2602.06841
https://arxiv.org/pdf/2602.06841
https://arxiv.org/pdf/2602.06841
https://arxiv.org/pdf/2510.23966
https://s.alibaba.com/cn/WhitePaperHome
https://www.anthropic.com/research/trustworthy-agents
https://github.com/VectorInstitute/Agentic-Transparency
https://opentelemetry.io/blog/2025/ai-agent-observability/#establishing-a-standardized-semantic-convention
https://www.kaggle.com/whitepaper-agents
https://arxiv.org/html/2601.18491v1#S6
https://arxiv.org/html/2601.18491v1#S6
https://mp.weixin.qq.com/s/qeELmpD4MHJ7N1Oiu1LCBw
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batch review, and AI-assisted oversight .  This enables graduated autonomy: 
if agents demonstrate reliability, approval requirements can be relaxed, ensuring that 
expanded agent autonomy is earned rather than granted by default.

Practical guidance for implementing Human Oversight
Agent developers: build oversight interfaces, including human and AI-assisted oversight 
modes, and mechanisms through which agents must pause and request human input; use 
demonstrated agent performance data to determine when approval requirements can be 
relaxed, rather than setting autonomy levels statically.

Deployers: select which combination of oversight modes applies to their operational context, 
and calibrate intervention to the risk, reversibility, and complexity of each action.

Shared responsibilities: where agents operate across organisational boundaries or delegate 
to sub-agents, whoever operates the orchestration layer should maintain coherent oversight 
across the chain.

Governance context
Human oversight is an actively developing principle in agentic AI governance. Singa-

pore’s IMDA Model AI Governance Framework calls on organisations to “define significant 
checkpoints or action boundaries that require human approval, especially before sen-
sitive actions are executed”, specifying four trigger categories: high-stakes decisions, 
irreversible actions, outlier behaviour, and user-defined boundaries. Both Singapore’s CSA 
Draft Addendum on Securing Agentic AI and China’s TC260 Research Report on Agent 
Safety Standardisation identify the overwhelming importance of human oversight – 
through exploitation of cognitive limitations or compromised interaction frameworks 
– as a distinct agentic risk vector. The EU AI Act Article 14, though limited to high-
risk systems, establishes functional requirements for human oversight, including the 
ability for humans to disregard and override system outputs. Across these frame-
works, a central governance challenge is emerging: how to operationalise meaningful 
human control as agent autonomy increases.

Illustrative cases
Major agent platforms have independently converged on systems of structured 

human oversight that move beyond binary approve-or-reject gates. OpenAI’s Operator 
System Card describes a three-tier model: user confirmations before actions with real-
world consequences; a “watch mode” where the agent requires active human supervision on 
sensitive sites such as email; and outright task limitations, where the agent declines high-
risk operations entirely. Amazon Web Services’ Bedrock Agents implements two tiers of 
human validation – user confirmation (for straightforward approval of proposed actions), 
and return of control (for scenarios requiring the human operator to modify parameters or 
contribute additional context before execution). LangChain’s middleware framework uses 
a similar structure, with three decision types – approve, edit, or reject – applied per 
tool call against a configurable policy. These implementations converge on a shared 

https://www.imda.gov.sg/-/media/imda/files/about/emerging-tech-and-research/artificial-intelligence/mgf-for-agentic-ai.pdf
https://isomer-user-content.by.gov.sg/36/703ff9fe-9db1-4e09-98c2-89e3d7007ef0/Draft%20Addendum%20on%20Securing%20Agentic%20AI%20%5bFor%20Public%20Consultation%5d.pdf
https://www.tc260.org.cn/portal/article/2/6c6d0fbc04974a9aabd61b30208bbb60
https://www.tc260.org.cn/portal/article/2/6c6d0fbc04974a9aabd61b30208bbb60
https://artificialintelligenceact.eu/article/14/
https://openai.com/index/operator-system-card/
https://openai.com/index/operator-system-card/
https://aws.amazon.com/blogs/machine-learning/implement-human-in-the-loop-confirmation-with-amazon-bedrock-agents/
https://docs.langchain.com/oss/python/langchain/middleware/built-in
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logic: agents must be able to pause before consequential actions, present structured 
information to a human decision-maker, and resume only on the basis of an explicit, 
recorded decision.

Yet the industry’s own evidence suggests that per-action oversight is already 
showing strain. Microsoft’s response to the NIST/CAISI consultation arguing that 
only higher-impact or uncertain actions should be escalated to human reviewers, citing AI 
Approvals in Copilot Studio as one example. Both Perplexity and Anthropic, in their 
respective responses, identify approval fatigue as a core vulnerability: as users habit-
uate to confirmation prompts, they start to approve actions without scrutiny, and the 
control stops providing its intended check. Claude Mythos Preview System Card equally 
finds that greater agent autonomy makes casual oversight harder while creating natural 
incentives for users to provide less of it. Google DeepMind’s work on agent traps takes 
this further, anticipating attacks specifically engineered to induce approval fatigue 
or present benign-looking summaries that exploit automation bias in human reviewers 
[AI Agent Traps]. Anthropic’s empirical measurement of agent autonomy in deployed sys-
tems suggests that experienced users auto-approve more frequently but also interrupt 
agents more often, while agents themselves initiate check-ins at higher rates as task 
complexity increases, indicating that oversight shifts in form, rather than disappears, 
alongside experience and task demands. 

Several sources now point toward graduated autonomy as the response, framing human 
oversight not as a single mechanism but as a set of complementary tools that opera-
tors select based on task length and stakes. These include reviewing plans before execution, 
human modification of proposed actions, agents surfacing uncertainty, flagging of irrevers-
ible actions, and the ability to redirect agents mid-task. 

https://downloads.regulations.gov/NIST-2025-0035-0399/attachment_1.pdf
https://www.regulations.gov/comment/NIST-2025-0035-0505
https://www-cdn.anthropic.com/43ec7e770925deabc3f0bc1dbf0133769fd03812.pdf
https://www.anthropic.com/claude-mythos-preview-system-card
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6372438
https://www.anthropic.com/news/measuring-agent-autonomy
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4. Conclusion & Open Questions
Agentic AI risk management is a nascent field, and the governance practices that will 

shape it are still in development. Yet across frontier labs, cloud platforms, govern-
ance frameworks, industry consortia, and academic research, a recognisable set of 
technical principles is taking shape for managing agent-specific risks.

•	 There is convergence within both governance frameworks and technical practice. 
Different jurisdictions are identifying similar governance principles, and frontier 
labs and major platforms have independently implemented similar controls. Together, 
they are building a coherent set of safety measures across the agentic lifecycle.

•	 Different safety principles have different levels of maturity. Where principles 
are inherited from established security-engineering approaches, developers have 
more interoperable implementations to draw on; but many open problems remain, 
especially around multi-agent security and agentic supply chain risks.

•	 Agentic risk management requires defence-in-depth and a multi-stake-
holder approach. Developers, deployers, platform providers, and the open source 
ecosystem each bear primary responsibility for a different subset of controls, and no 
single actor controls the full stack.

•	 Standardisation and interoperability protocols, including Model Context Protocol, 
Agent-to-Agent communication, the Open Agent Auth framework, and the 
Agent Payments Protocol, are emerging as the infrastructure layer on which cross-or-
ganisational agentic deployments will depend. Their governance properties are 
becoming as consequential as their technical ones.

•	 Governance lags behind how autonomy is granted and adjusted in agentic systems. 
As agents move from constrained, supervised deployment toward autonomy 
earned through demonstrated performance, governance frameworks and regulation 
have yet to catch up.

Future Work on Agentic Risk Management
The controls mapped here address agents that are compromised, misused, 

or malfunctioning. The effective pursuit of misaligned goals by agents function-
ing exactly as engineered presents a broader systemic risk that is not addressed in 
this companion report Equally, even if the principles mapped here are satisfied, this does 
not preclude risks that propagate through societal systems to people uninvolved in 
an agent’s operation—a dimension of agentic risk where further empirical research is 
needed. Several other gaps remain:

•	 Multi-agent governance is a pressing challenge. Real-world deployments increas-
ingly spawn sub-agents and inter-agent interactions that require a systemic 
risk management approach. 
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•	 Tool supply chain risks extend beyond code dependencies to tool descriptions, 
remotely hosted APIs, memory stores, and orchestration protocols. Current practices 
treat tools as static attack surfaces, leaving the problem of configuration errors 
and risky connectors partly unaddressed.

•	 Self-improving agents pose a distinct category of risks. Agents that autono-
mously evolve through interactions with their environment will require risk 
assessment and mitigation approaches that treat the agent as a moving target 
with continuously shifting properties.

•	 Identifying agentic risk sources remains an open problem. This companion 
report focuses on operationalising mitigations for known risk categories rather 
than on systematically surfacing new risks as agent capabilities and deploy-
ment contexts evolve.  

•	 Development of insurance and liability for agents could incentivise the adoption of 
safety practices, but methods for pricing agent failures and attributing responsibil-
ity are still nascent.

•	 A key priority is post-deployment research on how users employ agents, when and 
how oversight shifts, and where risk management practices hold up under real use.

•	 Retirement and decommissioning are not covered by the lifecycle stages 
mapped here. Future work should study how to safely retire agents by deleting or 
exporting necessary data, revoking credentials, terminating sub-agents and back-
ground tasks, releasing cloud and network resources, and preserving audit evidence.

The Value of Sharing Best Practices
This companion report establishes a shared agentic AI risk management baseline: a map 

of where independent actors have already arrived at similar answers, where they have not, 
and where the hardest questions still sit. No single developer, deployer, platform provider, 
regulator, or research institution holds the full picture; these actors therefore have 
a mutual interest in making their controls compatible and creating a unified operation-
alisation of the risks. The goal is to enable secure adoption without constraining the 
benefits that agentic AI systems can deliver. 
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