2023-2024 Annual Online Safety Report
for Instagram under

Code of Practice for Online Safety in Singapore

Introduction

Singapore Code of Practice for Online Safety

The Code of Practice® (COP) contains ex-ante requirements to ensure that desighated social media services have systems in place to minimise harmful content
on the platform, calling out in particular measures for young users under 18; it also includes transparency reporting requirements. The COP, issued by the
Infocomm Media Development Authority (IMDA), specifies outcomes that designated Social Media Services (Service), designated under section 45K(1) of the

Broadcasting Act 1994, have to meet with, to enhance online user safety, particularly for young users, and curb the spread of harmful content on the
platform.

1 https://www.imda.gov.sg/-/media/imda/files/regulations-and-licensing/regulations/codes-of-practice/codes-of-practice-media/code-of-practice-for-online-safety.pdf
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Background

This report is developed by Meta Platforms Inc. (Meta) in relation to the Instagram online platform (Instagram) in accordance with the annual online safety
requirements under section 45K(1) of the Singapore Broadcasting Act 1994.

This report is limited to Instagram, the Social Media Service designated under section 45K(1) of the Broadcasting Act 1994, and does not cover any other Meta-
provided services that are outside the scope of that designation. The report contains information for a reporting period of April 1, 2023 to March 31, 2024. In
some situations, due to process and/or product limitations, it was not possible to provide certain categories of data. Where applicable, this is noted in the
additional comments in the relevant sections below.

Below we provide information per the respective sections and paragraphs of the COP. More information on our approach to content moderation and safety
tools can be can be found in the Meta Transparency Centre? and Meta Safety Centre3 respectively.

Executive Summary

We recognise our responsibility at Meta to protect the safety of people who use our services. It is inherent and essential to our business: Singaporeans, other
people around the world and businesses globally will only continue to use our technologies if they have positive, meaningful and safe experiences. We have
around 40,000 people overall working on safety and security, and we have invested over USS$20 billion since 2016. As part of this effort, Meta has developed
more than 50 tools and features® to help support teens and their parents in having a safe online experience on our apps.

We also recognise the importance of collaboration between the technology industry, governments and civil society to combat online harms. This Code is a
positive step in facilitating this collaboration by providing greater transparency about the efforts technology companies have made towards online safety. We
believe that transparency of such information will help inform public discourse and policy development.

This report gives an overview of the various policies, enforcement practices, tools, products, resources and partnerships we have developed to enhance the
safety and security of our users in relation to our commitments under the Code. For the first time, due to our commitments under this Code, we are also
providing Singapore-specific metrics for a number of harm categories on content created in Singapore that we have taken action on. The metrics represented
are for the period of April 1, 2023 to March 31, 2024, unless otherwise specified, and can be found in the transparency section of each harm category. Given

2 https://transparency.meta.com/en-gb/
3 https://about.meta.com/actions/safety
4 https://about.fb.com/news/2023/06/parental-supervision-and-teen-time-management-on-metas-apps/
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our years of investment in online safety, this report contains information about our work that took place beyond the reporting period (i.e. prior to April 1,
2023), and which remain in effect today.

2023 — 2024 Annual Online Safety Report to be submitted to IMDA under the Code of Practice for Online Safety

Instructions

e Template for designated Social Media Services’ (dSMS) submission of annual online safety report.
® The annual online safety report will be published on IMDA’s website. Please ensure that the report contains all the information requested in this
template and adheres to the format of the template as closely as possible.

Please ensure that information provided is for the reporting period that IMDA has agreed to with the dSMS.
Please include Singapore-relevant data and information where possible.
Please try to map the content categories to the harmful/inappropriate content categories under the Online Safety Code.
The annual online safety report must be submitted to OCO@imda.gov.sg by no later than 31 Jul 2024.

Code Obligations:

For dSMS’s input

Additional
Comments and
Explanatory Notes
on the data
provided

Paragraph 8: End-users must
be able to use the Service in a
safe manner. In this regard,
the Service must put in place
measures to minimise end-
users’ exposure to harmful
content, empower end-users

Section A: User Safety

Please provide information on the measures in place for all End-users in Singapore:

Paragraph 8: All end-users in Singapore

The mission of Meta Platforms, Inc. (Meta) is to enable people to build community and bring the
world closer together. But none of this is possible if people don’t feel safe with our technologies.
We have around 40,000 people overall working on safety and security, and we have invested over

We require that
people who use our
apps (i.e. Instagram
for the purpose of
this report) are aged
13 years and above.
“Children” between
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to manage their safety on the
Service and mitigate the
impact on end-users that may
arise from the propagation of
harmful content.

And

Paragraph 9: Children in
particular, may lack the
capacity or experience to deal
with the information and
content available online and
will need more protection to
ensure a safer online space for
them. In this regard, the
Service must therefore also
have specific measures to
protect children from harmful
content.

USS$20 billion since 2016. Every quarter we publish a Community Standards Enforcement Report®,
which tracks our progress and demonstrates our continued commitment to making Instagram
safe and inclusive.

Our approach to online safety consists of five components, which we elaborate on in the
proceeding sections of this report:

e Policies that provide clear rules on what is allowed and not allowed on our applications.
These are our Community Guidelines®, which cover 22 different violation areas spanning
from frauds and scams to bullying and harassment. These guidelines are global and
available in over 93 different languages.

e Enforcement processes, tools and technologies that help us scale and accelerate policy
enforcement efforts.

e Tools, products and resources that raise awareness of online safety issues, provide access
to accurate and credible information, give more context on content people see, and
provide people with more control over their online experience. Meta has developed more
than 50 tools and features’ to help support teens and their parents. Since 2023, the
following safety tools were launched on Instagram:

o0 January 2023: We began giving teens more ways to manage the types of ads they
see on Instagram with ad topic controls®.

o February 2023: Meta and the National Centre for Missing and Exploited Children
(NCMEC) launched Take It Down®, a new tool to help prevent the spread of young
people’s intimate images. NCMEC is a nonprofit organisation whose mission is to

the ages of 13-17
who use our
application will be
referred to as
“teens” through this
report.

The only time we
refer to "minors" in
this report is when it
is in direct relation to
our Community
Guidelines as
currently published
on the Meta
Transparency Centre.

5 https://transparency.meta.com/reports/community-standards-enforcement/

6 https://www.facebook.com/help/instagram/477434105621119/

7 https://about.fb.com/news/2023/05/raising-awareness-about-youth-safety-tools-on-instagram/

8 https://about.fb.com/news/2023/01/age-appropriate-ads-for-teens/

9 https://about.fb.com/news/2023/02/helping-prevent-the-spread-of-young-peoples-intimate-images-online/
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help find missing children, reduce child sexual exploitation, and prevent child
victimisation.

0 June 2023: We began requiring people to send an invite to get their permission to
connect in DMs on Instagram. We limit these message request invites to text
only, so people can’t send any photos, videos, or voice messages, or make calls,
until the recipient has accepted the invite to chat. These changes mean people
won'’t receive unwanted photos, videos, or other types of media from people
they don’t follow.

O October 2023: We gave people the option to manually hide comments'?, to give
them even greater control over comments that they may find upsetting or
unwelcome, in addition to our Hidden Words tool.

o0 January 2023: We launched Quiet Mode??, a feature to help people focus and to
encourage them to set boundaries with their friends and followers. We prompt
teens to turn on Quiet Mode when they spend a specific amount of time on
Instagram late at night.

o January 2023: We made updates to give people more control over the content
they see on Instagram?®®. First, we gave people the option to choose to hide
multiple pieces of content in Explore at one time. When people select “not
interested” on a post seen in Explore, we aim to avoid showing them this kind of
content in other places where we make recommendations, like Reels, Search and
more. We also began allowing people to customise their recommendations with
keywords. People can add a word or list of words, emojis or hashtags that they
want to avoid — like “fitness” or “recipes” —and we'll no longer recommend
content with those words in the caption or the hashtag.

o0 January 2024: We began hiding more types of age-inappropriate content* for
teens on Instagram.

10 https://about.fb.com/news/2023/06/parental-supervision-and-teen-time-management-on-metas-apps/amp/
11 https://help.instagram.com/116024195217477

12 https://about.fb.com/news/2023/01/instagram-quiet-mode-manage-your-time-and-focus/

13 https://about.instagram.com/blog/announcements/new-ways-to-control-what-you-see-on-instagram

14 https://about.fb.com/news/2024/01/teen-protections-age-appropriate-experiences-on-our-apps/
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January 2024: We began hiding more results in Instagram search related to
suicide, self-harm and eating disorders. Now, when people search for terms
related to suicide, self-harm and eating disorders, we’ll start hiding these related
results and will direct them to expert resources for help.

January 2024: We launched new nighttime nudges® that show up when teens
have spent more than 10 minutes on Instagram Reels or Instagram DM late at
night. They’ll remind teens that it’s late, and encourage them to close the app.
January 2024: We began prompting teens to update their Privacy Settings on
Instagram®® in a single tap with new notifications.

January 2024: We announced stricter default message settings for teens'’ under
16, meaning only people they follow or people they’re already connected to can
message them or add them to group chats.

January 2024: Building on Instagram’s existing Parental Supervision tools, parents
using supervision will now be prompted to approve or deny*® their teen's (under
16) request to change their default safety and Privacy settings to a less strict state
—rather than just being notified of the change.

Partnerships that provide on-the-ground knowledge and expertise and enhance digital
literacy. In Singapore, some of our notable partnerships include working with the local
community organisations like EYEYAH!, an award winning educational company that uses
eye-catching artworks and illustrations to create engaging learning materials for children
and teens, TOUCH Community Services, Cyber Youth Singapore, SG Her Empowerment,
and more. Meta also consults with experts on the Media Literacy Council (MLC) and at
the Institute of Policy Studies (IPS) and the Centre for Trusted Internet and Community
(CTIC) at the National University of Singapore (NUS), as well as government partners such
as the Ministry of Digital Development and Information’s (MDDI) Digital Readiness and
Learning Division, and the InfoComm Media Development Authority’s (IMDA) Digital

15 https://about.fb.com/news/2023/06/parental-supervision-and-teen-time-management-on-metas-apps/

16 https://about.fb.com/news/2024/01/teen-protections-age-appropriate-experiences-on-our-apps/

17 https://about.fb.com/news/2024/01/introducing-stricter-message-settings-for-teens-on-instagram-and-facebook/

18 https://about.fb.com/news/2024/01/introducing-stricter-message-settings-for-teens-on-instagram-and-facebook/
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Literacy and Wellness / DfL Learning Design department. Please see our response to
paragraphs 13 and 21 below for details of programs we run with these partners.

e Transparency of our efforts for the public to scrutinise and hold us accountable by
sharing our policies, enforcement and transparency reports published on our
Transparency Centre®.

Please provide information on any differentiated or additional measures in place for Children:

Paragraph 9: Children

We require that people who use our apps are aged 13 years and above. We want teens to have
safe, age-appropriate experiences on our apps. We regularly consult with experts in adolescent
development, psychology and mental health to help make our applications safe and age-
appropriate for teens, including improving our understanding of which types of content may be
less appropriate for teens.

Meta has developed more than 50 tools and features® to help support teens and their parents,
and we have spent over a decade developing policies and technology to address content and
behaviour that breaks our rules. In particular, we have recently launched a package of new
measures for teens that involves the following, including those mentioned in our response to
paragraph 8:

e Making it more difficult for adults to find, follow and message unconnected teens
e Limiting advertisers’ ability to reach teens

e Further limiting teens’ ability to see sensitive content so as to ensure they have more age-
appropriate content experiences

19 https://transparency.meta.com/

20 https://about.fb.com/news/2023/05/raising-awareness-about-youth-safety-tools-on-instagram/
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e Messaging defaults for teens that prevent them from being contacted by other accounts
they are not connected to

e Parental supervisory tools? for teens across Instagram that allow parents and guardians
to set daily time limits, blocking hours when teens are unable to use the apps, as well as
approve or deny changes teens may make to some of their settings

e New nighttime nudges that show up when teens have spent more than 10 minutes on a
particular Instagram surface (i.e. Reels or Instagram Direct Message) late at night. They’ll
remind teens that it’s late, and encourage them to close the app.

We elaborate on these measures in the proceeding sections.
A note on Age Assurance

We understand that age assurance is out of scope for this report; however, as it is directly related
to the safety of our technologies and providing an age-appropriate environment and content for
our end-users, especially teens, we are sharing the approach taken by Meta:

Understanding age is an industry-wide challenge because people may misrepresent how old they
are to access apps that weren’t designed for them. We’ve invested in technology and tools to
help provide age-appropriate experiences on our technologies, but there is no perfect solution to
online age verification.

Getting age right is important to help young people have the best experience they can:
connecting with friends and family, exploring their interests, and expressing their creativity. For
example, when we know someone is a teen on Instagram, we’re able to automatically default
them into more private settings.
e We've invested in a combination of technologies and have taken a multilayered
approach:

21 https://familycenter.meta.com/
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o We require everyone on Instagram to share their age with us in order to have an
account across our apps.

o We use artificial intelligence (Al) to detect age-lying and to better understand
whether or not someone is a teen or an adult on Instagram. For example, this
technology helps us prevent adults from messaging teens, and helps teens from
receiving restricted ad content.

o People can report underage accounts, and we train our content reviewers to flag
accounts that may be used by those who are underage.

o If someone attempts to edit their date of birth on Instagram from under the age of 18
to 18 or over, we’ve introduced age verification tools that are privacy-preserving and
give people more than one option to choose from to verify their age.

O Our age verification tests show that our tools are working to help keep people within
age-appropriate experiences. Since we began testing, for example, we found that we
were able to stop 96% of teens who attempted to edit their birthdays from under 18
to over 18 on Instagram from doing so.

As age assurance is evolving across industry and companies are finding the most effective, user-
friendly and privacy protective way to facilitate age verification, Meta has globally advocated for
age verification at the application store level with age signals passed throughout app ecosystems.
Meta sees Singapore’s forthcoming app store Code of Practice as an opportune moment for
requiring this:

e The app store can provide a simple way for parents to verify their children’s ages and
review and approve apps their children are using right on their phones and tablets.

e This approach prioritises data privacy and security. Parents and teens should not have to
give their government IDs or other identity documentation to each and every app out
there to verify their teen’s age or their age. That kind of approach increases the
opportunity for identity theft or other misuse of their identity data. We should minimise
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the number of times and places where parents and teens should have to prove their age.
Data privacy and security should be a top priority.

e Verifying age and getting consent at the place where teens download an app ensures all
apps available to teens use the same trusted standard to verify age and then deliver age-
appropriate content and experiences. All apps and online services are treated fairly and,
most importantly, it gives parents peace of mind by providing a clear, simple, consistent
system that regulators can monitor and parents can trust.

e This approach means when it comes to age verification at signup, regulators need only
verify the app store’s system for verifying age and an app’s utilisation of that system. An
app by app approach creates a far greater burden on regulators, and likely will result in
significantly greater non-compliance as regulators will have a hard time tracking the
myriad apps and monitoring the efficacy of their age assurance systems.

® On the part of Meta technologies, on Meta Horizon Store (out of scope for this report),
we already use our Age APIs to help make it easier for developers to better understand
the ages of people who use their apps so they can provide age-appropriate experiences
for preteens, teens and adults. For example, when someone launches an app on Meta
Horizon, these APIs allow Meta to share whether the app is used by a preteen, teen or
adult account. The app is then able to use this information to tailor a more age-
appropriate experience and to properly protect young people’s data.

Paragraph 11: End-users’
exposure to harmful content
must be minimised via
reasonable and proportionate
measures. These measures
include, but are not limited to,
a set of community guidelines

Please provide information on the community guidelines and standards in place and how they
address the categories of harmful content in paragraph 4.

Meta maintains a set of globally applicable policies and guidelines, including our Community
Guidelines® and Advertising Standards?® that define what is and isn’t allowed on Instagram.
These guidelines apply to content worldwide and are integral to helping our users have positive
experiences on Instagram. They define what we consider to be unacceptable use of our services

22 https://www.facebook.com/help/instagram/477434105621119/

23 https://transparency.meta.com/policies/ad-standards/
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and standards, and content
moderation measures that are
put in place and effected by
the Service. The Service’s
community guidelines and
standards must address the
categories of harmful content
in paragraph 4 and must be
published.

and provide users with transparency on those rules. Our detection and enforcement mechanisms
enforce these guidelines and standards using comprehensive guidelines to best enable
consistency across decisions, and we provide information about how this works in our
Transparency Centre.

The goal of our Community Guidelines is to create a place for expression and give people a voice
whilst also protecting users from abuse. We make our policies and guidelines accessible by
translating our community guidelines into 93 languages. To try to ensure that everyone's voice is
valued, we take great care to include people from all communities, particularly marginalised
communities, in the evolution of our guidelines. We also engage externally with safety advocates,
human and civil rights experts, mental health experts, educators, think tank researchers, policy
writers, users, and parents to inform policy updates.

Each section of our Community Guidelines starts with a "Policy Rationale" that sets out the aims
of the policy followed by specific policy lines that outline: i) content that's not allowed; and ii)
content that requires additional information or context to enforce on, content that is allowed
with a warning screen or content that is allowed but can only be viewed by adults aged 18 and
older.

Violating our policies may result in deleted content, disabled accounts, or other restrictions.

The Meta policy management process requires the Community Guidelines to be routinely
reviewed to validate they are up-to-date with evolving trends across cultures. This process has a
robust feedback loop to identify and prioritise needed policy changes, update required roadmaps,
and retrain our models and human reviewers to implement the policy change(s). Additionally,
some policy teams coordinate to enable integration across problem areas and services, and to
identify risk trends surfacing through process and system monitoring.

Additionally, Meta has internal policies, frameworks, and procedures in place to enforce the
community guidelines and manage the operational activities surrounding the identification,
enforcement, and management of violating content on our online services.
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Please see below for a table setting out how the Community Guidelines address each of the
categories of harmful content in paragraph 4 of the Code of Practice:

Code of Practice Category Instagram Community Guidelines

Sexual Content Adult Nudity and Sexual Activity?*

Child Sexual Exploitation, Abuse, and Nudity®

Violent Content Violent and Graphic Content?®
Violence and Incitement?’

Suicide and Self Harm content Suicide and Self Injury®®

Cyberbullying Bullying and Harassment?®

Hate Speech®

Content Endangering Public Health Restricted Goods and Services?!

24 https://transparency.meta.com/en-gb/policies/community-standards/adult-nudity-sexual-activity/
25 https://transparency.meta.com/en-gb/policies/community-standards/sexual-solicitation/

26 https://transparency.meta.com/en-gb/policies/community-standards/violent-graphic-content/

27 https://transparency.meta.com/en-gb/policies/community-standards/violence-incitement/

28 https://transparency.meta.com/en-gh/policies/community-standards/suicide-self-injury/
29 https://transparency.meta.com/en-gb/policies/community-standards/bullying-harassment/

30 https://transparency.meta.com/en-gb/policies/community-standards/hate-speech/

3% https://transparency.meta.com/en-gb/policies/community-standards/regulated-goods/
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Content Facilitating Vice Restricted Goods and Services*?

Dangerous Organisations and Individuals®3

More information about how the Community Guidelines apply specifically to teens can be found
in our response to paragraph 17.

Please provide information on the content moderation measures in place and how they are
enforced or effected. Please include screenshots or evidence where possible.

Every day, we remove millions of violating pieces of content and accounts on Instagram. In most
cases, this happens automatically, with technology to detect, restrict, and remove content and
accounts that may go against our Community Guidelines and other policies. In other cases, our
technology selects content for human review. Our review teams review a blend of user reports
and content surfaced by our technology. Our technology also supports the review teams by
prioritising the most critical content to be reviewed, based on severity, virality, and likelihood of a
violation. Our review systems use technology to prioritise high-severity content with the potential
for offline harm (e.g. posts related to terrorism and suicide) and viral content that is spreading
quickly and has the potential to reach a large audience, in order to prevent as much harm as
possible.

Our content review team operates globally and reviews content 24/7 in over 80 languages,
including the four official languages in Singapore. The team includes reviewers with language
expertise to enforce our policies in cases where certain words or content require additional
contextual understanding. We also have a global pool of language-agnostic reviewers for content
that does not require language expertise, such as nudity and sexual activity.

Of the violating content we take action on, our technology detects the vast majority of it before
anyone reports it and we publish how effective we proactively detect and remove violating

32 https://transparency.meta.com/en-gb/policies/community-standards/regulated-goods/
33 https://transparency.meta.com/en-gb/policies/community-standards/dangerous-individuals-organizations/
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content in our quarterly Community Standards Enforcement Report®* in our Transparency Centre.
Additional details on how our content moderation policies and processes work can be found on
the enforcement section® on the Transparency Centre.

Restricting Accounts

We also take action against accounts that post content that violate our Community Guidelines,
Terms of Service or our Content Distribution Guidelines on multiple, separate occasions in the
recent past. Actions we take are based on a strike system and vary depending on the severity of
the violation and the number of violations. These restrictions generally only apply to accounts.

If content posted goes against our more severe policies, such as our policies on Dangerous
Organisations and Individuals, the account may receive additional, longer restrictions from certain
features, on top of the standard restrictions above. For example, the account may be restricted
from creating ads and using Instagram Live or posting and commenting for a set period of time,
starting on the first strike.

For most violations, if the user continues to post content that goes against the Instagram
Community Guidelines after repeated warnings and restrictions, we will disable the account.

Paragraph 12: End-users must
have access to tools that
enable them to manage their
own safety and effectively
minimise their exposure to,
and mitigate the impact of,
harmful content and unwanted
interactions on the Service.
Such tools may include:

Please provide information on the following, and include screenshots or evidence where
possible.

All end-users in Singapore:

At Meta, we take a comprehensive approach to making our technologies a safe place for
everyone. Our goals for developing safety tools are simple. We want users to:

e Stay safe on our technologies
e Keep their accounts secure

34 https://transparency.meta.com/reports/community-standards-enforcement/

35 https://transparency.meta.com/en-gbh/enforcement/
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(a): Tools to restrict visibility of
harmful content and/or
unwanted comments

(b): Tools to limit visibility of
the end-user’s account,
including profile and content,
as well as contact and/ or
interactions with other end-
users

(c): Tools to limit location
sharing

Know how to protect their information
Have more control over their online experience

On Instagram, users are in charge and in control of what they choose to share, the content others
see and experience from them and who can contact them. Users can share with us their content
preferences. Taking full advantage of our safety tools enables an enriched experience for the
users. The Instagram Help Centre3® provides information to users about our tools and policies to
stay safe, secure their accounts and protect their information.

Paragraph 12(a): Tools to restrict visibility of harmful content and/or unwanted comments

Unfollow or Mute: When a user unfollows someone, they won't see that person’s posts
in their feed. Instagram won’t notify the person, but their profile will say Follow instead
of Following. Users can mute an account if they’d like to stop seeing what they share, but
are hesitant about unfollowing them entirely. This way, people don’t know they’ve muted
them.

Block: When a user blocks someone, the blocked person won’t be able to see the user's
profile, posts, or reels on Instagram and they now also have the option to block other
accounts they may have or create, making it more difficult for that person to contact the
user. In addition, people that user blocks can no longer tag them or invite them to events
or groups. Blocking is reciprocal, so the user also won't be able to see things the blocked
person posts.

Content Preferences: At Instagram, we believe in giving users control over their
experience. Our content preference settings allows users to customise their feed by
choosing to see more or less of certain types of content, such as posts from specific
accounts or hashtags. Additionally, users can select specific accounts to "Mute" or
"Unfollow" to stop seeing their posts. We provide clear instructions on how to access and

36 https://help.instagram.com/
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use these controls, ensuring users can tailor their experience to suit their preferences.
Users can see their content preferences under the Settings.

O The "Not Interested" feature allows users to demote content they are not
interested in on their Feed or in Reels, explore or search, and thus see less of such
content.

o Hidden words and phrases: Users can hide the content that may be
inappropriate, disrespectful, or offensive (example: racial slurs, curse words or
sensitive words) or are not interested to see, using the hidden words and phrases
option. Users can also create a custom list of words, phrases, numbers, hashtags
and emojis related to the content they want to see less.

< Settings and activity < Content preferences

Content from accounts you don't follow
Q Comments

Interested
Y Sharing

Not interested

& Restricted

Hidden words and phrases

@ Limit interactions

Sensitive content
Aa Hidden words

Political content
+2  Follow and invite friends

Snooze suggested posts in faed

Yy Favourites Content from accounts you follow

B\ Muted accounts Reduced by fact-checking

&) Content preferences

X Like and share counts
pa
[0 Device permissions
4 Archiving and downloading

@ Accessibility and translations

=

@ Q ® @ Q ®
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Add to Close Friends List ®

Add to Favourites w

Mute

Restrict

Unfollow

Sensitive Content Control: This feature on Instagram allows users to personalise their
experience by adjusting the amount of sensitive content they see on the app, particularly

in the Explore section. This tool provides three settings:

O Less: Users can choose to further reduce the amount of sensitive content they

encounter.

o Standard(Default): This is the default setting where Instagram limits the amount
of sensitive content shown, similar to the user's current experience.
o More: Users can opt to see more sensitive content. This setting is not available to

users under 18 years of age.

Sensitive content is defined as material that doesn't necessarily violate Instagram's
Community Guidelines but could still be upsetting or offensive to some users. The control
is accessible through the Instagram profile settings under suggested content. Users can
change their settings at any time to suit their preferences. This feature is part of efforts
from Meta to give users more control over their experience and to ensure the application

remains a safe space for all users.

< Mute

Posts

Stories

Notes

Notes on posts and reels

Notes on the map
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Sensitive content control 3:26 ol T E
< Sensitive content control
. Control how much sensiti ontent yoL e from account
O] R N e
0
&)

Less

Control how much sensitive
content you see SURNG]

More
You might see more sensit

This only filters content from accounts
you don't follow, like search results or
recommended content in places like
Reels.

31

R4 You'l still see everything from friends,
family and other accounts you follow.

@ We'll always work to keep Instagram safe
by removing content that goes against
our Community Guidelines. Learn more

BT . - - o

Learn more

e Warning screens in context: We include a warning screen over potentially sensitive
content on Instagram, such as violent or graphic imagery, posts that contain descriptions
of bullying or harassment, if shared to raise awareness, some forms of nudity and posts
related to euthanasia and SSI recovery . We cover certain content in Feed and other
surfaces, so people can choose whether to see it. We restrict users under 18 from seeing
this content.
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Nudging People to Be Respectful in Comments and DMs: Building on new nudging
prompts in 2021, in late 2022 a new notification began encouraging people to pause and
consider how they want to respond before replying to a comment that our systems
detected as potentially offensive. We remind people to be respectful in DMs* when
sending a message request to a creator. This nudge helps people remember that there’s a
real person on the other side of their DM request, and encourages more respectful
outreach to people they may not know.

37 https://about.instagram.com/blog/announcements/introducing-new-ways-to-protect-our-community-from-abuse
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Hidden Words tool: Instagram's Hidden Words tool allows users to customise their
experience by hiding posts, comments, and messages that contain specific words,
phrases, hashtags or emojis that may be potentially offensive and they don't want to see.
In 2022, we extended this to more creators to benefit from this protection, so we’re now
automatically turning on Hidden Words for Creator accounts. Everyone will continue to
be able to turn these settings on or off at any time and build a custom list with additional
words, phrases and emojis they may want to hide. We’ve also expanded the Hidden
Words feature to offer more protections, including:

o To cover story replies, so offensive replies from people you don’t follow will be
sent to your Hidden Requests folder and you never have to see them.

o Improving our filtering to spot and hide more intentional misspellings of offensive
terms, for instance, if someone uses a “1” instead of an “i".
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o DM Request Filter: Adding new terms to filter message requests that might
contain scams or spam, offensive words, phrases or images.

" e = -
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ias. brasiliad
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< Hidden words

Unwanted comments and message requests.
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Hide comments O i
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Advanced comment filtering [ @) Youdsntfo
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Add words, phrases or emojis
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Hide message requests
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w3 idd rds preferences Post hidden Undo
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'
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Manage custom words and phrases
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(@ This post made me uncomfortable

ﬁ Q @ O Block Delete Accept
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123 space return

All end-users in Singapore:

Paragraph 12(b): Tools to limit visibility of the end-user’s account, including profile and content,
as well as contact and/ or interactions with other end-users

We care about the safety of our global community, which is why we provide tools to help keep
users’ accounts secure and protect users’ privacy.

Instagram©2024
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Private account: With a private account, users' content, including their photos or videos
on hashtag and location pages, followers and following list, will only be seen by the
people who follow them and users will have to approve any follow requests.

7:02 Wl T E

< Account privacy

Private account ()

Audience Control: Users can choose their “audience” before sharing a post to their feed.

Their options may include:

o Everyone: When a user has a public account, any posts they make will be visible
to everyone, without restrictions, and will not be limited to only their followers
0 Close friends: When a user chooses to share a post with their close friends only,
the post's visibility will be restricted to:
m  Only their close friends (as designated by the user)
m  The post will not be visible to the general public
The post will not be visible to all their followers, only the selected close

friends
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o Followers: When a user chooses to share a post with their followers only, the
post's visibility will be limited to followers only:
m The post will not be visible to the general public
m  The post will not be visible to users who don't follow the account
m  Also, The post is not publicly accessible and won't appear in hashtag
searches or location tags.

1:43 al FE

< New post

[Meta only] Internal post

) Tag people 5 Audience
A ddmusic > Who would you like to share your post with?
B Akhiyan - Harkirat Sangha,. £ sifat - PARMISH
4 Folowers
«8, Partnership label and ads >
o Close friends ®
— -G | e
© Addlocation : e '

“ i people

Tag and Mention controls: Users can choose whether they want everyone, only people

they follow or no one to be able to tag or mention them in a comment, caption or story.
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(4 Mentions

< Privacy < Tags

Interactions Allow Tags From Allow @mentions From
Q Comments Everyone Everyone

[g] Tags Only People You Follow Only People You Follow
@ @Mentions No One No One

(9 Story

v2 Activity Status

Tagged Posts

Manually Approve Tags

Connections

B Account Privacy
&) Restricted Accounts
® Blocked Accounts

$= Close Friends

A Q ® © & A QA ® O & A a B8 © &

Blocking accounts: When a user blocks someone, the blocked person won’t be able to see
the user's profile, posts, or stories on Instagram and they now also have the option to
block other accounts they may have or create, making it more difficult for them to
contact the user. In addition, people that user blocks can no longer tag them or invite
them to events or groups. Blocking is reciprocal, so the user also won't be able to see
things the blocked person posts.
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Block

@ They won't be able to message you or find your
profie or content on Instagram

B\ They won't be notified that you blocked them.

O You can unblockthem a aay tme in Setigs

Block and report

Limit Interactions: Limit unwanted interactions for a period of time by automatically
hiding comments and message requests from people who don’t follow users, or who only

recently followed users.
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N Recent ol .
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Who to limit Done

Everyone but your close friends
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Accounts that started f 3 you in the past
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Restrict: When an Instagram user restricts someone, that person's comments on their
posts will only be visible to the restricted individual, and not to anyone else. The user who
implemented the restriction has control over how they want to handle the comments:

O O OO

They can choose to view the comment by tapping 'See Comment'
Approve the comment, making it visible to everyone

Delete the comment
Additionally, the restricted account will not be able to see when their Direct

Messages (DMs) have been read or when the person who restricted them is
active on Instagram.
0 The person who has been restricted will not receive a notification, and everything
will seem normal from their end.
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Restrict

7}

Block

Report

Notifications
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See shared activity
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@

Hide your story

S

Copy profile URL

B
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QR code

©

Need a break from instagram?

Limit interactions from someone that you know without
them knowing.

2R They won't see when you're online or when you've
read their messages. Their messages to you will
be moved to Message requests.

Q) Only you and they will be able to see their new
comments on your posts unless you approve
them.

(@ Wnen trying to tag or mention you or remix your
content, they'll see a message that you don't let
everyone da this.

e Instagram DMs (Direct Messaging): We restrict adults over 18 from starting private chats
with teens they're not connected to on Instagram.

All end-users in Singapore:

Paragraph 12(c): Tools to limit location sharing

As it's important for teens in particular to think before they share their location, location sharing
is off for them by default. When either an adult or teen turns on location sharing, we include a
consistent indicator as a reminder that they're sharing their location.

For private accounts, non-followers cannot see location tags and other personal information of

users.
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Anyone can tag a user in their posts, including posts with a location tag. Users will see a
notification if they have been tagged. Tag and timeline review features on Instagram allows users
to control how they are represented on the application by reviewing and approving or rejecting
tags and posts shared on their timeline. These settings can be adjusted to require approval for all
tags or posts, or to automatically approve tags or posts from friends. Depending on the user’s
settings, if someone they aren't friends with tags them, users will receive a request to approve
the tag before it appears on their timeline.

1:45 [ 4
< Tags and mentions
Who can tag v
Allow tags from everyone ®
Allow tags from people that you follow
Don't allow tags
Manually approve tags O
Review tags
Who can @mention you
Allow mentions from everyone ®
Allow mentions from people you follow
Don't allow mentions
Allow people to boost stories that they O
mention you in
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Paragraph 13: End-users must
be able to easily access
information related to online
safety on the Service. Such
information must be easy to
understand and must include
the availability of tools and
local information, including
Singapore-based safety
resources or support centres, if
available. The service should
seek to implement, support
and/ or maintain programmes
and initiatives to educate and
raise awareness of such
information.

And

Paragraph 21: Children must
be able to easily access
information related to online
safety on the Service. Such
information must be easily
understood by children and
must include information on
tools available to protect
children harmful and/or
inappropriate content and

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:

Paragraph 13:

We offer a number of resources to educate users on how to protect themselves online, including
how to find and use our safety tools. We offer many tools, products and resources to users to
address different areas of safety risks and harms, including:

e Adedicated Meta Safety Centre® with targeted themes and audiences, including, but not
limited to youth safety, women’s safety and LGBTQ+ safety. The Women’s Safety Hub3® is
a dedicated safety page for women that offers information about tools and resources that
can help women feel safe online.

453 BB - R 44%E
K, oo G

9)
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)

11:57 ol

< meta.

< meta.

QO Meta

English(US) v
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Search Safety Center Resource
Library

Safety Center -
< Back to Communities

£
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Suggested Filters Clear All

Women LGETQ+ Youth
Mental Health & Well-being

Bullying & Harassment Child Protection

+ See All Filters

Browse by topic or community

Youth safety

Topics

38 https://about.meta.com/actions/safety

39 https://about.meta.com/actions/safety/audiences/women
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unwanted interactions, as well
as local information, including
Singapore-based safety
resources or support centres, if
available. The Service should
seek to implement, support
and/ or maintain programmes
and initiatives to educate and
raise awareness of such
information.

A dedicated Instagram Help Centre that offers a wide range of resources where people
can find detailed FAQ's, step-by-step guides and guidance on privacy, safety and security
on Instagram. The Help Centre provides users with resources for managing privacy,
staying safe online and keeping their accounts secure from spams and scams. The
resources and support information includes links to Singapore-based support institutions
and helpline numbers. (Please see below for the list of local helpline numbers.) The Help
Centre is accessible within the Instagram app (Please see our response to paragraph 24

below for more details.)

928 Bl G0

& Help

Report a problem

Help Centre

Privacy and security help

Support Requests

928 B sl D

& Help Centre

@ Help Centre Q

Hi, how can we help you?

What's new

What can | find in the COVID-19
Information Centre on Instagram?

Digital Collectibles

How can | check my Account Status on
Instagram?

How do | restore content that I've deleted
from my Instagram account?

About Instagram Shopping

Reels

Looking for something else?

‘1? Instagram for Business
= >

The Singapore based institutes and helplines listed below are available on the Instagram

Help Centre® to help users in difficult times:

o Mental Health Helpline*! from Institute of Mental Health

o Samaritans of Singapore®

40 https://help.instagram.com/553490068054878/?helpref=hc_fnav

41 https://www.imh.com.sg/Pages/Contact-Us.aspx

42 hitps://www.sos.org.sg/our-services/#tab-one
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Foryou Accounts Audio Tags  Place
Help is available

If you or someone that you know may be struggling,
there are ways to get help.

Q Contacta helpiine
7 Contacta friend

See suggestions from professionals outside
of Meta

Contact a helpline

Call or text someone who can listen and support you.

Institute of Mental Health (IMH) Mental
Health Helpline

Call the helpline
63892222 &

Visit their website
https://www.imh.com.sg/Pages/Contact- A

aspx

Samaritans of Singapore ($iiIiEEABE)

Call the helpline
1767 %
Text the helpline

Text 9151 0n 1767 q
Email the helpline

pat@sos.org:sg =]
Visit their website 2

https://vww.s0s.0rg.sg/contact-us/

Transparency Centre: We publish information on our policies and the enforcement of our
policies in the Transparency Centre, which in turn helps educate users and allows the
public to scrutinise our content moderation practices. For years, we have been publishing
regular transparency reports® to give our community visibility into how effectively we
enforce our policies, respond to data requests and protect intellectual property. Please
see below graph from our Community Standards Enforcement Report depicting the
content actioned by us globally for violating our policy on Adult Nudity and Sexual Activity

on Instagram for illustration.

43 https://transparency.meta.com/reports/
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Meta has implemented and supported various programmes and initiatives to educate and raise
awareness of online safety in the community in Singapore. Some key initiatives are listed below:

e EYEYAH! x Meta Youth Digital Wellness Program: A peer-to-peer ‘ambassador program’
launched by Meta and EYEYAH! in 2023 to educate teens in secondary schools on how to
take ownership of their social media experience. Using eye-catching illustrations and
animations to spark conversation, the learning journey includes educating teens on tools
they can use to facilitate a positive social media experience. The programme was rolled
out across 10 schools in Singapore in 2024, reaching 15,000 students and providing access
to online resources and toolkits to gain knowledge and understanding of online harms, as
well as preventative and safety tools.
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Digital for Life Festival (year to year): In 2023, Meta supported the national Digital for
Life movement and participated in the annual Festival, featuring our youth digital
wellness program with EYEYAH!, reaching up to 100,000 attendees with free toolkits from
Meta for parents and teachers on how to facilitate conversations with teenagers about
online safety.

Quarterly Parents’ Webinars: Meta supports the Infocomm Media Development
Authority (IMDA)’s 2024 priorities for Digital Parenting Programming, by hosting quarterly
webinars for parents on “Navigating the digital world with your teen". The webinar gives
parents and guardians an introduction on how they can guide their teens in being safe
online, with a focus on Instagram. This includes an overview and interactive session on
policies, tools and resources that apply to teen online safety and an open discussion
session in which parents can ask the experts in Meta technologies
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Bi-annual Learning Journey with MOE Educators: Meta hosts learning journeys where
Singapore educators, including those from MOE, gain insights through a deep dive session
to provide educators with an overview on our policies, tools and resources for teens and
online safety. We provide open questions and discussion to hear feedback and emerging
issues that educators are seeing in their classrooms.

APAC Youth Safety Summit: Meta consulted with a regional group of youth well-being
and safety experts from August 28-30, 2023, including members from civil society
organisations in Singapore and international organisations to engage in dialogue on
products, policies, and resources from Meta for parents and youth.
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Please provide information on the measures, and include screenshots or evidence where
possible.

Paragraph 21: Children

At Meta, child protection is always a top priority. We want to support parents and caregivers as
they guide their teens' online experiences. We've worked with experts to build a collection of
resources that foster conversations between caregivers and teens to help teens navigate and
develop healthy online safety habits.

We offer a number of informative resources to parents, children and educators to help increase
awareness and online safety education among children. Specifically:

e The Family Centre* provides parents with tools and resources to help support their
teens’ online experience. Parents may oversee their teens’ accounts within Meta
technologies, set up and use supervision tools, and access resources from experts and
review helpful articles, videos and tips on topics like how to talk to teens about social
media. These are accessible from within the Instagram app.

44 https://familycenter.meta.com/
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The Meta Safety Centre® has dedicated sections for youth safety, encompassing multiple
areas related to online safety concerns. Here, teens can find advice and tools that can
help them balance their time and ensure they are prioritising connections that make
them feel good, seeking support when needed and helping others.

o The Youth Safety®® section guides the youth to safely navigate digital spaces, as it
is critical for protecting their emotional health and well-being. This section
contains various safety tips, tools and resources to educate and enable youth to
stay safe, prioritize their well-being, create positive change and prevent or
respond to those struggling with bullying or suicidal ideation.

45 https://about.meta.com/actions/safety/

46 https://about.meta.com/actions/safety/audiences/youth/
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o The Bullying and Harassment* hub on the Meta Safety Centre is a resource for
teenagers, parents and educators seeking support for issues related to bullying
and other conflicts. At Meta, we take bullying and harassment situations
seriously. Bullying and harassment is a unique challenge and one of the most
complex issues to address because context is critical. We work hard to enforce
against this content while also equipping our community with tools to protect
themselves in ways that work best for them. We're always creating new
resources and tools, and revising policies with expert help to continually tackle
the issue. This section offers step-by-step guidance, including information on how
to start important conversations about bullying, intimate image abuse and
sextortion. It also suggests steps on how to report such situations and provides
references of partners in action to prevent bullying.

We Think Digital: Singapore was the first country in which we launched our digital literacy
program We Think Digital*® in 2019. Working with experts across the Asia Pacific, this
program aims to equip young people to develop the knowledge and skills needed to
thrive as digital citizens. These resources, developed in partnership with the Berkman
Klein Centre for Internet and Society at Harvard University, are designed to be used by
educators and families both in the classroom and at home with lesson plans and activities
to help build core competencies skills teens need to navigate the digital world in safe
ways.

Meta Get Digital: We have collaborated with experts to develop Get Digital*,a digital
citizenship and wellbeing program that provides schools and families with lesson plans
and activities to help build the core competencies and skills young people need to
navigate the digital world in safe ways and become wise, competent and responsible
digital citizens who creatively, compassionately and safely use, control and build
technology to improve individual and community prosperity and well-being.

47 https://about.meta.com/actions/safety/topics/bullying-harassment

48 https://wethinkdigital.fb.com/sg/en-sg/
49 https://www.facebook.com/fbgetdigital
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Paragraph 14: End-users who
use high-risk search terms such
as, but not limited to, terms
relating to self-harm and
suicide on the Service must be
actively offered relevant safety
information (stated in
paragraph 13) such as, but not
limited to, local suicide
prevention hotlines, if
available.

And

Paragraph 22: Children who
use high-risk search terms,
such as, but not limited to,
terms relating to self-harm and
suicide, on the Service must be
actively offered relevant safety
information (stated in
paragraph 21) such as, but not
limited to, local suicide
prevention hotlines, if
available.

Please provide information on the measures, and include screenshots or evidence where

possible.

All end-users in Singapore:

When end-users try to search terms or content related to suicide, self-harm or eating disorders
that violate our Suicide and Self-Injury® policy, we will show a prominent full-screen message

which directs them to local organisations that can provide support, such as Samaritans of
Singapore (SOS) and the Mental Health Helpline from the Institute of Mental Health (IMH).

10:56 al 56 G

< © self-harm thoughts

Foryou Accounts Audic  Tags  Places

Help is available

1 you or someone that you know may be struggling,
there are ways to get help.

Q Contacta helpline
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Reel
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For you
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# you or someane that you know may be struggling,
there are ways to get help.

Q Contacta helpline
7 Contacta friend
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Contact a helpline

Call or text someone who can listen and support you.

Institute of Mental Health (IMH) Mental
Health Helpline

Call the helpline
63892222 %

Samaritans of Singapore (¥iiiEEABE)

Call the helpline
1767 %
Text the helpline

Text 9151 0n 1767 OJ
Email the helpline

Visit their website 2

https://www.sos.org.sg/contact-us/

50 https://transparency.meta.com/policies/community-standards/suicide-self-injury/
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In addition to directly contacting a helpline, end-users are able to contact a friend or see
suggestions from professionals outside of Meta. Such suggestions include how to “slow down in a
crisis”, “change your surroundings”, or “take care of yourself". If our Community Operations
team becomes aware of people at risk of immediate harm, either through a report from our

community or our proactive detection technology, we will contact local emergency services to get
them help.
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< Reach out to a friend
X

Find ways to support yourself

Reach out to someone you trust See suggestions from professionals outside of Meta,
Send them a private messag Things that others have found

helpful ‘g

These are simple steps from professionals outside D 2

Meta that other people have found helpful during ﬂ =
difficult times. They're small actions, but each one oA
can help you take care of yourself. -

Resist the pressure to judge yourself
Examine your own thoughts and behaviours about
o food, weight, body image, health and exercise.
+ Recognise all of the positive things that your bady
does for you.
+ Keep a list of the top five things that you like about
yourself.

+ Know that your body is good enough.

Slow down in a crisis N o)
It can be difficult to think clearly when you're

really upset. These steps can help you get through

acrisis.

+ Do not make any important decisions for 24
hours.

+ Contact someone who can distract you. Say
"Can you distract me for a while?" Listen to your body

+ Breathe in for three seconds, then out for five Be aware of what your body needs for physical and
seconds. Repeat mental well-being.

- Allow yourself to pause, relax and unwind.

] + Nourish your body with a variety of foods

Meta does allow people to share content discussing their own struggles with suicide, self-harm or
eating disorders; however the policy is not to recommend this content. We regularly consult with
experts in suicide and self-injury, as well as body image and eating disorder experts, to help
inform our policies and enforcement, and we work with organisations around the world to
provide assistance to people in distress. Starting in January 2024, when people search for terms
related to suicide, self-harm or eating disorders, these related search results will be hidden, and
the end-user will be directed to the expert resources mentioned above. This is an expansion of
hiding the suicide and self harm search terms that inherently break our rules.

Our approach, guided by these experts and organisations, aims to strike a delicate balance
between preventing people seeing sensitive or upsetting content, while giving people space to
talk about their own experiences, which experts say is important.
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Please provide information on the measures, and include screenshots or evidence where
possible.

Paragraph 22: Children
Please refer to our response to paragraph 17(c), to understand how teens who use high-risk

search terms, such as, but not limited to, terms relating to self-harm and suicide, on Instagram
are actively offered relevant safety information.

Paragraph 15: End-users’
exposure to child sexual
exploitation and abuse
material and terrorism content
on the Service must be
minimised through the use of
technologies and processes.
These technologies and
processes must proactively
detect and swiftly remove
child sexual exploitation and
abuse material and terrorism
content as technically feasible,
such that the extent and
length of time to which such
content is available on the
Service is minimised.

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:

Child Sexual Abuse Material (CSAM):

Our response here on CSAM addresses paragraph 15 and 16.

We do not tolerate any behaviour or content that exploits children online, and to avoid any
potential for abuse, we take action on nonsexual content as well, such seemingly benign photos
of children in the bath. We have a detailed policy in place to address Child Sexual Exploitation,
Abuse and Nudity (CSEAN)! activity or content on our applications. Below is additional
information on how we minimise any exposure to child sexual exploitation and abuse material,
including preparatory activity, through proactive detection and removal of such content.

Proactive Detection of CSAM

Meta uses industry-leading technology to find and remove violating CSAM content so it doesn’t
spread on our applications. While messaging is out of scope for this report, we would add that we

51 https://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/
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use a combination of technology and behavioural signals to detect and prevent grooming, or
potentially inappropriate interactions between a teen and an adult. Specifically, Meta uses:

Photo- and video-matching technologies and PhotoDNA to detect identical or near-
identical photos and videos of known content (something that has already been
reviewed and determined to be CSAM,) so we can quickly remove it.

Artificial intelligence and machine learning to proactively detect child nudity and
previously unknown child exploitative content. We use this to find accounts that
engage in potentially inappropriate interactions with minors across Meta technologies
so that we can remove them and prevent additional harm. These automatic detection
tools may help us remove this content even before anyone reports it. We also remove
accounts that promote this type of content and any CSAM content reported to us by
members of our community.

Meta runs PhotoDNA on links from other internet sites and their associated content to
detect known child exploitation housed elsewhere on the internet. Not only does this
help keep our technologies safer but it also helps keep the broader internet safer as all
violating content is shared with the NCMEC>? which maintains a database of known
CSAM hashes that is then shared with participating industry players.

Meta expanded its work to detect and remove networks that violate our child
exploitation policies and updated our child safety policies to clarify that we will remove
Instagram accounts and groups that are dedicated to sharing otherwise innocent
images of children with captions, hashtags or comments containing inappropriate signs
of affection or commentary about the children depicted in the image.

All apparent instances of child exploitation identified on our site globally are reported to NCMEC,
which coordinates with law enforcement authorities from around the world.

To strengthen our work on cross-industry prevention of any exposure to child sexual exploitation
on our applications, Meta has also invested in the following:

52 http://www.missingkids.com/home
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Technology Coalition’s Project Protect: In 2020, Meta joined Google, Microsoft and 15
other tech companies to announce the formation of Project Protect®?, a plan to combat
online child sexual abuse, a renewed commitment and investment from the Technology
Coalition expanding its scope and impact to protect children online and guide its work for
the next decade.

In February 2023, Instagram was announced as one of the founding members of Take It
Down®**, a new platform by NCMEC to find child exploitative content and help prevent
young people’s intimate images from being posted online in the future. Take It Down
assigns a unique hash value, a numerical code, to their image or video privately and
directly from their own device. Once they submit the hash to NCMEC, companies like ours
can use those hashes to find any copies of the image, take them down and prevent the
content from being posted on our apps in the future. Other companies can join to share
hashes.

53 https://about.fb.com/news/2020/06/fighting-child-exploitation-online/

54 https://takeitdown.ncmec.org/
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TakeDown Get Started Resourcesand Support  AboutUs  Parlicipants  FAQ English (English) -

Take It Down.
Having nudes online is scary,
but there is hope to get it taken

down.
This service is one step you can take to help remove

online nude, partially nude, or sexually explicit photos
and videos taken before you were 18.

Get Started +

Removal of CSAM

Meta removes CSAM content under its Child Sexual Exploitation, Abuse, and Nudity®® policy in the
Meta Transparency Centre. We remove content in the following categories:

e Child sexual exploitation: Content, activity or interactions that threaten, depict, praise,
support, provide instructions for, make statements of intent, admit participation in or
share links of the sexual exploitation of children (including real minors, toddlers or babies,
or non-real depictions with a human likeness, such as in art, Al-generated content,
fictional characters, dolls etc.).

e Solicitation: Content that solicits sexual content or activity depicting or involving children.

e With respect to Paragraph 16 specifically, inappropriate interactions with children:
Content that constitutes or facilitates inappropriate interactions with children.

e With respect to Paragraph 16 specifically, exploitative intimate imagery and sextortion:
Content that attempts to exploit real children by coercing money, favours or intimate

55 https://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/

l O']
' Instagram©2024

46


https://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/
https://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/

imagery with threats to expose intimate imagery or information or sharing, threatening
or stating an intent to share private sexual conversations or intimate imagery.

e Sexualisation of children: Content (including photos, videos, real-world art, digital content
and verbal depictions) that sexualises real or non-real children or groups and accounts
dedicated to sexualising real or non-real children.

e Child nudity: Content that depicts real or non-real child nudity.

o Non-sexual child abuse: Videos or photos that depict real or non-real non-sexual child
abuse regardless of sharing intent or content that praises, supports, promotes, advocates
for, provides instructions for or encourages participation in non-sexual child abuse.

Additionally, with respect to Paragraph 16:

On Preventing Unwanted Interactions Between Adults and Teens:

We know there are bad actors on the internet trying to engage with teens. That’s why a
significant focus of our work is to help keep teens safe by stopping unwanted contact between
teens and adults they don’t know or don’t want to hear from.

To protect teens from unwanted contact from adults, we’ve introduced several features that
prevent adults from interacting with people under 18 who don’t follow them.

We also have robust mechanisms to identify potentially suspicious adult accounts. A “suspicious”
account is one that belongs to an adult that may have recently been blocked or reported by a
young person, for example.

We monitor for dozens of signals of potentially suspicious behaviors, and when we identify
accounts exhibiting a number of these behaviors, we disable them.

e Our proactive technology uses dozens of signals to send Instagram accounts exhibiting
potentially suspicious behavior to our content reviewers who perform a holistic review of
the account and its content and can disable these accounts if appropriate.

e We also implemented a new system to find coded terms used by potential predators in
Instagram profile names, Pages and more. These accounts may be automatically removed
or sent for further analysis.
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And, we have a new mechanism to automatically disable Instagram accounts if they
exhibit a number of signals we monitor for potentially suspicious behavior.

We also take additional measures to protect teens from interacting with potentially suspicious
adults. For example:

We restrict adults from starting private chats with teens they’re not connected to on
Instagram.

For example, when an adult tries to message a teen who isn’t connected to them and
doesn’t follow them, they receive a notification that DM’ing them isn’t an option.

We also show Safety Notices if a potentially suspicious adult who a teen is connected to
tries to DM them.

We also restrict teens from messaging unconnected teens, by default. Users under 16
need parental approval to adjust the setting to start receiving messaging requests from
other teens they are not connected to.

On restricting adults from discovering teens:

We don’t show young people’s accounts in Explore, Reels, ‘Suggested Users’ or Discover
people’ to these adults.

If they find young people’s accounts by searching for their usernames, they can’t follow
them.

They also can’t see comments from young people on other people’s posts, nor can they
leave comments on young people’s posts.

We restrict teens from starting 1:1 messaging with potentially suspicious adults they
aren’t connected to.

We don’t show potentially suspicious adults in teens’ recommendations for ‘Suggested
Users’ and vice versa.

As an extra layer of protection, we remove the message button on teens’ Instagram
accounts when they’re viewed by potentially suspicious adults altogether.

We're prompting teens to report accounts to us after they block someone.
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On Educating Teens:

We aim to prevent harm by educating young people through education and safety notices. We
notify teens when we have signals of a suspicious adult account attempting to follow or message
them, and prompt young users to be more cautious about interactions in their private messages.

e We remind teens to only accept follow requests from people they know: If a teen
receives a follow request from an adult who is not already a connected “friend” (a
possible stranger), we will provide a warning message to them that says, "Only accept
requests from people you really know" or “Do you really know this person in real life?”.

e If someone blocks someone or deletes a follow request we now check to see if they want
to report them too. Safety notices notify young people when an adult who has been
exhibiting potentially suspicious behavior is interacting with them in DMs. For example, if
an adult is sending a large amount of friend requests to people under 18, we’ll alert the
recipients within their messages and give them an option to end the conversation, or
block, report, or restrict the adult.
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Safety notice
Actions you can take
We won't tell them if you take any of these actions.
Restrict
Report
Block
‘ If you feel unsafe, you have options
» =4
Report inappropriate behavior
% ” = If something doesn't feel right, report it so we can
Do you know this person in real life? help keep you and others safe on Instagram
If not, see what you can do if you ever Learn more.
feel uncomfortabie.

Block suspicious accounts
When you block someone, they'll no longer be able

No Yes to contact you on Instagram.

Safety notice Options to block or report

conversation

To help make sure teens are regularly checking and updating their safety and privacy settings on
Instagram, we’re also sending teens new notifications encouraging them to update their settings
with a single tap to private accounts. With these new settings, only teens’ followers can message
them.
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e We've also introduced new privacy, safety and control features like delivery controls that
let people choose who can message them, alongside existing features like report, block,
and message requests.

e We use a variety of signals to detect unwanted message requests and route them to a
separate, less visible folder.

® On Instagram, people you don’t follow can only send you one text-only message, until
you’ve accepted their request to chat. That means teens can’t receive multiple messages
or videos/images from other teens they don’t follow.

Terrorism content:

There is no place for terrorism across Meta technologies. We remove terrorists and posts that
support terrorism whenever we become aware of them. Meta has one of the most
comprehensive policies in the industry targeting terrorist organisations, as well as hate groups
and large-scale criminal organisations, like cartels.

We define terrorist organisations and individuals as: “any non-state actor that:

e Engages in, advocates or lends substantial support to purposive and planned acts of
violence,

e Which causes or attempts to cause death, injury or serious harm to civilians, or any other
person not taking direct part in the hostilities in a situation of armed conflict, and/or
significant damage to property linked to death, serious injury or serious harm to civilians

e With the intent to coerce, intimidate and/or influence a civilian population, government
or international organisation

e |n order to achieve a political, religious or ideological aim.”

Our definition is agnostic to the ideology or political goals of a group, which means it includes
everything from religious extremists and violent separatists to white supremacists and militant
environmental groups. It’s about whether they use violence to pursue those goals. This definition
and policy are applied globally.
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Under the Community Guidelines, we have a set of policies that prohibit terrorist content on
Instagram, including our policies on Dangerous Organisations and Individuals®®, Violence and
Incitement®’, and Coordinating Harm and Promoting Crime®®. Taken together, these policies are
congruent with the regulation’s definition of “terrorist content".

Detection of Terrorism content

Measures to identify and remove or disable access to terrorist content, individuals, or
organisations include:

e We continue to designate dangerous organisations and individuals based on their
behaviour both online and offline — most significantly, their ties to violence. As part of the
designation process, we identify signals that indicate a banned organisation has a
presence, and then we use technology to “fan out” and proactively investigate associated
accounts, and groups, before removing this “cluster” all at once.

e We use media-matching technology to detect when someone is trying to upload content
that is identical or near-identical to photos, videos, text, and even audio that we have
already removed for violating our policies around terrorism. This means that if we
previously removed a propaganda video from ISIS, we can work to prevent other
accounts from uploading the same video to our site. In many cases, this means that
terrorist content intended for upload to Instagram simply never reaches the app.

® We use machine learning classifiers to help us understand whether content uploaded to
our technologies is advocating for terrorism, based on previous content we have removed
for praising or supporting terrorist organisations.

e We've increased our capability to rapidly respond to live streams that may breach our
Community Guidelines, including by reviewing all live streams in an area that may involve
footage of an attack and increasing our 24/7 capacity to respond to live stream reports.
As well as our efforts around rapid response, we’ve also introduced additional restrictions

56 https://transparency.fb.com/policies/community-standards/dangerous-individuals-organizations/
57 https://transparency.meta.com/en-gb/policies/community-standards/violence-incitement/
58 https://transparency.meta.com/en-gb/policies/community-standards/coordinating-harm-publicizing-crime/
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on who can use Instagram Live. We apply a ‘one strike’ policy to Live in connection with a
broader range of offences. Anyone who violates our most strict policies are restricted
from using Live for set periods of time — for example 30 days — starting on their first
offence. For instance, someone who shares a link to a statement from a terrorist group
with no context is immediately blocked from using Live for a set period of time.

We have a team of specialists who exclusively or primarily focus on countering dangerous
organisations as their core responsibility. This group includes former academics who are
experts on counterterrorism, former prosecutors and law enforcement agents,
investigators and analysts, and engineers. This team continues to study trends in
terrorism, organised hate, and other dangerous organisations and works with partners to
better understand these organisations as they evolve.

We also use the hash (unique digital fingerprints) sharing database of known violent
terrorism imagery or propaganda, provided by the Global Internet Forum to Counter
Terrorism (GIFCT), to help quickly detect and remove content involving a hash. The
database houses hundreds of thousands of unique hashes. Again, in many cases, this
means that terrorist content intended for upload never reaches our technologies and
applications.

To help other platforms that may not have the resources and the technology, we have
developed and made available a free open source software tool called Hasher-Matcher-
Actioner (HMA) that identifies copies of images or videos and takes action against them
en masse. HMA builds on previous open source image and video matching software from
Meta, and it can be used for any type of violating content. We hope the tool will be
adopted by a range of companies to help them stop the spread of terrorist content on
their platforms, and that it will be especially useful for smaller companies who don’t have
the same resources as bigger companies.
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HMA helps keep platforms
free of terrorist content.

STEP 1: LABEL
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FUN FACT

Removal of Terrorism content

Meta removes terrorism content on Instagram under its Dangerous Organisations and
Individuals®® policy, Violence and Incitement®® policy, and Coordinating Harm and Promoting
Crime®* policy in the Meta Transparency Centre. We remove following type of content:

e Under our Dangerous Organisations and Individuals policy, we designate and ban
individuals and organisations tied to terrorism, organised hate and large-scale criminal
activity, attempted multiple-victim violence, multiple victim violence, serial murders, and
violent events. We also remove all glorification, substantive support, and representation
of these individuals and organisations when we become aware of it. We also designate
and ban militarised social movements, violent non-state actors, and violence-inducing
conspiracy networks like QAnon, and we do not allow them to have a presence on our

59 https://transparency.fb.com/policies/community-standards/dangerous-individuals-organizations/

60 https://transparency.meta.com/en-gb/policies/community-standards/violence-incitement/

61 https://transparency.meta.com/en-gb/policies/community-standards/coordinating-harm-publicizing-crime/
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technologies. Accounts or groups representing these organisations or individuals are
removed when we’re made aware of them. Our Dangerous Organisations and Individuals
policy prohibits any organisation or individual that proclaims a violent mission or is
engaged in violence from having a presence on Instagram. Specifically, we do not allow
on our applications:

o Terrorist organisations and individuals
Hate entities
Criminal organisations
Multiple-victim violence and serial murderers (including attempted multiple
victim violence)
Hateful ideologies
Violent non-state actors
Militarised social movements
Violence-inducing conspiracy networks
Hate banned entities.

O O O

O O O OO

In an effort to prevent and disrupt real-world harm, we do not allow organisations or
individuals that proclaim a violent mission or are engaged in violence to have a presence
on our technologies. We assess these entities based on their behaviour both online and
offline, including, most significantly, their ties to violence. Under the Dangerous
Organisations and Individuals policy, we designate individuals, organisations, and
networks of people. These designations are divided into two tiers that indicate the level
of content enforcement, with Tier 1 resulting in the most extensive enforcement because
we believe these entities have the most direct ties to offline harm.

o Tier 1 focuses on entities that engage in serious offline harms, including
organising or advocating for violence against civilians, repeatedly dehumanising
or advocating for harm against people based on protected characteristics, or
engaging in systematic criminal operations. We remove glorification, support, and
representation of Tier 1 entities, their leaders, founders or prominent members,
as well as unclear references to them.

o Tier 2 includes violent non-state actors that engage in violence against state or
military actors in an armed conflict but do not intentionally target civilians. We
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remove glorification, material support, and representation of these entities, their
leaders, founders or prominent members.

e Our Violence and Incitement policy prohibits content that incites or facilitates violence
and constitutes a credible threat to public or personal safety. We remove content, disable
accounts, and work with law enforcement when we believe there is a genuine risk of
physical harm or direct threats to public safety.

e Our Coordinating Harm and Promoting Crime policy prohibits users from facilitating,
organising, promoting, or admitting to certain criminal or harmful activities targeted at
people, businesses, property, or animals. We allow people to debate and advocate for the
legality of criminal and harmful activities, as well as draw attention to harmful or criminal
activity that they may witness or experience as long as they do not advocate for or
coordinate harm. We detect dangerous organisations and terrorist content via a playbook
and a series of automated techniques, which were initially developed to detect content
related to widely known terrorist organisations like ISIS, al Qaeda, and their affiliates. We
have since expanded our playbook and techniques.

Paragraph 16: End-users must
be protected from preparatory
child sexual exploitation and
abuse activity and terrorism
activity on the Service through
reasonable and proportionate
steps taken by the Service to
proactively detect and swiftly
remove preparatory child
sexual exploitation and abuse
activity (such as online
grooming for child sexual
abuse) and terrorism activity
(such as glorifying or endorsing

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:
CSAM: Please see our response to paragraph 15.

Terrorism content:

We do not allow content that glorifies, supports, or represents events that Meta designates as
violating violent events, including terrorist attacks, hate events, multiple-victim violence or
attempted multiple-victim violence, serial murders, or hate crimes. Nor do we allow (1)
Glorification, Support, or Representation of the perpetrator(s) of such attacks; (2) perpetrator-
generated content relating to such attacks; or (3) third-party imagery depicting the moment of
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terrorist activities and
recruitment).

such attacks on visible victims. We also remove content that glorifies, supports or represents
ideologies that promote hate, such as nazism and white supremacy. We remove unclear
references to these designated events or ideologies.

We also detect and identify the violence inducing entities that are engaged in preparing or
advocating for future violence but have not necessarily engaged in violence to date. These are
also entities that may repeatedly engage in violations of our Hate Speech or Dangerous
Organisations and Individuals policies on or off the application. We remove glorification, material
support, and representation of these entities, their leaders, founders or prominent members.
These concepts apply to the organisations themselves, their activities and their members.

Proactive Detection of preparatory Terrorism content

Measures to proactively detect and remove preparatory terrorism activity (such as glorifying or
endorsing terrorist activities and recruitment) include:

e The DOI (Dangerous Organisations and Individuals) search intercept is an intervention
deployed when users search for DOI terms on Instagram. These interventions serve three
main purposes: deterring users from accessing DOI content, referring users at risk of
radicalization to support services, and providing educational resources to users. The
interventions supplement discoverability reduction initiatives by deterring users from
accessing content that may violate DOI policies.

Expanding our Dangerous Organisations and Individuals policy®? to address violence inducing
social movements:

e We have expanded our Dangerous Organisations and Individuals policy to address
organisations and movements that have demonstrated significant risks to public safety
but do not meet the rigorous criteria to be designated as a dangerous organisation and

62 https://transparency.meta.com/en-gb/policies/community-standards/dangerous-individuals-organizations/
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banned from having any presence on Instagram. While we will allow people to post
content that supports these movements and groups, so long as they do not otherwise
violate our content policies, we will restrict their ability to organise on our application.

e Under this policy expansion, we have imposed restrictions to limit the spread of content
from Instagram accounts. We also remove Instagram accounts and groups where we
identify discussions of potential violence, including when they use veiled language and
symbols particular to the movement to do so. We take the following actions on Instagram
accounts and groups associated with these movements, including:

Removal when they discuss potential violence.

Limiting recommendations making them ineligible to be recommended to people.

Reduce ranking in Feed.

Reduce in Search meaning they will not be suggested through our Search
Typeahead function and will be ranked lower in search typeahead results.
Reviewing related hashtags on Instagram: We have temporarily removed the
Related Hashtags feature on Instagram, which allows people to find hashtags
similar to those they are interacting with.

Prohibit use of ads, commerce surfaces and monetization tools.

Prohibit fundraising.

® The proactive detection measures described in our response to paragraph 15 above
applies to this section.

Removal of Terrorism content:

Meta removes content that glorifies, supports or represents ideologies that promote terrorism or
hate on Instagram under its Dangerous Organisations and Individuals® policy, Violence and

63 https://transparency.fb.com/policies/community-standards/dangerous-individuals-organizations/
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Incitement® policy, and Coordinating Harm and Promoting Crime® policy in the Meta

Transparency Centre.

e We remove glorification, defined as any of the below, of Tier 1 and Tier 2 entities
(mentioned in paragraph 15) as well as designated events:

o Legitimising or defending the violent or hateful acts of a designated entity by
claiming that those acts have a moral, political, logical or other justification that
makes them acceptable or reasonable; e.g. "Hitler did nothing wrong."

o Characterising or celebrating the violence or hate of a designated entity as an
achievement or accomplishment; e.g. "Hizbul Mujahideen is winning the war for a
free and independent Kashmir."

O An aspirational statement of membership or statement that you would like to be
a designated entity or the perpetrator of a violating violent event; e.g. "l wish |
could join ISIS and be part of the Khilafah."

e We remove support, defined as any of the below, of Tier 1 entities and material support
of Tier 2 entities.

Material support involves:
o Any act which improves the financial status of a designated entity —including
funnelling money towards or away from a designated entity; e.g. "Donate to the
KKK!"
o Any act which provides material aid to a designated entity or event; e.g. "If you
want to send care packages to the Sinaloa Cartel, use this address:"
o Recruiting on behalf of a designated entity or event; e.g. "If you want to fight for
the Caliphate, DM me."
Other support involves:
o Channelling information or resources, including official communications, on
behalf of a designated entity or event, e.g. Directly quoting a designated entity
without caption that condemns, neutrally discusses or is a part of news reporting.

64 https://transparency.meta.com/en-gb/policies/community-standards/violence-incitement/
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o Putting out a call to action on behalf of a designated entity or event; e.g. "Contact
the Atomwaffen Division — (XXX) XXX-XXXX."

We remove representation, defined as any of the below, of Tier 1 and 2 designated
organisations and designated events.
o Stating that you are a member of a designated entity, or are a designated entity;
e.g. "l am a grand dragon of the KKK."
o Creating a profile, event, group or other Instagram entity that is or purports to be
owned by a designated entity or run on their behalf, or is or purports to be a
designated event; e.g. A group named "American Nazi Party."

Paragraph 17: Besides harmful
content, children’s exposure to
inappropriate content must
also be minimised through
reasonable and proportionate
measures. These measures
include, but are not limited to,
a set of community guidelines
and standards and content
moderation measures put in
place and effected by the
Service that are appropriate
for children. These community
guidelines and standards must
minimally address the
following categories of
content, and must be
published:

Please provide information on the measures, and include screenshots or evidence where
possible.

Children:

We want teens to have safe, age-appropriate experiences on Instagram. We regularly consult
with experts in adolescent development, psychology and mental health to help make our
technologies safe and age-appropriate for teens, including improving our understanding of which
types of content may be less appropriate for teens. Our approach to ensuring that the content
teens see are appropriate is comprised of:

Removing Violating Content: We work to remove content that goes against our policies,
such as content that exploits children or content that incites violence. (see paragraph 11
on how we remove violating content and paragraphs 17(a)(b)(c)(d) on related policies)
Hiding Age-Inappropriate Content: We restrict teens from seeing certain types of content
even if it's from friends or people they follow. For example, mature content is restricted
to adults; anyone below the age threshold who is logged in to Instagram won't be able to
view or play a restricted video. Or, for content that is identified as ‘disturbing” or
‘sensitive’ but does not violate our policies, we apply a warning screen to alert people,
which only users 18 and older may view. More examples of this can be found in
paragraphs 17(a)(b)(c)(d) below.
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(a): Sexual content

(b): Violent content

(c): Suicide and self-harm
content

(d): Cyberbullying content

Limiting Content Recommendations: We refrain from recommending content that goes
against our Recommendation Guidelines®® or suggested posts in people’s Feeds. We
automatically place teens into the most restrictive content control setting to make it
more difficult for teens to come across potentially sensitive content or accounts.

More Restricted Content Recommendations: We’'ve made it less likely for teens to come
across potentially sensitive or low quality content by defaulting them to the most
restrictive settings. For example, we hide results for certain topics such as suicide, self-
harm as well as eating disorders.

Prohibit ads about restricted topics: Our Advertising Standards®” prohibit ads about
restricted topics, like alcohol, financial products and weight loss products and services, to
be shown to teens. We default ad preference settings for teens to “See Less” for
restricted topics to prevent teens from opting into ads that may not be age-appropriate.
We have also removed the ability for advertisers to target teens based on interest,
activities and gender.

66 https://about.fb.com/news/2020/08/recommendation-guidelines/
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More Restricted
Content Recommendations

Teens

We're making it less likely for
teens to come across potentially
sensitive or low quality content

in places like IG Reels, Search,
Explore and FB Feed by defaulting
them into the most restrictive

Vi

- Hide Age-Inappropriate
Content

Teens

We'll start to restrict teens
from seeing certain types of
content across Facebook and

Instagram even if it's from
friends or people they follow.

settings of the FB Reduce Contral
and IG Sensitive Content Control.

Example: content that discusses struggles
with self-harm and eating disorders, o that
includes restricted goods or nudity,

Children:
Paragraph 17(a): Sexual content

Aside from our Child Sexual Exploitation, Abuse and Nudity (CSEAN)® policy, we have two other
policies that address sexual content on Instagram.

Adult Nudity and Sexual Activity

We prohibit depictions of adult nudity, adult sexual activity and implicit sexual activity, as well as
restrict certain categories of permitted adult content (such as real-world art) from being viewed
by people under 18, under our Adult Nudity and Sexual Activity® policy. We default to removing
sexual imagery to prevent the sharing of non-consensual or underage content. The policy focuses

68 https://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/
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on photorealistic imagery, which we define as an image or video that looks like a photograph or
video of a real person (or event). Where it is unclear if an image or video is photorealistic, we
presume that it is.

In addition to prohibiting depictions of adult nudity, adult sexual activity and implicit sexual
activity for all users, we restrict people under 18 from viewing the categories of content listed
below:
o Real-world art, where:
o Imagery depicts implicit, explicit, or other sexual activity or stimulation
o Imagery depicts bestiality, provided it is shared neutrally or in condemnation and
the people or animals depicted are not real
e Implicit adult sexual activity in advertisements, recognized fictional images or with
indicators of fiction.
e Digital imagery and real world art of adult sexual activity, where:
o The sexual activity or stimulation isn't explicit and is not a fetish as specified
above
O The content was posted in a satirical or humorous context
o Only body shapes or contours are visible

Adult Sexual Exploitation

We prohibit content attempting to exploit people and further restrict visibility for people under
18 for some permitted sexual content that is shared to raise awareness. We recognise that people
use Instagram to discuss and draw attention to sexual violence and exploitation. We recognize
the importance of and allow for this discussion. We also allow for the discussion of sex worker
rights advocacy and sex work regulation. We draw the line, however, when content facilitates
sexual encounters or commercial sexual services between adults. We do this to avoid facilitating
transactions that may involve trafficking, coercion and non-consensual sexual acts. We also
restrict sexually-explicit language that may lead to sexual solicitation.
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Our policy on Adult Sexual Exploitation’ prohibits content depicting, advocating for, or mocking
non-consensual sexual touching. We also prohibit content that attempts to exploit people,
including sextortion, sharing, threatening, stating an intent to share, offering or asking for non-
consensual intimate imagery (NCII), sharing, threatening to share or stating an intent to share
private sexual conversations and secretly taking non-commercial imagery of a person's commonly
sexualized body parts. These restrictions apply to all users.

In addition to prohibiting content attempting to exploit people, we may restrict visibility to
people over the age of 18 and include a warning label on certain content including:

e Content depicting non-consensual sexual touching when shared to raise awareness
(without entertainment or sensational context), the survivor is not identifiable, and the
content does not involve nudity

e Content depicting fictional non-consensual sexual touching (movie trailers, etc.) when
shared by trusted partners to raise awareness and without sensational context

In addition to our at-scale policy of removing content that threatens or advocates rape or other
non-consensual sexual touching, we may also disable the posting account and work with law
enforcement, in addition to removing the content.

We may also enforce on content shared by a third party that identifies survivors of sexual assault
when reported by an authorized representative or trusted partner.

Children:
Paragraph 17(b): Violent content

We have two policies that address violent content. Under our Violent and Graphic Content policy,
there are different actions that we take based on the sensitivity of the content. Our Violence and
Incitement policy focuses on content that potentially incites offline harm.

0 https://transparency.meta.com/en-gb/policies/community-standards/sexual-exploitation-adults/
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Violent and Graphic Content

There are different levels of actions that we take under our Violent and Graphic Content’* policy.
We either remove content or apply warning screens to alert people that the content may be
sensitive or disturbing. For users under 18, we restrict their ability to view such labelled content.

We prohibit and remove content that is particularly violent or graphic, such as videos depicting
dismemberment, visible innards or charred bodies. We also remove content that contains sadistic
remarks towards imagery depicting the suffering of humans and animals.

We allow some graphic content (with limitations) that may have a public interest value such as to
help people to condemn and raise awareness of important issues such as human rights abuses,
armed conflicts or acts of terrorism. We also allow some graphic content that may have a social,
medical or other value. We display warning screens and labels for such content and restrict users
under 18 from seeing this content.

Violence and Incitement

Under our Violence and Incitement’? policy, we aim to prevent potential offline harm that may be
related to content on I. While we understand that people commonly express disdain or
disagreement by threatening or calling for violence in non-serious ways, we remove language that
incites or facilitates serious violence. We remove content, disable accounts and work with law
enforcement when we believe there is a genuine risk of physical harm or direct threats to public
safety. We also try to consider the language and context in order to distinguish casual statements
from content that constitutes a credible threat to public or personal safety. In determining
whether a threat is credible, we may also consider additional information such as a person's
public visibility and the risks to their physical safety.

We remove threats of violence against various targets, such as threats against public figures that
could lead to serious injury or threats targeted at children, private adults, and groups of people

"L https://transparency.meta.com/en-gb/policies/community-standards/violent-graphic-content/
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on the basis of their protected characteristic(s). We also remove content that may help facilitate
violence, such as content that asks for, offers or admits to offering certain services of violence (for
example, hitmen, mercenaries, assassins, female genital mutilation) or advocates for the use of
these services or glorification of gender-based violence.

Children:
Paragraph 17(c): Suicide and self-harm content

Suicide, Self-Injury and Eating disorders

In addition to suicidal and self-harm content, our Suicide and Self-Injury”® policy covers content
related to eating disorders. We regularly consult with experts in suicide and self-injury or eating
disorders to help inform our policies and enforcement, and we work with organisations around
the world to provide assistance to people in distress. Our approach, guided by these experts and
organisations, aims to strike a delicate balance between preventing people seeing sensitive or
upsetting content, while giving people space to talk about their own experiences, which experts
say is important.

We do not allow people to intentionally or unintentionally celebrate or promote suicide, self-
injury or eating disorders, but we do allow people to discuss these topics because we want
Instagram to be a space where people can share their experiences, raise awareness about these
issues and seek support from one another.

We remove any content that encourages suicide, self-injury or eating disorders, including fictional
content such as memes or illustrations and any self-injury content which is graphic, regardless of
context. We also remove content that mocks victims or survivors of suicide, self-injury, or eating
disorders, as well as real time depictions. Content about recovery from suicide, self-injury or
eating disorders that is allowed, but may contain imagery that could be upsetting, such as a
healed scar, is placed behind a sensitivity screen.

3 https://transparency.meta.com/en-gb/policies/community-standards/suicide-self-injury/
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When people post or search for suicide, self-injury or eating disorders related content, we will
direct them to local organisations that can provide support, and if our Community Operations
team is concerned about immediate harm, we will contact local emergency services to get them
help.

As we regularly consult experts in adolescent development, psychology and mental health to help
make our technologies safe and age-appropriate for teens, in January 2024, we started to remove
borderline suicide, self-harm and eating disorders content. For example, if someone is posting
about their ongoing struggle with thoughts on self-harm, we understand that it could
destigmatize the issue; however, as it is a complex topic, it may not be suitable for all teens.

In addition to prohibiting content that promotes, encourages, coordinates, or provides
instructions for suicide, self-injury, or eating disorders, we also remove below content for users
under 18, which is otherwise displayed with a sensitive content warning screen for adults:

e Photos or videos depicting a person who engaged in euthanasia/assisted suicide in a
medical setting.

We remove this type of content, as well as other types of age-inappropriate content, from teens’
experiences on Instagram. We already aim not to recommend this type of content to teens in
places like Reels and Explore, but since January 2024, such content is no longer shown to teens in
Feed and Stories, even if it's shared by someone they follow.

Children:
Paragraph 17(d): Cyberbullying content

Bullying and harassment
At Meta, we take bullying and harassment situations seriously. Bullying and harassment is a

unique challenge and one of the most complex issues to address, because context is critical. We
work hard to enforce against this content while also equipping our community with tools to
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protect themselves in ways that work best for them. We continuously consult with experts to
help update our policy and work with global organisations to maintain our bullying prevention
resources and provide guidance to parents, caregivers and educators who have a teen involved in
bullying. The organisations include International Bullying Prevention Organization, The Diana
Award Anti-Bullying Ambassador Programme and the Yale Centre for Emotional Intelligence.

Bullying and harassment happen in many places and come in many different forms, from making
threats and releasing personally identifiable information to sending threatening messages and
making unwanted malicious contact. We do not tolerate this kind of behaviour because it
prevents people from feeling safe and respected on Instagram.

Our Bullying and Harassment policy” is tired. In addition to content restricted under universal
protection for everyone, we have additional protections for teens to protect them against specific
types of content. For private individuals, we remove content that's meant to degrade or shame,
including, for example, claims about someone's sexual activity. For users under 18, we provide
heightened protections because we recognise that bullying and harassment can have more of an
emotional impact on teens

Additional protection for teens

Content that we take action on for all users under 18 include:

e Claims about sexual activity, except in the context of criminal allegations against adults
(non-consensual sexual touching).

e Content sexualising another adult (sexualisation of minors is covered in the Child Sexual
Exploitation, Abuse and Nudity policy).

e Dehumanising comparisons (in written or visual form) to or about animals and insects,
including subhuman creatures, that are culturally perceived as inferior; bacteria, viruses,
microbes and diseases; inanimate objects, including rubbish, filth, faeces.

e Content manipulated to highlight, circle or otherwise negatively draw attention to specific
physical characteristics (nose, ear and so on).

"4 https://transparency.meta.com/en-gb/policies/community-standards/bullying-harassment/
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Content that we take action on for for private minors, private adults and minor involuntary public

Content that ranks them based on physical appearance or character traits.
Content that degrades individuals who are depicted being physically bullied (except in

self-defence and fight-sport contexts).

figures (such as or children of public figures):

Targeted cursing.

Claims about romantic involvement, sexual orientation or gender identity.

Calls for action, statements of intent, aspirational or conditional statements, or
statements advocating or supporting exclusion.

Negative character or ability claims, except in the context of criminal allegations and
business reviews against adults.

Expressions of contempt or disgust, or content rejecting the existence of an individual,
except in the context of criminal allegations against adults.

Self-reported content from private minors, private adults and minor involuntary public figures
that we take action on:

First-person voice bullying.

Unwanted manipulated imagery.

Comparison to other public, fictional or private individuals on the basis of physical
appearance.

Claims about religious identity or blasphemy

Comparisons to animals or insects that are not culturally perceived as intellectually or
physically inferior ("tiger", "lion").

Neutral or positive physical descriptions.

Non-negative character or ability claims.

Attacks through derogatory terms related to a lack of sexual activity.

Content specific to private minors that we take action on:

Allegations about criminal or illegal behaviour.
Videos of physical bullying against minors, shared in a non-condemning context.
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e Videos of physical bullying against minors, shared in a condemning context, where we
add a cover so people can choose whether to see it.

Paragraph 18: Children must
not be targeted to receive
content that the Service is
reasonably aware to be
detrimental to their physical or
mental well-being. Such
content includes the
categories of harmful and/or
inappropriate content in
paragraphs 4 and 17. In this
regard, content targeting
refers, but is not limited to,
advertisements, promoted
content and content
recommendations.

Please provide information on the measures, and include screenshots or evidence where
possible.

Children:

At Meta, child protection is always a top priority. We do not target teens to receive content (such
as advertisements, promoted or boosted content, recommended content) in relation to harmful
or inappropriate content categories below:

a. Sexual content

b. Violent content

c. Suicide and self-harm content

d. Cyberbullying content

e. Content endangering public health

f. Content facilitating vice and organised crime

Content recommendations: Please refer to our responses at paragraphs 14 and 17(a)(b)(c)(d) for
the types of content we would not recommend to teens.

Advertisements and Promoted Content:

The content categories above are listed as unacceptable per our Advertising Standards” and ads
related to such content are prohibited on Instagram. We have taken various steps to create age-
appropriate ad experience for teens

e Our Advertising Standards already prohibit ads about restricted topics, like alcohol,
financial products and weight loss products and services, to be shown to teens (people

75 https://transparency.meta.com/policies/ad-standards/
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under 18). The topics we already restrict in our policies will be defaulted to See Less, so
that teens can’t choose to opt into content that may not be age-appropriate.

e As part of our continued work to keep our apps age-appropriate for teens, in January
2023 we made further changes to their ad experiences’®. We recognise that teens aren’t
necessarily as equipped as adults to make decisions about how their online data is used
for advertising, particularly when it comes to showing them products available to
purchase. For that reason, we further restricted the options advertisers have to reach
teens, as well as the information we use to show ads to teens.

e We also introduced more teen-specific controls and resources to help them understand
how ads work and the reasons why they see certain ads on our apps. These changes
reflect research’’, direct feedback from parents and child developmental experts, UN
children’s rights principles’® and global regulation.

® The changes we made include:

o Previously, we made changes to how advertisers can reach teens’®, which
included removing the ability for advertisers to target teens based on their
interest and activities. From February 2023, we removed gender as an option for
advertisers to reach teens. Additionally, their engagement on our apps, like
following certain Instagram posts, won’t inform the types of ads they see.

o Age and location will be the only information about a teen that we’ll use to show
them ads. Age and location help us continue to ensure teens see ads that are
meant for their age and products and services available where they live.
Advertisers will only be able to target teens based on age and town/city level or

6 https://about.fb.com/news/2023/01/age-appropriate-ads-for-teens/

7 https://www.ttclabs.net/news/our-approach-to-co-designing-with-teens-and-parents-guardians

8 https://www.ttclabs.net/news/metas-best-interests-of-the-child-framework

9 https://about.instagram.com/blog/announcements/giving-young-people-a-safer-more-private-experience
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greater location (e.g. county/region). We removed ability to target teens by any
location more granular than town/city (e.g. postcode).

Increasing Our Ads Transparency

® |n October 2023, we launched the next iteration of the “Why am | seeing this ad?” tool,
which we created nearly a decade ago to give people information about why they see
certain ads across our technologies. Since its initial launch, we’ve made improvements to
“Why am | seeing this ad?” to make it easier to use and understand. We now include
information about how we use Machine Learning®® models to show people ads. The “Why
am | seeing this ad?” tool on Instagram Feed and Stories includes:

Information summarised into topics about how activity both on and off our
technologies, such as liking a post on a friend’s Instagram profile or interacting
with a favourite sports website, may inform the machine learning models®* we
use to shape and deliver ads.

New examples and illustrations explaining how our machine learning models
connect various topics to show relevant ads.

More ways to find our ads controls: Users will now be able to access ads
preferences® from the Settings. Under the ad topics section, users can see this
topic under Your ad topic choices. Beginning in March 2023, teens have had more
ways to manage the types of ads they see on Instagram with ad topic controls®3,
expanding on what’s already available. Teens can go to their ad preferences
within settings on the app, and choose See Less or no preference to further
control the types of ads they see.

80 https://help.instagram.com/119516847899397/?helpref=related articles

81 https://help.instagram.com/173081309564229
82 https://help.instagram.com/245100253430454

83 https://about.fb.com/news/2023/01/age-appropriate-ads-for-teens/
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Paragraph 19: Children or their
parents/ guardians must have
access to tools that enable
them to manage children’s
safety, and effectively
minimise children’s exposure
to, and mitigate the impact of,
harmful and/ or inappropriate
content and unwanted
interactions on the Service.
These tools may include the
following:

(a): Tools to effectively
manage the content that
children see and/or their
experiences.

(b): Tools to:

i Limit the public
visibility of children’s
accounts, including
their profile and
content;

ii. Limit who can contact
and/or interact with
children’s accounts;

Please provide information on the measures, and include screenshots or evidence where
possible.

Parents and Children:

Paragraph 19(a): Tools to effectively manage the content that children see and/or their
experiences.

Parental supervision on Instagram

Parental supervision® is a set of tools and insights that parents and guardians can use to help

support 13 to 17 years olds on Instagram, with more positive and age appropriate experiences.
Starting in May 2024, we’ve made it simpler for parents to see and manage all the teen accounts
they supervise across different apps — Instagram, Facebook, Messenger and Meta Quest — in one
place with the Family Centre.

When supervision is set up, in Family Centre, a parent can:

® Set atime limit for how long their teen can use Instagram each day. If Instagram is used
on multiple devices, time limits apply to the total time spent using Instagram.

e Set scheduled breaks that limit their teen's use of Instagram during selected days and
hours. If Instagram is used on multiple devices, scheduled breaks apply to Instagram
access across all devices

e See how much time their teen is spending on the Instagram app across all devices.

See how much time their teen is spending on Instagram each day on average, across all

devices.

See how much time their teen has spent on Instagram each specific day for the last week.

See which accounts their teen is following.

See which accounts are following their teen.

See which accounts their teen is currently blocking.

84 https://about.fb.com/news/2023/06/parental-supervision-and-teen-time-management-on-metas-apps/
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and Limit location With supervision set up, parents can also view:

sharing.
Their teen's account privacy setting.

Their teen's sensitive content setting.
Their teen's setting for who can message them.
Their teen's setting for who can add them to a messaging group.

iii. Limit location sharing

With supervision set up, a teen can:

e Visit Family Centre to see a preview of what the parent sees while using supervision.

e See a preview of what the parent sees while supervising.

e Notify their parent after reporting something on Instagram. Parents will be able to see
the report type selected and the name of the account reported.
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Parents using supervision will be prompted to approve or deny their teens’ (under 16)
requests to change their default safety and privacy settings to a less strict state — rather
than just being notified of the change. Our content recommendation controls — known as
“Sensitive Content Control” on Instagram— makes it more difficult for teens to come
across potentially sensitive content or accounts in places like Search and Explore.

Parents will be notified in their activity feed and, if enabled, via push notification, if their
teen changes any of these settings.
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Children:

Paragraph 19(b): Tools to:
i.  Limit the public visibility of children’s accounts, including their profile and content;
ii. Limit who can contact and/or interact with children’s accounts; and
iii. Limit location sharing;

The measures listed in our responses to paragraph 12(a), (b) and (c) are available to teens. The
measures that we outline below are additional protections that we provide to teens.

We work hard to help keep people on Instagram safe. Instagram requires everyone to be at least
13 years old before they can create an account. Our privacy and visibility settings for teens are
generally more restrictive than the setting for adults. We have zero tolerance towards child
exploitation and take proactive and aggressive measures to protect our young users from
predators.
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Parents using the Parental Supervision tool (see paragraph 19(a)) will be prompted to approve or
deny their teens’ (under 16) requests to change their default safety and privacy settings to a less
strict state — rather than just being notified of the change.

(i) Limit the public visibility of children’s account:

Teens under the age of 16 have their account set to private as a default when they join Instagram
and are defaulted into more private settings, including the ones mentioned in the image below.

To help make sure teens are regularly checking their safety and privacy settings on Instagram, and
are aware of the more private settings available, we’re sending notifications encouraging them to
update their settings to a more private experience with a single tap. If teens choose to “Turn on
recommended settings”, we will automatically change their settings to restrict who can repost
their content, tag or mention them, or include their content in Reels Remixes. We'll also ensure
only their followers can message them and help hide offensive comments.

< Activity

This week

e‘ mishka_songs liked your post Fi“
‘ windersf shipped your order.

This month
@iy kainarsinbows, zevedo dra ans

« vasudaydreams ment
oy -
M ac

A Q ® o

< Settings checkup Done

Enhance your safety
settings with one tap

y Turn on recommended settings (

Allow remixes by

Allow others to use your posts
Allow @mentions from

Who can tag you

Get message requests from

Choose how much sensitive content
to see

Hide offensive comments
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(i) Limit who can contact and/or interact with children’s accounts:

How people can find you on Instagram: This option in the Privacy Centre on Instagram will let
teens or their parents or guardians review ways in which people can look teens up on Instagram
and who can send them friend requests. Parents/guardians can use the parental supervision
tools, as mentioned in response to paragraph 19(a), to limit visibility of their teen’s account and
protect from unwanted interaction.

Teens under 16 are subject to stricter default message settings®, meaning only people they
follow or people they’re already connected to can message them or add them to group chats.

< 4 Message controls

Decide whether message requests go to your Chats
list, your Message requests folder, or whether to

* g receive them at all.

Potential connections
Changes to message Your followers on Instagram Don't receive >
settings
) Other people
Others on Instagram Don't receive >

Group messages

@ Who can message you
the peonle Who can add you to groups >

#R% Who can add you to group chats t who can message you.

Don’t change

85 https://about.fb.com/news/2024/01/introducing-stricter-message-settings-for-teens-on-instagram-and-facebook/
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(iii) Limit location sharing:

Location sharing is off for teens by default. When either an adult or teen turns on location
sharing, we include a consistent indicator as a reminder that they're sharing their location.

Please refer to our response to paragraph 12(c) for details on tools to limit location sharing.

Paragraph 20: Unless the
Service restricts access by
children, children must be
provided differentiated
accounts whereby the settings
for the tools to minimise
exposure and mitigate impact
of harmful and/or
inappropriate content and
unwanted interactions are
robust and set to more
restrictive levels that are age
appropriate by default.
Children or their parent/
guardians must be provided
clear warnings of implications
if they opt out of the default
settings.

Please provide information on the measures, and include screenshots or evidence where
possible.

Children: Please refer to our responses to paragraphs 17, 18, 19(a) and (b).
Additional Instagram Tools
Time Management

e Break Reminders: Teens will see a notification when they’ve spent 20 minutes on
Instagram, prompting them to “Time for a Break” from the app and set daily time limits. It
is designed to support teens' meaningful and intentional usage of Instagram and
encourage them to take regular breaks.

‘ 406 @0 0O -

Time for a break?

You've Spent 5m

on Instagram Today
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Quiet Mode Reminders

For teens, if they use Instagram for a period of time late at night, we also send them reminders to
turn on Quiet Mode. Once enabled, Quiet Mode silences all notifications, changes profile activity
status to ‘In quiet mode’ and automatically sends auto-replies to direct messages. Quiet mode
can help teens focus, and encourage them to set boundaries with friends and followers.

Quiet mode is on

Quiet mode will turn on
automatically from 10 PM to 7 AM.
You can edit this time or turn it off

in settings.

P In quiet mode

tellas_grO0v3 was: otified about this message becaus
the: de. Turn on quiet mode
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Section B: User Reporting and Resolution

Paragraph 23: Any individual
must be able to report
concerning content or
unwanted interactions to the
Service in relation to the
categories of harmful and/or
inappropriate content in
paragraphs 4 and 17. In this
regard, the reporting and
resolution mechanism
provided to end-users must be
effective, transparent, easy to
access, and easy to use.

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:

Meta offers a variety of reporting tools and channels on our technologies, both in-app or via
separate reporting channels, for users and non-users to report content they believe violates our
policies or infringes on their rights. We also have help articles that inform users of all the available
reporting channels and how to report®.

When something gets reported to Instagram, we review it and remove anything that goes against
the Instagram Community Guidelines®” and other applicable policies.

How users can Report Content on Instagram

Users always have an option to report, whether it's a photo, profile, ad, post, hashtag, comment,
story, message or something else.

Users can report content using the Report button near the content itself. When a user wants to
report an account or group rather than a piece of content, the Report button is located
underneath the respective profile or group.

Please see a screenshot below of the Report button below:

Users need to click  in the top right of the post and select Report as shown below:

86 https://help.instagram.com/2922067214679225/?helpref=hc_fnav

87 https://www.facebook.com/help/instagram/477434105621119
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Users are then directed to follow on-screen instructions and select an option from a dropdown
menu that best describes how this post goes against the Community Guidelines. This helps us
send the report to the correct review team.
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Why are you reporting this post?
Y ort is anonymous. If someone ediate

I don't want to see this

Bullying or unwanted contact

Suicide, self-injury or eating disorders
Violence, hate or exploitation

Selling or promoting restricted items
Nudity or sexual activity

Scam, fraud or spam

False information

After these steps, we submit the report. We also lay out what people should expect next.
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Ne either use
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remove anything the

standards as quickly as possible

Decision made

We'll send you a notification to view the

1 your Support Requests as soon as

Our Help Centre®® also provides further details to users on how to report violating content or
profiles.

All end-users in Singapore:

Paragraph 23(a): End-users’ reports must be assessed, and appropriate action(s) must be taken
by the Service in a timely and diligent manner that is proportional to the severity or imminence of
the potential harm. In particular, timelines must be expedited for content and activity related to
terrorism. Appropriate action(s) may include:

i.  Swiftly removing the reported content or restricting access to the reported content; and
ii.  Warning, suspending, or banning the account(s) that generated, uploaded or shared the
reported content;

88 https://help.instagram.com/
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Review processes

When something gets reported to Instagram, we review it and remove anything that goes against
the Instagram Community Guidelines.

As part of our content moderation efforts, we employ a combination of human review,
technology and data. Every day, we remove millions of violating pieces of content and accounts
on Instagram . In most cases, this happens automatically, with technology to detect, restrict, and
remove content and accounts that may go against our Community Guidelines. In other cases, our
technology selects content for human review. Our review teams review a blend of user reports
and content surfaced by our technology. Our technology also supports the review teams by
prioritising the most critical content to be reviewed, based on severity, virality, and likelihood of a
violation.

When we receive a report, we first review it against the Instagram Community Guidelines. If we
determine that the content goes against our policies, we remove it. Instead of simply looking at
reported content in chronological order, we prioritise the most critical content to be reviewed
(e.g. posts related to child sexual exploitation, terrorism and suicide), whether it was reported
to us or detected by our proactive systems. We prioritise the content that is most harmful to
users based on multiple factors such as virality, severity of harm and likelihood of violation. In an
instance where our systems are near-certain that content is breaking our rules, it may remove it.
Where there is less certainty, it will prioritise the content for teams to review and action in a
timely manner based on severity.

We've increased our capability to rapidly respond to live streams that may breach our Community
Guidelines, including by reviewing all live streams in an area that may involve footage of an attack
and increasing our 24/7 capacity to respond to live stream reports.

Use of Artificial Intelligence

With appropriate oversight, we also use artificial intelligence to augment and scale our human
review capacity. As mentioned above, we use artificial intelligence to select the content for
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human review on the basis of severity, virality, and likelihood of a violation. As with matching
technology, artificial intelligence operates on URLs, text, images, audio, and videos. Unlike
technologies that can only match violations they’ve seen before, artificial intelligence has the
potential to identify certain violations it has never seen before.

Enforcement

If users post content that goes against the Instagram Guidelines, we'll remove it and may then
apply a strike to the user’s Instagram account. Meta informs users when something they posted
goes against our Community Guidelines. Usually, this notice appears in the Feed on logging into
Instagram . Users can also find this notification in their Support Requests.(See our response to
paragraph 23(b) below for more details on the communication we show to the user.

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:
Paragraph 23(b): Where Meta receives a report that is not frivolous or vexatious:

i The end-user who submitted the report must be informed of decision and action taken by
Meta with respect to that report without undue delay;

ii. Should Meta decide to take action against the report content or account(s), the end-user
holding the account(s) that generated, uploaded, or shared the reported content must be
informed of decision and action taken by Meta without undue delay;

Post report communication

When a user reports a piece of content (e.g. a photo, comment, post) to us, we'll take action to
restrict access to the content or remove the content from Instagram if we find that it goes against
our Community Guidelines or other applicable policies. When we've reviewed the content, we'll
let the individual or entity know immediately whether it did or did not go against our policies in
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the Support Request section under Help menu. This notification is instantaneous, and users can
see the current status of their report, and action taken.

If the individual or entity reports content but we find that the content does not go against our
Community Guidelines or other applicable policies, we will let the individual or entity know in the
Support Requests section under Help menu. At that time, if the individual or entity disagrees with
our decision to leave the content up, we offer the individual or entity the opportunity to request
another review.

With the Support Requests, reporting users can:

Tap on available reports to learn more about our policies.

See when Meta took action on their report and the decision we made.

Request a review of our decision.

Cancel a report by clicking on the report that they want to cancel and select the Delete
report option.
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12:52 o T8
< Help
Report a problem
Account Status
Meta Verified
Help Center

Privacy and Security Help

Support Requests

When a user reports a piece of content (e.g. a photo, comment, post) to us, we'll take action to
restrict access to the content or remove the content from Instagram if we find that it goes against
our Community Guidelines or other applicable policies. When we've reviewed the content, we'll
let the individual or entity know immediately whether it did or did not go against our policies in
the Support Requests section under Help. This notification is instantaneous and users can see the
current status of their report, and action taken.

If the individual or entity reports content but we find that the content does not go against our
Community Guidelines or other applicable policies, we will let the individual or entity know in the
Support Requests section. At that time, if the individual or entity disagrees with our decision to
leave the content up, we offer the individual or entity the opportunity to request another review.
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(4]

( [e) l We didn't remove nedayasee's account

We found that this account likely doesn't go
against our Community Guidelines. If you think
we made a mistake, please report it again.
Because Instagram is a global community, we
understand that people may express themselves
differently. We'll use your feedback to make this
experience better for everyone.

If you don't want to see nedayasee on Instagram,

you can unfollow, mute or block them to hide
their posts and comments from your feed.

More Options

Take down experience for creators of reported content

® When a user posts something that doesn't follow our rules, we'll inform them.

e We'll also address common misperceptions and explain why we made the decision to
enforce.

e We'll give users easy-to-understand explanations about the relevant rule.

e If the user disagrees with the decision, they can ask for another review and provide more
information. Users can ask for review from Account Status or Support Requests.
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We set expectations about what will happen after the review has been submitted.

ol T 9:41 AM 100% - il & 9:41AM 1007 -

‘lwstagnnm < Account Warning

Your Account May Be Deleted
Some of you evious
Community Guidelines. If you pc

(N} be delete c ur

Your Post Goes Against Our

Community Guidelines (] Post removed for hate speech or
. symbols

W ed post be C against our
Community Guideline
0 post somathi

(Q Comment removed for bullying or harassment

(") Story removed for nudity or sexual
M= activity
i)

@ Post removed for hate speech or
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Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:

Paragraph 23(c): The end-users referred to in sub-paragraphs (b)(i) and (b)(ii) must be allowed to
submit requests to the Service for a review of the decision and action taken.

Meta has complaints and appeal mechanisms which have long been in place and made available
to reporters of content and users who are affected by decisions in relation to content and
accounts.

These appeal mechanisms have been expanded even further and are available as it relates to the
following circumstances:

e When we remove or restrict content for violating the Community Guidelines or other
policies

When we restrict content in response to a legal report

When we limit monetization features

When we apply a feature limit to an account; and

When we suspend or terminate an account

When a reporter or an individual who posted content that was removed requests an appeal, a
different review team will review the decision. If a reviewer accepts the original reviewer’s
decision, the content remains off Instagram. However, if the reviewer disagrees with the initial
review and decides it should not have been removed, the content will go to another reviewer.
This reviewer's decision will determine whether the content should be on Instagram or not. The
content is not visible to other people on Instagram while we review it again.

As shown in the below screenshots, the users whose content we removed can appeal for another
review and provide more information. We set expectations about what will happen after the
review has been submitted.
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Paragraph 24: End-users must
have access to clear and easily
comprehensible information
that enable them to assess the
level of safety and related
safety measures afforded by
the Service and make informed
choices.

They can check for updates under Support Requests in Help menu, as mentioned in the response
for sub-paragraph (b)

< < Instagram < Instagram
e ~
som >
You requested a review Your Account Has Been Deleted
Commundy Gudelines
Roview requested
& Inreview
Reviewed
Mlond Data

Section C: Accountability - Mandatory Information and Metrics

Please provide information on the measures, and include screenshots or evidence where
possible.

All end-users in Singapore:

At Meta, we give people control over what they share, who they share it with, the content they
see and experience and who can contact them and share with us their content preferences. Our
library of tools and resources for improved online safety supports and reflects the Instagram
Community Guidelines and enables users to stay informed about safety in general and tools that
they can use to assess the level of safety and protect themselves. We care about the safety of our
global community.
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Below are some of our safety tools® that help to keep our users’ accounts secure and protect
their privacy, which we detail in the preceding sections:

Audience Selection for controlled sharing
Friending and Following

Unfriending and Unfollowing

Blocking

Restrict Accounts

Manage Comments

Report Abuse

The Meta Safety Centre® provides information to users and people more broadly about safety
tools available to users of the service and information about our approach to online child
protection, online well-being, intimate image abuse and bullying and harassment. It also provides
tailored guidance to specific user groups, such as women, teens and parents. Meta created many
of these resources through collaborations with experts in a range of issues.

We know parents and guardians often think about what their children are doing online and how
they can help them navigate social media safely, including how they can manage their children's
access and exposure to illegal and restricted online content. This is why we created safety tips for
parents® on Instagram and "A parent's guide to Instagram"%? (accessible in-app under Help
Centre; see screenshots below). These resources were created in partnership with safety, youth
and parenting organisations, and experts around the world and cover managing privacy,

89 https://about.meta.com/actions/safety/topics/safety-basics/tools/stay-safe

90 https://about.meta.com/actions/safety

91 https://help.instagram.com/154475974694511/?helpref=hc_fnav

92 https://scontent.foom20-1.fna.focdn.net/v/t39.8562-6/10000000 1176876372796804 8643292241535365999 n.pdf? nc_cat=105&cch=1-
7& nc sid=b8d81d& nc_ohc=WO0McJoomztAQ7kNvgG afNJ& nc ht=scontent.fbom20-

1.fna&oh=00 AYAKbJXvAeCb2ypRAMbwOVI42RLIt5d69VCRXxPJBhmsWg&oe=66B8A3EC
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interactions, time and security on our applications. They also explain the basics of our app and a
description of our safety tools and settings.

Resources for Parents in Safety Centre (accessible in-app):

123 Gl 123 " TE
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More information for parents and guardians can be found in the Family Centre®® and additional
resources on supportive online experiences can be found in the Education Hub* . The Family
Centre is accessible via the Supervision option which can be accessed in-app and online.

Meta has a dedicated Privacy Centre® (accessible in-app under Settings and Privacy; see
screenshots below) where users can find information about different privacy settings available
and share information about increasing privacy, including account security, audience selection
and location sharing.

9 https://familycenter.meta.com/

94 https://familycenter.meta.com/in/education/

9 https://privacycenter.instagram.com/
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Meta also publishes regular reports on the Transparency Centre®® to give our community visibility
into how we enforce our policies, and includes data on how much content we remove for
violating our policies that we publish on a quarterly basis.

Children

We've built more than 50 tools, features and resources that help teens have safe, positive
experiences and give parents simple ways to set boundaries for their teens , several of which we
have detailed in the preceding sections:

Ad Topic Controls to manage ads

Launched “Take It Down” with NCMEC to prevent spread of intimate images of teens
Parental Supervision Tools

Private messaging restrictions for adults above 18 with teens

Take a Break which nudges teens to manage their time on Instagram

96 https://transparency.meta.com/reports/
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e Quiet Mode to help people focus and to encourage them to set boundaries with friends
and followers

Hiding age-inappropriate content

Limit Content Recommendations

More Restrictive Content Recommendations

Stricter default private messaging settings

New nighttime nudges that will show up when teens have spent more than 10 minutes on
Instagram in places like Reels or Direct Messages late at night

A comprehensive list of tools and features to support teens and parents can be found here®.
Information about these tools are also accessible via Meta Safety Centre, which also provides
tailored guidance to specific user groups, including teens.
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Paragraph 25(b): How much
and what types of harmful or
inappropriate content end-
users in Singapore encounter
on the Service

Please provide information and data metrics for:

All end-users in Singapore:

Please refer to our response to paragraph 26(c) below for the various types of harmful or
inappropriate content actioned for end-users in Singapore.

Children:

Please refer to our response to paragraph 26(c) below.
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Section C: Accountability - Additional Information and metrics

All end-users in Singapore:

Paragraph 26(a): From April 1, 2023 to March 31, 2024, there were over 1.3 million pieces of content reported to
[Please insert us by users from Singapore on Instagram. We took action on over 195.8 thousand pieces of that
data metric(s) content for violating our Community Guidelines.
that IMDA has
agreed to] Children:

As a global social technology company with technologies where digital communications are
The Service may borderless, our approach to measuring the efficacy of our efforts is to start with global
propose suitable enforcement metrics aimed at answering the question of how well Meta is at taking action on
information and content and accounts that violate our Community Guidelines and other policies globally.

metrics to be
included in its

Of the 1.3 million number reported above for “All end-users”, we are not able to provide a
annual reports

breakdown of how many of those were reported by users who were below 18 years old (if any).

:;t:zc,;z,(,),t by By extension, of the 198.8 thousand number reported above for “All end-users”, we are not able
IMDA. These may to provide a breakdown of the proportion of that content that may have been reported by users
include but are not who were below 18 years old (if any).

limited to:

a. The number and | Sexual All end-users in Singapore:

types of end-user | Content Please refer to our response to paragraph 26(c).

reports received

from end-users in

Singapore’ and the Children:

Not available. Please refer to our explanation above

number and types

of harmful and

inappropriate Violent All end-users in Singapore:

content removed Content Please refer to our response to paragraph 26(c).
as a result of end-

user reports; Children:

Not available. Please refer to our explanation above

We have made
substantial
investments to build
systems and tools for
logging data needed
to provide accurate
and sound metrics
that meaningfully
informs stakeholders
on the efficacy of our
efforts. We have
been publishing a
Community
Standards
Enforcement
Report® on a
quarterly basis in our
Transparency
Centre!®documentin
g the efficacy of our
efforts since 2019.

Our focus has been
on logging data on
how well we are able
to proactively detect
and remove content
that violates our

99 https://transparency.meta.com/reports/community-standards-enforcement/
100 https://transparency.meta.com/en-gh/
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Suicide
and self-
harm
content

All end-users in Singapore:
Please refer to our response to paragraph 26(c).

Children:
Not available. Please refer to our explanation above

Cyberbully

ing
Content

All end-users in Singapore:
Please refer to our response to paragraph 26(c).

Children:
Not available. Please refer to our explanation above

Content
endangeri
ng public
health

All end-users in Singapore:
Please refer to our response to paragraph 26(c).

Content
facilitating
vice and
organised
crime

All end-users in Singapore:
Please refer to our response to paragraph 26(c).

Community
Guidelines, before a
user reports it to us.
The metrics we have
invested in reporting
have therefore
centred on the
proactive rate for
specific violation
types in our
Transparency Centre.

As such, at this time,
we are unable to
provide a breakdown
per violation type
arising from reports
by end-users in
Singapore.

We would
additionally note
that end-user
reporting metrics
may not be a
meaningful measure
of the volume of
harmful content on
an application, nor
how well the
application’s system
is performing in
reducing harmful
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content. The
majority of reports
from users is content
that does not violate
our policies and
therefore is not a
reliable indicator of a
policy violation.

Paragraph 26(b): | Sexual

[Please insert Content
data metric(s)
that IMDA has

All end-users in Singapore:

Not available. Please refer to the additional comments for explanation.

Children:

Not available. Please refer to the additional comments for explanation.

agreed to]
The Service may Violent
propose suitable Content

information and
metrics to be
included in its
annual reports
subject to

All end-users in Singapore:

Not available. Please refer to the additional comments for explanation.

Children:

Not available. Please refer to the additional comments for explanation.

agreement by Suicide
IMDA. These may and self-
include but are not | harm
limited to: content
b. The time
between the

All end-users in Singapore:

Not available. Please refer to the additional comments for explanation.

Children:

Not available. Please refer to the additional comments for explanation.

Service receiving

end-user reports Fyberbully
from end-users in Ing
Content

All end-users in Singapore:

Not available. Please refer to the additional comments for explanation.

As explained in the
preceding sections of
this report,
Instagram has made
significant
investment to build
easily accessible and
intuitive user
reporting tools, and
a system that
ensures we respond
to each of those user
reports, prioritising
the most urgent
ones.

At this time, we are
unable to provide
this metric. We
would additionally
note that not all user

f O']
Instagram©2024

101



Singapore on Children: reports are equal in
harmful and Not available. Please refer to the additional comments for explanation. terms of the level of
inappropriate risk and harm it may
con.tent'and taking I"content All end-users in Singapore: cause. Some reports
Z;Z‘r)ggg];:;ny) asan endangeri | Not available. Please refer to the additional comments for explanation. may be benign,

ng public where there is no
health immediate harm or
there are no or only
Content All end-users in Singapore: a small number of
facilitating | Not available. Please refer to the additional comments for explanation. views, while other
vice and posts may be
organised spreading rapidly
crime and pose a greater
harm to individuals.
We therefore do not
prioritise the review
of content reported
to us by chronology.
Instead, we prioritise
the most critical
content to be
reviewed first,
whether it was
reported to us or
detected by our
proactive systems.

Paragraph 26(c): | Sexual All end-users in Singapore:
[Please insert Content e From April 1, 2023 to March 31, 2024, we took action on over 43.6 million pieces of
data metric(s) content on Instagram globally, including over 46.5 thousand pieces of content created in
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that IMDA has Singapore, for violating our Community Guidelines on Adult Nudity and Sexual

agreed to] Activity'®®.

O Globally, we proactively detected about 97.1 percent of this content before it was
The Service may reported to us by users. To respond to paragraph 26(a), the remaining 2.9
propose suitable percent of content that was not proactively detected reflects content that we
information and took action on after user reports were received, but it does not necessarily
metrics to be indicate that we took action only because of those user reports. We calculate the

included in its

proactive rate as the number of pieces of content we took action on that we
annual reports

found and flagged before people using Instagram reported them, divided by the

Zl;t:jeicr;zt by total number of pieces of content that we took action on. We use this metric as
IMDA. These may an indicator of how effectively we are proactively detecting violations.

include but are not o For content created in Singapore, we proactively detected about 97.4 percent of
limited to: this content before it was reported to us by users. To respond to paragraph 26(a),
¢. The number and the remaining 2.6 percent of content that was not proactively detected reflects
types of harmful or content that we took action on after user reports were received, but it does not
inappropriate necessarily indicate that we took action only because of those user reports.
content proactively

removed by the
Service that are:
i. Accessible by
end-users in

e From April 1, 2023 to March 31, 2024, we took action on over 932 thousand pieces of
content on Instagram globally, including over 812 pieces of content created in Singapore,
for violating our Community Guidelines on Child Endangerment: Nudity and Physical

Singapore; and Abuse®,
ii. Originated from o Globally, we proactively detected about 96.2 percent of this content before it was
Singapore. reported to us by users. To respond to paragraph 26(a), the remaining 3.8

percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 94.5 percent of
this content before it was reported to us by users.To respond to paragraph 26(a),
the remaining 5.5 percent of content that was not proactively detected reflects

101 https://transparency.meta.com/en-gb/policies/community-standards/adult-nudity-sexual-activity/
102 Wttps://transparency.meta.com/en-gb/policies/community-standards/child-sexual-exploitation-abuse-nudity/
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content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

e From April 1, 2023 to March 31, 2024, we took action on over 8 million pieces of content
on Instagram globally, including over 3.9 thousand pieces of content created in Singapore,
for violating our Community Guidelines on Child Endangerment: Sexual Exploitation®®.

O Globally, we proactively detected about 95.4 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 4.6
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

O For content created in Singapore, we proactively detected about 94.4 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 5.6 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

Children:

As a global social technology company with technologies where digital communications are
borderless, our approach to measuring the efficacy of our efforts is to start with global
enforcement metrics aimed at answering the question of how well Meta is at taking action on
content and accounts that violate our Community Guidelines globally. We are not able to provide
a breakdown of the proportion of content listed above that may have been accessible to users
who were below 18 years old (if any).

Violent
Content

All end-users in Singapore:
e From April 1, 2023 to March 31, 2024, we took action on over 39.9 million pieces of
content on Instagram globally, including over 157.4 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Violent and Graphic Content!,

108 Wttps://transparency.meta.com/en-gb/policies/community-standards/sexual-exploitation-adults/

104 https://transparency.meta.com/en-gh/policies/community-standards/violent-graphic-content/
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O Globally, we proactively detected about 99.2 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 0.8
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 99.8 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 0.2 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

e From April 1, 2023 to March 31, 2024, we took action on over 36.9 million pieces of
content on Instagram globally, including over 86.6 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Violence and Incitement'®,

O Globally, we proactively detected about 99.1 percent of this content before it was
reported to us by users.To respond to paragraph 26(a), the remaining 0.9 percent
of content that was not proactively detected reflects content that we took action
on after user reports were received, but it does not necessarily indicate that we
took action only because of those user reports.

o For content created in Singapore, we proactively detected about 99.7 percent of
this content before it was reported to us by users.To respond to paragraph 26(a),
the remaining 0.3 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

Children:

As a global social technology company with technologies where digital communications are
borderless, our approach to measuring the efficacy of our efforts is to start with global
enforcement metrics aimed at answering the question of how well Meta is at taking action on
content and accounts that violate our Community Guidelines globally. We do not log data that

105 https://transparency.meta.com/en-gb/policies/community-standards/violence-incitement/
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tracks the age appropriate content. We are not able to provide a breakdown of the proportion of
content listed above that may have been accessible to users who were below 18 years old (if any).

Suicide
and self-
harm
content

All end-users in Singapore:

e From April 1, 2023 to March 31, 2024, we took action on over 24.7 million pieces of
content on Instagram globally, including over 10.5 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Suicide and Self-Injury%.

O Globally, we proactively detected about 99.2 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 0.8
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 97.0 percent of
this content before it was reported to us by users.To respond to paragraph 26(a),
the remaining 3.0 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

Children:

As a global social technology company with technologies where digital communications are
borderless, our approach to measuring the efficacy of our efforts is to start with global
enforcement metrics aimed at answering the question of how well Meta is at taking action on
content and accounts that violate our Community Guidelines globally. We do not log data that
tracks the age appropriate content. We are not able to provide a breakdown of the proportion of
content listed above that may have been accessible to users who were below 18 years old (if any).

Cyberbully

ing
Content

All end-users in Singapore:

Bullying and harassment is a unique challenge and one of the most complex issues to address
because context is critical. One reason for this is that these behaviours often involve subtle or
indirect language, which can make it challenging to identify and remove. Another challenge is that

106 https://transparency.meta.com/en-gh/policies/community-standards/suicide-self-injury/
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bullying and harassment can take many different forms, and can be directed towards individuals
or groups based on a wide range of characteristics. Despite these challenges, Meta takes bullying
and harassment seriously and has implemented a range of policies (mentioned in our response to
paragraph 17(d)) and tools to help prevent and address these behaviours in its applications.

e From April 1, 2023 to March 31, 2024, we took action on over 34.6 million pieces of
content on Instagram globally, including over 38.5 thousand pieces of content created in
Singapore, for violating our Community Guidelines on B Bullying and Harassment'®’.

O Globally, we proactively detected about 94.1 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 5.9
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 94.6 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 5.4 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

e From April 1, 2023 to March 31, 2024, we took action on over 32.1 million pieces of
content on Instagram globally, including over 33.8 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Hate Speech?®,

O Globally, we proactively detected about 97.3 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 2.7
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 97.7 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),

107 https://transparency.meta.com/en-gb/policies/community-standards/bullying-harassment/
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the remaining 2.3 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

Children:

As a global social technology company with technologies where digital communications are
borderless, our approach to measuring the efficacy of our efforts is to start with global
enforcement metrics aimed at answering the question of how well Meta is at taking action on
content and accounts that violate our Community Guidelines globally. We do not log data that
tracks the age appropriate content. We are not able to provide a breakdown of the proportion of

content listed above that may have been accessible to users who were below 18 years old (if any).

Content
endangeri
ng public
health

All end-users in Singapore:

e From April 1, 2023 to March 31, 2024, we took action on over 8.9 million pieces of
content on Instagram globally, including over 5.7 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Regulated Goods (Drugs)'®.

o Globally, we proactively detected about 99.5 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 0.5
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

o For content created in Singapore, we proactively detected about 99.9 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 0.1 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.
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Content
facilitating
vice and
organised
crime

All end-users in Singapore:

From April 1, 2023 to March 31, 2024, we took action on over 989.8 thousand pieces of
content on Instagram globally, including over 0.7 thousand pieces of content created in
Singapore, for violating our Community Guidelines on n Regulated Goods (Firearms)!*°.

O Globally, we proactively detected about 99.1 percent of this content before it was

reported to us by users. To respond to paragraph 26(a), the remaining 0.9
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

For content created in Singapore, we proactively detected about 99.2 percent of
this content before it was reported to us by users.To respond to paragraph 26(a),
the remaining 0.8 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

From April 1, 2023 to March 31, 2024, we took action on over 818.7 thousand pieces of
content on Instagram globally, including over 1.1 thousand pieces of content created in
Singapore, for violating our Community Guidelines on Dangerous Organisations and
Individuals (Organized Hate)''".

O Globally, we proactively detected about 80.8 percent of this content before it was

reported to us by users. To respond to paragraph 26(a), the remaining 19.2
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

For content created in Singapore, we proactively detected about 79.0 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 21.0 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.
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e From April 1, 2023 to March 31, 2024, we took action on over 7.9 million pieces of
content on Instagram globally, including over 15.8 thousand pieces of content created in
Singapore, for violating our Community guidelines on Dangerous Organisations and
Individuals (Terrorism)'? activity.

O Globally, we proactively detected about 97.4 percent of this content before it was
reported to us by users. To respond to paragraph 26(a), the remaining 2.6
percent of content that was not proactively detected reflects content that we
took action on after user reports were received, but it does not necessarily
indicate that we took action only because of those user reports.

O For content created in Singapore, we proactively detected about 98.5 percent of
this content before it was reported to us by users. To respond to paragraph 26(a),
the remaining 1.5 percent of content that was not proactively detected reflects
content that we took action on after user reports were received, but it does not
necessarily indicate that we took action only because of those user reports.

Paragraph 26(d):

[Please insert
data metric(s)
that IMDA has
agreed to]

The Service may
propose suitable
information and
metrics to be
included in its
annual reports
subject to

Total number of Singapore-created accounts actioned for policy violations as an aggregate
(excluding fake accounts).

All end-users in Singapore:
From April 1, 2023 to March 31, 2024, we disabled over 549.9 thousand user accounts on
Instagram in Singapore, for violating our Community Guidelines (excluding Fake Accounts).

Children:

As a global social technology company with technologies where digital communications are
borderless, our approach to measuring the efficacy of our efforts is to start with global
enforcement metrics aimed at answering the question of how well Meta is at taking action on
content and accounts that violate our Community Guidelines globally. We do not log data that
tracks the age appropriate content. We are not able to provide a breakdown of the proportion of

For most violations,
if users continue to
post content that
goes against the
Community
Guidelines, despite
repeated warnings
and restrictions,
Meta will disable
their account.
Accounts are
generally removed
after multiple strikes
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agreement by
IMDA. These may
include but are not
limited to:

d. The number of
accounts
suspended or
banned in
Singapore, and the
reasons for
suspending or
banning accounts
in relation to the
categories of
harmful and
inappropriate
content in
paragraphs 4 and
17

accounts listed above that may have been accessible to users who were below 18 years old (if
any).

Sexual All end-users in Singapore:
Content
Not available. Please refer to the additional comments for explanation.
Children:
Not available. Please refer to the additional comments for explanation.
Violent All end-users in Singapore:
Content Not available. Please refer to the additional comments for explanation.
Children:
Not available. Please refer to the additional comments for explanation.
Suicide All end-users in Singapore:
and self- Not available. Please refer to the additional comments for explanation.
harm
content Children:
Not available. Please refer to the additional comments for explanation.
Cyberbully | All end-users in Singapore:
ing Not available. Please refer to the additional comments for explanation.
Content

Children:
Not available. Please refer to the additional comments for explanation.

in which each strike
may be a different
violation type so it
would be difficult
and inaccurate to
attribute account
removals to a
specific harm type.

f O']
Instagram©2024

111



