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This form is completed with 
the questions only related to 
Oracle SaaS cloud services
that are in-scope. 

For the questions related 
to IaaS/PaaS, e.g. VMs, 
Network/DC facilities, 
please read in conjunction
with the Oracle Cloud 
Infrustructure(OCI) 
disclosure form which is 
provided in the OCI MTCS
audit.  

Customers may audit 
Oracle’s compliance with 
its obligations under Data 
Processing Agreement up 
to once per year. In addition,
 to the extent required by 
Applicable Data Protection 
Law, Customer and their 
Regulator may perform more 
frequent audit. Audit scope is
 subject to agreed final audit
 plan. 

See Data Process 
Agreement - 
https://www.oracle.com/corpora
te/contracts/cloud-services/con
tracts.html#data-processing 

See Remarks



Oracle Software, other Oracle products and services, and Oracle intellectual
property, and all derivative works

See Remarks

Oracle provides information
 about framework for which
 an Oracle line of business
 has achieved a 3rd party 
attestation or certification 
for one or more of its 
services in the form of 
“attestations.” 
A list of attestation is 
available to view via Oracle
 Cloud Compliance page - 

https://www.oracle.com/
cloud/compliance/
#attestations

Reports and certifications 
are available for download 
via Oracle SaaS Cloud 
console. 

A list of attestation is 
available to view via Oracle
 Cloud Compliance page - 

https://www.oracle.com/
cloud/compliance/
#attestations

Reports and certifications 
are available for download 
via Oracle SaaS Cloud 
console. 

SOC-1, SOC-2, HIPAA, ISO/IEC 27017, ISO/IEC 27018, CSA STAR

Oracle customers retain 
all ownership and 
intellectual property rights
 in and to their content 
as defined in the Oracle 
Cloud Service Agreement 
- https://www.oracle.com/a/
ocom/docs/corporate/cloud
-csa-jp-eng-v040119.pdf

See Remarks

Oracle follows a modified 
approach for a selection of 
MTCS requirements for 
which compensatory 
controls have 
been defined as outlined in
 the statement of 
applicability.



60 days

90 days

60 days

Customer users access logs provided in the apps

Japan Central (Osaka)

Japan East (Tokyo) 



99.7

99.7

14 countries

SaaS cloud contracts



Generally 1 hour, vary on services

Generally 12 hours, vary on services

Oracle

The RPO and RTO 
for SaaS services 
are different from 
service to service,
please refer to the 
SaaS Pillar document 
for more details. 

SaaS cloud services don't have critical dependency of 3rd party

Oracle Cloud Hosting and 
Delivery Policies describe
 the Oracle Cloud Services
 ordered by Customers, 
which include Service Level 
Agreement (SLA). Oracle 
Cloud Service Pillar 
documentation may include 
additional details or 
exceptions related to 
specific Oracle Cloud 
Services. 

The Oracle Cloud Service
 Pillar documentation, the 
Service Descriptions and 
the Program 
Documentation for Oracle 
Cloud Services are 
available at 
www.oracle.com/contracts.

Unscheduled (unplanned)
downtime is described in
the Cloud Hosting and
Delivery policies. 

Oracle follows a modified 
approach for a selection of 
MTCS requirements for 
which compensatory 
controls have 
been defined as outlined in
 the statement of 
applicability.



Oracle CSA: https://www.oracle.com/a/ocom/docs/corporate/cloud-csa-sg-eng-v040119.pdf



Oracle will notify you of a confirmed Personal Information Breach without undue delay but at the latest within 24 hours

within 24 hours

SaaS cloud services have
different billing models. 
Please refer to the Oracle 
SaaS service description
document for details. 

My Oracle Support Portal, cloud console and email notifications



English

Yes

JSON, XML, ZIP, TXT,CSV,XML,HTML,etc....

REST, SOAP, ICS, FA

JSON, XML

Linux

REST and SOAP API

HTTPS

N/A

https://docs.oracle.com/en/cloud/saas/financials/21c/api.html

Orale ExaData



Continuously

Oracle Cloud Guard is an 
Oracle Infrastructure 
service that helps 
customers monitor, identify, 
achieve and maintain a 
strong security posture on 
Oracle Cloud. Please see 
details about Cloud Guard -
 
https://docs.oracle.com/en-
us/iaas/cloud-guard/using/i
ndex.htm

Bandwidth requirements vary based on the customer needs and different in services, please consult your service representative. 



DNS&BGP, SIEM, threat and vul mgmt, NIDS, FW, ACL, IRP, OEM

Multiple

HTTP/1.1

Please refer to Oracle 
Cloud Infrastructure
service offerings and 
 responses to MTCS. 



Shared loadbalancer network

OCI native isolation

Customer tenancy in Fusion is separated by VCNs and private subnets. Others may vary from design.
Please consult your service representative. 

varies based on service contracts. Please refer to Oracle Fusion Cloud service descriptions at 
https://www.oracle.com/assets/oracle-fusion-cloud-service-desc-1843611.pdf

varies based on service contracts. Please refer to Oracle Fusion Cloud service descriptions at 
https://www.oracle.com/assets/oracle-fusion-cloud-service-desc-1843611.pdf

Oracle Cloud provides up to 51.2 TB of capacity per instance

Varies based on services, please consult your service representative. 

varies based on services. Please 
consult your service representative.

Varies based on services, 
please consult your service 
representative. 

Varies based on services, please consult your service representative. 

Varies based on services, please consult your service representative. 
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