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Cloud Service Provider Background

Overview of service offering:

Google Cloud lets you focus on what's next for your business. Google Cloud frees you from the overhead of
managing infrastructure, provisioning servers and configuring networks. To let innovators innovate and let
coders, well, just code. From Gmail to Docs, Drive, and Calendar, collaborate with Google Cloud anytime,
anywhere across your computer, phone, and tablet.

Service model:
[ Virtual machine instances owned by the user

[0 Network facilities

{4 Compliance with applicable standards




Deployment modet:

O Private cloud

[0 Community cloud

O Hybrid cloud

L2 Public cloud

Tier;
1 Level 1
{71 Level 2

A Level 3

No.

Criteria

Description

Remarks

Legal and
Compliance

—

1. Right to
audit

The user has the right to audit:

Virtual machine instances owned by the
user

Network facilities

Compliance with applicable standards
Technical controls

Policies and governance

Data centre facilities

Others right fo audit is specific to
customer contractual terms

None

Regulators recognised by Singapore law have
the right to audit:

Virtual machine instances awned by the user
Network facilities

Compliance with applicable standards
Technical controls

Policies and governance

Data centre facilities

Others

None

Audit / assessment reports that can be made
available on request:

QOur customers and regulatars expect
independent verification of security,
privacy and compliance controls.
Google undergoes several independent
third party audits on a regular basis to
provide this assurance. This means
that an independent auditor has
examined the controls present in our
data centers, infrastructure and
operations. Google’s third party audit
approach is designed to be
comprehensive in order to provide
assurances of Google's level of
information security with regard to
confidentiality, integrity and availability.
Customers may use these third party
audits to assess how Google's
products can meet their compliance
and data-processing needs.

Google will allow customers or an
independent auditor appointed by the
Customer to conduct audits to verify




Penetration test

Threat and vulnerability risk assessment
Vulnerability scan

Audit reports (e.g. Statement on Standards
for Attestation

Engagements (SSAE) No. 16, Reporting on
Controls at a Service

Organisation) (yes)

Google's compliance with its
obligations under our terms, as
indicated in our Data Protection
Agreement (section 7.5.2)

2

Compliance

2. The following guidelines / standards /
regulations are adhered to:

Singapore Personal Data Protection Act
ISO /IEC 27001

1ISO 9000

ISO /IEC 20000

CSA Open Certification Framework
PCI-DSS

Others

Google is committed to protecting your
organization's data. WWe undergo
several independent third-party audits
on a regular basis.

For the complete and updated list,
please visit
https://cloud.google.com/security/compl
iance

Google has provided documentation
describing control environment in order
to enable customers to evaluate the
suitability of Google Cloud within the
context of Singapore PDPA:
https://cloud.gooale.com/files/singapor

e-pdpa-wp.pdf

Google reviews the Information
Security Policy annually and has
processes in place to ensure that
Information Security Policies and
supporting guidance are current and
aligned with the needs of the
organization. As such, we believe we
are addressing the risk for which
clause 6.5.3a is intended.

Google performs periodic evaluations
of Cloud Service delivery and performs
background checks on new hires,
where legally permissible. As such, we
believe we have addressed the risk for
which clause 7.1.4a is intended

Data Control

Data
ownership

All data on the cloud service is owned by the
cloud user except
for:

Google does not use customer content
for marketing or advertising purposes.
Google Cloud may advertise directly to




The cloud User retains the ownership on the
derived data or attributes of cloud usage except
for the following:

Advertising or marketing

Statistics analysis on usage
Others_Product

development

Google Cloud customers to market
additional services which may be of
interest to those customers.

4

Data retention

Data deleted by the user is retained as follows:
Minimum data retention period is: ___30 days
(GCP); 20 days (G Suite)_____

Maximum data retention period is: __180
days

Deleted immediately

Log data is retained for a period of:
Minimum data retention period as follows:
____ 30 to 400 days (GCP); 30 days to 15
months (G Suite)

Maximum data retention period is: ___30 to
400 days (GCP); 30 days to 15 months (G
Suite)____

Not retained

User data is retained for a period of:
Minimum data retention period is:

Maximum data retention period is:

Not retained

The following types of data are available for
download by the

cloud user:

Log data

Other ___any user

data

Please refer to

https://cloud.google.com/terms/data-pr
ocessing-terms#7-data-correction-bloc
king-exporting-and-deletion
https://cloud.google.com/security/deleti
on/#deletion_timeline
https://support.google.com/a/answer/33
3147hl=en
https://gsuite.google.com/terms/dpa_te
rms.html
https://cloud.gooale.com/logging/quota
s#logs_retention_periods

https://support.google.com/a/answer/70
61566

Customers are responsible for logging
and monitoring changes in a cloud
user's administrators account in
accordance with clause 23.8. For
Clause 23.8.3, Google has provided
Cloud Identity Agreement that states
the customer agrees that Google’s
responsibilities do not extend to the
internal management or administration
of the services for customers and that
Google is merely a data processor.

https://cloud.google.com/terms/identity/

na_terms

Data
sovereignty

The primary data locations are:
Singapore

Asia Pacific

Europe,
United States

Other
_https://cloud.google.com/about/locations/#regi
ons-tab
https://gsuite.google.com/security/?secure-by-d

GCP

For certain Google Cloud Platform
services, customers may select where
their data will be stored (the "Data
Location Selection"), and Google will
store it there in accordance with the
Service Specific Terms. If a Data
Location Selection is not covered by




esign_activeEl=data-centers____

The backup data locations are:
Singapore

Asia Pacific

Europe,
United States

Other _____ see above

No. of countries in which data centres are
operated:

The user's data stored in the cloud environment
will never leave

the locations specified in item 5:

Yes

Yes, except as required by law

Yes, except as noted:

No

User's consent is required prior to transferring
data to a location

not specified in item 5 or a third party:

Yes

Yes, except as required by law

Yes, except as noted:

No

Note: Cloud users are responsible for
determining the impact of

data protection and data sovereignty laws on
the locations where

data is stored. In addition, users should
understand the risks

associated with relevant laws that may allow for
law enforcement

or other government access to data in-transit or
storage with

Cloud Service Providers.

the Service Specific Terms (or a Data
Location Selection is not made by
Customer in respect of any Customer
Data), Google may store and process
the relevant Customer Data anywhere
Google or its Subprocessors maintains
facilities.

Google stores data in a multi-tenant
environment on Google-owned servers.
The data and file system architecture
are replicated between multiple
geographically dispersed data centers.

https://cloud.google.com/about/location
sfi#tregions-tab

G Suite

Per section 1.1 of the G Suite TOS, G
Suite, as part of providing the services
may transfer, store, and process
customer data in countries where
Google maintains facilities. To review
our current list of datacenter |ocations
where G Suite data is located, please
see:

https://www.gooagle.com/about/datacent
ers/inside/locations/index. html

Google does not host data at any third
party data centers where Google does
not own and manage the physical
security boundary and control therefore
clauses 9.2.4 (a) and 9.4.4 (d) are not
applicable to the Google environment.

6 |Non-disclosur |Non-disclosure agreement template can be |(Google ensures that a non-disclosure
e provided by Cloud agreement is in place before sharing
Service Provider any confidential information with any
Cloud Service Provider may use customer’s | stomer. Google will also work with
NDA (panding the customer if they request to use
legal review) their NDA template.
Provider
Performance
7 |Availability The committed network uptime is: https://cloud.google.com/terms/sla/

%

https://gsuite.google.com/intl/en/terms/




Varies according to price plan
The committed system uplime is:
%

Varies according to price plan
The cloud environment has the following single
points of failure:

none

sla.htmi

BCP /DR

Disaster recovery protection
Backup and restore service
User selectable backup plans
Escrow arrangements

No BCP / DR is available
RPO :
RTO

Others, please specify:

Google replicates data over multiple
locations to help protect against
accidental destruction or loss, GCP
customers may schedule their own
backups using provided services, such
as Cloud archival or Cold Storage.

Liability

The following terms are available for the users
on failure of the provider to meet the service
commitment:

Network failure

Liabitity:

Infrastructure failure
Liability:

Virtual machine instance failure
Liability:

Migrations
Liability:

Unscheduled downtime
Liability:

Database failure
Liahility;

Monitoring failure
Liability;

Google shall use all reasonable
commercial efforts to ensure that all the
GCP services are operated and
available to customers based on the
service level agreements described
below.. In the event Customer
experiences any of the service
performance issues defined below due
to Google's failure to provide Services,
Customer will be eligible to receive the
Service Credits described below:

https://cloud.google.comfterms/sla/

During the Term of the applicable G
Suite Agreement, the G Suite Covered
Services web interface will be
operational and available to Customer
at least 99.9% of the time in any
calendar month (the "G Suite SLA™). If
Google does not meet the G Suite
SLA, and if Customer meets its
obligations under this G Suite SLA,
Customer will be eligible to receive the
Service Credits described below. This
G Suite SLA states Customer's sole
and exclusive remedy for any failure by




Google fo meet the G Suite SLA,

https://gsuite.google.comvinti/en/terms/
sla.html

Service
Support
10 [Change The Cloud Service Provider has established the [hitps://cloud.google.comftermsfissg/
management |following for changes, migrations, downtime,
and other potential interruptions to cloud
services: https://gsuite google.com/intl/en/terms/
Communication plan and procedures for standard terms.html
proactive notification _ https://gsuite.google.com/intl/en_in/ter
Assistance in m:g;:ation to nfe:w ser:vaces ms/2013/1/premier_terms.html
thn legacy foluttons are, discontinued https://gsuite.google,com/intl/en/termst
Ability to remain on old versions for a defined
. ; 85¢.himl
time period
Ability to choose timing of impact
11 | Self-service Provide self-service provisioning and
provisioning  |management portal for users fo manage cloud
and services:
management |Yes
portal No
If yes, describe the functions of the seli-service
provisioning and management portal provided:
Allow role-based access control (RBAC)
Manage resource pools (e.g. VMs, storage,
and network) and service templates
Track and manage the lifecycle of each
service
Track consumption of services Google's self service platform provides
Others: users the ability to administer users
and manage their Google services.
. Additionally, Cloud users are able to
manage resource pools through the
consoles and track usage statistics.
12 {Ineident and | Delivery mode of support: https://cloud.google.com/support/?optio
problem Access via email ns=premium-support#options
management |Access via portal https.//gsuite.google.com/support/

Access via phone support

Direct access to support engineers
Availability of support:

24x7

During office hours suppor, please specify the
hours of

operations:

After office hours support, please specify the




hours of
operations:

Service response time:

The following are available to users upon
request:

Permanent access to audif records of customer
instances

Incident management assistance

Incident response fime;

Mean time to repair on detection of faults:

13 | Billing The following billing modes are available Information about Google Cloud & G
{please elaborate granularity of charges and Suite Pricing may be found at
measurement): https://cloud.google.com/pricing/

Pay per usage (up toper  |https://gsuite.google.com/pricing.html
min/hourfday/month for compute/storage

for laa$/PaaS, and

per user per hourfday/month/year for SaaS)

Fixed pricing (up to

yearly/monthly/daily}

Other pricing model

Not disclosed

Available billing history: Manths

14 {Data Importable VM formats: https://cloud.google.com/migrate/

portability https://cloud.google.com/solutions/best

Downloadable formats:

Supporied operating systems:

Language versicns of supported operating
systems:

Supporied database formatis:

APL
Common

Customised

Upon service termination, data is available
through:

Physical media

Standard methods as described above
Other methods

-practices-migrating-vm-to-compute-en
gine
https:/fsupport.geogle.com/accounts/an
swer/30241907hi=en
https:/fcloud.google.com/security/gdpr/
https:/ftakeout.google.com/7pli=1
hitps://support.google.com/a/answer/10
04587hl=en
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Access

Type of access to the service is through:
Public access

Private access (e.g. VPN, dedicated link)
IPv6 access is supported

Other access methods Google
Interconnect

Public access speed (shared bandwidth) in
Mbps:

In addition to the methods fo the left,
Google also offers Interconnect to its
GCP customers.
https:/fcloud.google.comfinterconnect/
Google Cloud Interconnect allows
Googte Cloud Platform customers to
connect to Google via enterprise-grade
connections with higher availability
and/or lower latency than their existing
Internet connections, Connections are
offered by Cloud Interconnect service
provider partners, and may offer higher
Sl As than standard Internet
connections. Google also supports
direct connections to its network
through direct peering. Customers who
cannot meet Google at its peering
locations, or do not meet peering
requirements, may benefit from Cloud
Interconnect.

https://cloud.google.comfinterconnect/

16

User
management

Identity management

Role based access control

Federated access model

Integration with Identity management
solutions

Others '

Google offers Cloud Identity & Access
management that allows administrators
to authorize who can take action on
specific resources, giving them full
control and visibility to manage cloud
resolrces centrally, For established
enterprises with complex organizational
structures, hundreds of workgroups
ahd potentially many more projects,
Cloud 1AM provides a unified view into
security policy across customer's
organization, with built-in auditing to
ease compliance processes.

https://cloud.googie.comfiam/
https://cloud.googie.comfidentity/

Below MTGCS clauses are not
applicable:

Clause 22.12 is not applicable as third
party admins do not have access




Clause 22,13 is not applicable as
service and application accounts are
not used

https://cloud.google.comiterms/data-pr
ocessing-terms

Google has adopted NIST guidance
(SP 800-63c) and, as such, does not
enforce password history and rotation
requirements as defined in clause 22,
Google's password policies provide
"equivalent or better security” than the
requirements established in clause 22,

Googie has provided the ability to
integrate customer's S50 via SAML,
which allows them to configure their
password settings to meet MTCS
standards. As such, we consider this
an alternative implementation to meet
the requirements in Clause 23.

Clauses 23.2, 23.4.2 (b) and (¢), 23.7.2
{(b) are not applicable as user access
security is a shared responsibility
hetween Google & Customer

Additionally, customers are responsible
for removing custom applications
accounts, user IDs, passwords, test
data and accordance in accordance
with clauses 16.1.2 (b) and {c).

Google employs robust, proprietary
services and mechanisms to encrypt G
Suite user data, as such, we believe
we are addressing the risk for which
clause 24.6.4a is intended.

Clause 17.1.2a is not applicable as
GCP customers can manage the keys
themselves by using Cloud KMS or
bring their own keys to Google Cloud.

Clauses 17.3.3g, h and 17.3.4a are the
responsibility of GCP customers to the
extent that they utilize our Customer




Managed Key capability, thereby using
Hardware Security Module (HSM).
Clauses 17.3.3g, h and 17.3.4a are not
applicable for G Suite as Google does
not use HSMs for internal key
management system (KMS).

Cloud Customer Managed Encryption
Keys
https://cloud.google.com/storage/docs/
encryption/customer-managed-keys

Cloud HSM
https://cloud.google.com/hsm/

G Suite Key Management

https://services.google.com/fh/files/help
center/google_encryptionwp2016.pdf

Please refer to Google's Encryption at
Rest in Google Cloud Platform security
whitepaper for additional information.

https://cloud.gooagle.com/security/encry
ption-at-rest/default-encryption/
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Lifecycle

The cloud user may select the following for
service upgrades and changes:
Automatic provisioning

User customisable provisioning

https://cloud.google.com/identity/solutio

ns/automate-user-provisioning

Security
Configuration
s

18 | Security Security configuration enforcement checks are |https://cloud.google.com/terms/data-pr
configuration |performed: ocessing-terms#7-data-correction-bloc
enforcement  |Manually king-exporting-and-deletion
checks Using automated tools https://cloud.google.com/terms/data-pr

How often are enforcement checks being ocessing-terms#appendix-2-security-m

performed to ensure all easures

seatrity configurations are applied? https://gsuite.google.com/terms/dpa_te
rms.html

19 |Multi-tenancy |Distinct physical hosts

Distinct physical network infrastructure
Virtual instance grouping
User definable security domains




User customisable firewall
User definable access policies

Service
Elasticity
20 |Capacity The following capacity elasticity options are Google's Instance greups offer GCP
elasticity available: customers managed groups that can
Programmatic interface to scale up or down [automaticaliy scale the number of
Mean time to start and end new virtual instances in the group, work with load
instances balancing services to distribute traffic to
Alerts to be sent for unusual high usage |5/ o tha instances in the group and
Minimum performance during peak automatically recreate the instance in
perio ds_— . the event of an incident. in addition o
Minimum duration to scale up computing - .
[OSOUICeS the automatic load balancing, Google
Minimum additional capacity guaranteed also offers Hea]ﬂ? Checks that checks
per account the health of the instance and the
2TB {number of cores and server.
GB memory)
hitps://cloud.google.com/compute/docs
finstance-groups/
https:/icloud.google.com/compute/docs
fload-balancing/health-checks
21 |Network The following network resiliency and elasticity
resiliency and |{options are
elasticity available:

Redundant Internet connectivity links
Redundant Internal connectivity
Selectable bandwidth up to
Mbps
Maximum usable |Ps
Load balancing ports
Load balancing protocols
Anti-DDOS protection systems or services
Defence-in-depth mechanisms, please specify:

Network traffic isolation, please specify:

Shared or dedicated bandwidth, please specify;

QoS traffic control services

Alerts to be sent for unusual high usage




Minimum performance during peak
periods
Minimum period to scale up network throughput

22

Storage
redundancy
and elasticity

The following storage redundancy and elasticity
options are

available:

Redundant sforage connectivity links within
each data centre

Redundant storage connectivity links
between data centres

belonging to the same cloud

Storage traffic isolation, please specify:

Shared or dedicated storage network
bandwidth, please

specify:

Quality of service storage traffic control
services

Maximum storage capacity for entire cloud,
please specify:

Maximum storage capacity for single user,
please specify:

Maximum expandable storage, please specify:

Alerts to be sent for unusual high usage
Minimum storage | / O performance during
peak periods

Minimum period to scale up storage | / O
throughput :

Google offers various storage options
to customers based on their needs
{htips://icloud.google.com/storage/)
https://support.google.com/googlecioud
fanswer/60566357hI=ené&ref_topic=605
5719

MTCS Standard, Clause 24.5 is not
applicable.




